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1. Introduction

A group signature allows any member of a group to sign on behalf of the group. Group signatures are
publicly verifiable and can be verified with respect to a single group public key. Only a designated group
manager can revoke the anonymity of a group signature and find out the identity of the group member
who issued a given signature. Furthermore. group signaturcs are unlinkable, which makes it
computationally hard to establish whether or not multiple signatures are produced by the same group
member. At the same time, no one. including the group manager. can misattribute a valid group
signature. A group signature scheme could for instance be used in many specialized applications, such
as voting and bidding. Also, a group signature scheme could be used by an employee of a large company
to sign documents on behalf of the company. A further application of a group signature scheme is
electronic cash as pointed out in [15]. In this case, several banks issue coins. but it is impossible for
shops to find out which bank issued a coin that is obtained from a customer. Ceniral bank plays the role
of the group manager, with all the other banks issuing coins as gronp members.

Chaum and Van Heijst introduced in [9] the concept of group signature schemes. A series of
improvements and enhancements followed [7], [10], [16], [17], [19]. [20]. However. in these schemes
the length of signatures and the size of the group's public key depend on the size of the group and thus
these schemes are not suitable for large groups. The first group signature suitable for large groups is that
of Camenisch and Stadler [6]. where both the length of the group public key and the group signatures
are independent of the group's size. The Camenisch-Stadler scheme was improved by Camenisch and
Michels in [5]. Ateniese and Tsudik [1] and Lee and Chang [14].

Our group signature scheme, suitable for large groups, is based on Okamoto-Shiraishi's assumption [18]

(the difficulty of computation of. approximate e-th roots modulo a compositc number) and is more
efficient than the previous ones.
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2. The Model of Group Signature Scheme

Group signature schemes are defined as follows (see 8] for more details).
Definition 1 4 group signature scheme is a digital signature scheme comprising the following:

1. Setup: On input of a security parameter 1" this probabilistic algorithm outputs the initial group
public key P and the secret key S for the group manager.

2. Join: An interactive protocol between the group manager and a user that results in the user
becoming a new group member.

3. Sign: An interactive protocol between a group member and a user whereby a group signature on a
user supplied message is computed by the group member.

4. Verify: An algorithm for establishing the validity of a group signature given a group public key and
a signed message.

tn

Open: An algorithm that, given a signed message and a group secret key, determines the identity of
the signer.

A secure group signature scheme must satisfy the following properties:
1. Correctness: Signature produced by a group member using Sign must be accepted by Verify.

2. Anonymity: Given a signature, identifving the actual signer is computationally difficult for
everyone but the gronp manager.

ad

Unlinkability: Deciding whether two different signatures have been computed by the same group
member is computationally hard.

4. No framing; Even if the group manager and some of the group members collude, they cannot sign
on behalf of non-involved group members.

L

Traceability: The group manager can always establish the identity of the member who issued a valid
signature.

6. Coalition-resistance: A colluding subsct of group members cannot generate a valid group signature
that cannot be traced.

Definition 2 The efficiency of a group signature scheme is typically based on the size of the group

public key P, the length of signature and the efficiency of the algorithms Sign, Verify, Setup, Join and
Open.

3. Preliminaries

This Section reviews some cryptographic assumptions and introduces the building blocks necessary for
the subsequent design of our group signature scheme. The Strong RSA Assumption was independently
introduced by Baric and Pfitzman [2] and Fujisaki and Okamoto [11].
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Definition 3 (Strong RSA Problem) Let n=pq be an RSA-like modulus and let G be a cyclic subgroup
of Z,* of order Is. Given n and z € G, the Strong RSA Problem consists of findingu € Gand e € 7.,
satisfving z = u° (mod n).

Assumption 1 (Str‘ong RSA Assumption) There exists a probabilistic polynomial time algorithm K
which on input 1' outputs a pair (, z) such thar Jor all probabilistic polynomial-time algorithms P the
probability that P can solve the Strong RS4 Problem is negligible.

Assumption 2 (Dccisional Diffie-Hellman Assumption) Lei n=pg be an RSA-like modulus and let
xbea quadrauc residue modulo i that has a large order m Z.* Let G=< @ >. Given as input a mpfer
(@’ a’ a 9 in G, itis hard to decide whether (@°, @ *, @°) isa Diffie-Hellman triplet (a®, o °

a °b) or a random triplet.

For this assumption see {4] for more details.

Assumption 3 (Okamoto-Shiraishi Assumption) Let ¢ be an integer, e > 4. Given as inputs an element
n=pq be an RSA-like modulus and an element C€ Z,* it is hard to find two integers X and & such that
X'= C+ 8 (mod n) and & € [a,b), where a and b are two integers satisfying 0 <a<b<n >,

In 18] the security of the Okamoto-Shiraishi signature scheme is based on this assumption and when
the exponent ¢ =4, the Okamoto-Shiraishi scheme is considered as robust.

Next, we present some well- studied techniques for proving knowledge of discrete logarithms. A
signature of knowledge is a construct that uniquely corresponds to a given message m that cannot be
obtained without the help of a party that knows a secret such as that of the discrete logarithm of a given
veE G to the base g (G=<g>). We note x=Dlog,y. Let // be a collision resistant hash function /:{0,1}*—
{0,13*and e >1 a security parameter. A proof of knowledge is a way for one person to convince another
person that he/she knows some fact without actually revealing that fact. A signature of knowledge is
used for both the purpose of signing a message and of proving knowledge of a secret.

The next building block is an adaptation of protocols for proving the knowledge of a discreie logarithm
[11], and their construction, to prove knowledge, is based on the Schnorr signature scheme [21].

Definition 4 A4 pair (c,s) €{ 0,1} * x{ 0.1° "™} satisfing c=Hm|! v|\gl| &' V) is a signature of
kmowledge of the discrete logarithm of v=g" w.r.t. base g, on a message me { 0,1}*

An entity knowing the secret x=Dlog,y is able to compule the signature by choosing a random t& {0,1}°
U5 ™and then computing ¢ and s as ¢=H (m || vllgl| gh, s=t-ex (in Z).

A slight modification of the previous definition let us show the knowledge and the equality of two
discrete logarithms [5] of v, and y» w.r.t. bases g and k, i.e. knowledge of an integer x satisfying yv,=g¢"
and y>=h".

Definition 5 4 pair (c,s) €4 0,13 *x § 0,1} ™Y satisfying c=Hmjjv,jj v-f g/ hjiv, ‘g*)y: k%) is a
signature of knowledge of the discrete logarithm of v;=g * w.r.t. base g and y;=h" w.ri base h, on a
message me { 0,1}*

An entity knowing the secret x is able to compute the signature. provided x=Dlogy,=Dlogyy: by
choosing a random t€ {0,1} *';™ and then computing ¢ and s as c=H(m || y, |lvallz || b flg" [IhY, s=t-cx
(in Z). The next block is based on a proof that the secret the prover knows lies in a given interval. This
is a modification of the block presented in [5].

Definition 6 A proof of knowledge of the discrete logarithm of h w.r.t. base g and of & w.r.1. C}f which
alsa proves that Diogeh=Dlog,S and that Dloggh is in tha interval f2} gz b

(YL s a pair (c.s), where c=H(mjj ¢l hjj & //é//g”’? e flo 2 s ‘) and s€ -{{2"—1)(2'6 -
1) 2 &f p 2 ‘H’c)}

+ 2
2
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This signature can be computed as follows. If the signer knows an integer x € {2 a ta
such that h=g‘ﬂand d=c*, he chooses a random t€ {0,1}° (L2 and computes c=H(m H g|| h Ha”ﬁu g
lloh), s=t-c(x-2 “ 1) (in 2).

The security of the last building block has been proven in the random oracle model [3] in [5]. [11].

4. Our Group Signature Scheme

In this Section we construct a new group signature scheme which is based on the Okamoto-Shiraishi
assumption [18].

4.1 Setup

The group manager chooses randomn primes p'. ¢’ and computes p=2p'+1 and q=2q'+1. Then, the group
manager computes n=pq. Let £ , denote the bit-length of n. He chooses a public exponent €>4 such that
¢ is relatively prime to ¢(n). The group manager selects g an element of Z,* of order n. Let G=<g>. The
group manager selects an element h€ G whose discrete logarithm to the base g must not be known. He

chooses an element C € Z,*. The group manager chooses a secret value x € Z,* and computes y=g'
(mod n). Finally, a collision-resistant hash function H: {0,1}* — {0.1 ¥ and sccurity parameters
e>1, 0.1 are set. An example for choosing the parameters €, k. , £ g, .# ., , 1, , £ 2 is given in Section
5. The public key is P=(n, ¢, g, y, b, C, . £ .. &, . ¢4, , /) and the secret key is S=(pq’x). In practice,

components of P must be verifiable to prevent framing attacks (e.g. see [13]).
4.2 Join

Suppose now that a user wants 1o join the group. We assume that communication between a group member
and the group manager is secure, i.e. private and authentic. A membership oemﬁcate 1n our fgroup signature
scheme consists of a pair of integers (X, 8) satisfying X*=C+3 (mod n) and 8 € [2 2 2 -1]. To obtain
his membership certificate, each user U; must perform the following protocol with the group manager.

1. The user U, selects a random element x; € |2 ’ 12 £y 2 ¢ 2.1} and computes /D, ~g" (mod n).

2. The user U, must prove to the group manager that he knows Dlog,/D; and that this value is in the
interval 2 £ 12¢ (€201 5 €1 pecb200m)

3. Then, the user U; chooses a random number r€ Z,* and computes z=r°(C+x;) (mod n). He sends z
to the group manager.

4. The group manager computes v=z'"“(mod ny=r(C+x))' “(mod n) and sends v to the user U,

5. The user U, computes 4;=v/r=(C-+x;)' “(mod n). The pair (4,x;) is the membership certificate of the
user U

Consequently, at the end of the protocol, the group manager does not know the membership certificate

(4, x;) of the user ;. The group manager creates a new entry in the group database and stores /D; in the
new entry.
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4.3 Sign

A group member U, with a membership certificate (4, x,). can gencrate anonvmous and unlinkable
group signatures on a message i as follows:

[/
1. Choose an integer we g {01} /£ “and compute

A=A B (mod my, B=g" (mod ny, D=g" V"(mod n).

()l ; e ( Ifz*-i(), U l}e( ffGﬂ --!%llfk)_ ‘)] }cf. g(‘rrkl :0 ];c( 62;-k;.

2. Choose Erd 1 Er{ ry Eri , P4 ER

1

rs€ x$0.13**** and compute
d=B" 1g”(mod n)
=g D" NV (mod n)
d'3=g'3 (mod n)

1,13
d=g" Y (mod n).

‘ad

Compute

c=H(m || gl b j| v {| Al B D iy} dalldsfld-)

4 4 4 S
4, Compute s,=r-c(x;-2 Cl), S2=T2-CXiW, $3=T3-CW, S4=r+x+c2 fl. §5=T5+xX;w+C2 £ (in £).

N

Send the group signaturc (C, S;. S2. S3. Sa. S5. .1, B, 1) to the verifier.
4.4 Verify

The resulting signature (c. ;. Sa. 3. S4. 85..4. B, ) of a message m can be verified as foliows:

1. Compute ¢=H(m [igihllv]l All Bl D B /g mod n)| D™ Er el
(mod n)|| BSg™(mod n))| D°g" ¢ L vP(mod n)).

2. Accept the group signature (c,$.8:.85.84.85.4,8.12) il and only if ¢=¢” and

/ 2 g i 20y e 42 {od e o ot oy

$1€4 -2

1 o '-‘-, “‘L‘,. "'\, i'\,F, & ","
S;E-{Zﬁu‘k 2“6“"";,54e-:z‘ﬂ'“l‘..,,”ze‘{'*“} S-’f{-z'[“k 2‘<f._

..... 3. 35

4.5 Open

Given a group signature (c, S;. Sz. S3, $4. S5..4. B, D) the group manager can, bv checking its correctngss,

ha

find out which one of the group members issued this signature. He gives up if the signature is not
correct,

Otherwise, he performs the following steps:
1. Recover /D; (the identity of the user U,) as /D=0 mod n).

2. Prove that Dlogv=DlogsD/ID; mod 1y (sce Definition 5).
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5. Security and Efficiency of Our Scheme

The security of our group signature scheme is based on the difficulty of computation of approximate e-th
roots modulo a composite number (see Assumption 3). We have to show that our group signature
scheme satisfies all the properties listed in Section 2.

Correctness: By inspection.

Anonymity: Given a group signature, to identify the actual signer is computationally hard to do for
everyone but the group manager. As the interactive protocol underlying the group signature is
statistically zero-knowledge, no information is statistically revealed by (c, 1, Sz, S3, Ss, Ss) in the random
oracle model. Therefore, anonymity can only be revoked from (4, B, D). Since no one knows which pair
(A, X)) corresponds to which group member, anonymity is guaranteed.

Unlinkability: To decide whether two different group signatures have been computed by the same group
member is computationally hard. Let (c, s, Sz, S3, S, Ss. A, B, D) and (¢', §'y, §'2, §'3, §'4, 85, 4', B, D) be
these signatures. The problem of linking two signatures reduces to decide whether (4, B, D) and
(A'B',D") are linked or not. This can be done by looking either A; or x; as common to the two triples.
This is impossible under Decisional Diffie-Hellman Assumption.

No framing: Neither can a group member or the group manager sign on behalf of other group members.
The group manager does not get any information about a group memeber's secret x; apart from ID;= L
Thus, the value x; is computationally hidden from the group manager. Hence, not even can the group
manager sign on behalf of a group member Uj since computing of discrete logarithms is assumed to be
nonfeasible.

Traceability: The group manager is able to open any valid group signature and provably identify the
actual signer. The group manager has to issue Dlogy=Dlogs(D/ID; mod n) as evidence that he
decrypted the pair (B,D) correctly and thus the user U;, who issued the group signature, can be
identified. :

Coalition resistance: A group certificate (A, x;) can be generated only by the group manager via the
Join protocol. Hence, our group signature scheme is coalition resistant.

Our group signature scheme is slightly more efficient than Camenisch-Michels's scheme [5] and relies
on different security assumptions. We propose to use our group signature scheme with the following
parameters: /,=1200, e=5, e=5/4, k=160, /,=350, [,=240.

6. Conclusion

In this paper we proposed a new group signature scheme suitable for large groups, i.e. the length of the group's
public key and of signatures does not depend on the size of the group. The security of our group signature
scheme is based on the difficulty of computation of approximate e-th roots modulo a composite number.
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