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Abstract: The paper presents some new methods for the
implementation of privacy enhancement in a packet-
switched local -area network, using Elliptic Curve Public-
Keys Cryptography for the distribution of cryptographic
keys. The cryptographic importance of the Elliptic Curve
Public Keys Cryptosystems (ECPKC) is justified by the
difficulty in finding discrete logarithms over the finite
fields. The different forms that the secret keys may have, if
compared to the public keys, recommend the use of
ECPKC especially for their using smart cards in the
distributed systems as well, where there are limits as far as
the computation and integration power is concemed. For
computing in finite extensions over finite rings we have
used the ZEN-new toolbox [1]: there are some computing
routines implementing the group law defined for an elliptic
curve.
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1. Introduction

One of the most important applications of
Public Keys Cryptosystems (PKC)[2] is the
distribution of the secret key, necessary for
secure communication. By means of the PKC,
both the integrify of the data and the
authentication  (of users and data) can be
simultaneously obtained in a distributed
process. For a PKC, we note with E and D, the
encrvption and decryption procedures, reversed
one against the other, There may be used only a
PKC, or a hybrid system, made up of iwo PKC
that ensure the security and the authentication
separately.

For a PKC, a secret key K is a particular form
of a message. In a system used for the
distribution of the public components of users,
users can fix secret keys and mean the system
for the encryption and the authentication of
these secret keys. The sccret keys may be
changed later without any difficulty. This is
opposite to a system in which sccret keys are
fixed with the help of a messenger from a
central authority (symmetrical cryptographic
systems).

The use of the PKC makes the question of the
distribution keys consist only in how to connect
the identity of the system users with the public
keys of the users. No data communication on a
secret channel is required. Users can generate
pairs of public keys/ private keys and there is no
need for exposing the private keys to any other
users. If one takes into account only the data
integrity and authentication services, users
should be able to record their public
compositions without using a secret channel.

In WAN (Wide- area Nerwork) type networks,
this requires a distributed system [3], [5], [9].
[10] of the Certification Authorities (CA)
ordered at  hierarchical levels. Central
Certification Authorities (CCA) must certify a
second level, the one of the certification agents
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that finally certify the public components of the
users. There may be added other levels based on
the same principle. A user 's certification i
done on the basis of a certification protocol.

In the authors' opinion a user should register
himself with Local Certification Authorities
(LCA). The LCA must be affiliated to an
organization and has to be able to use an
identifier of the user. proper to the organization
concerned, in order to certify the public key of
the user. If LCA are able to safely communicate
with CCA, the user’s public key must be
acknowledged to CCA for getting known.

As the public components of a user may be
certified and distributed, either user must
possess other public components in order to fix
common keys for the encryption, without
resorting to a safety channel.

There are systems organized such as to allow
that CA set up digital certificates [9]. CA
master the procedures Ec, (public) and Dy
(secret). We appreciate that CA have set up the
CERT, and CERTy certificates for user # and
user & They define the public components of
user # and user & corresponding to the
procedures £, and £ .

The users' secret components are adequate for
the inverse procedures D4 and Dg. Both #and &
keep secret the CERT, and CERTj certificates .
If 4 has previously exchanged certificates with
%, cach of A and & has other stored certificates.
If not, there are two ways thereby  can get s
certificate:

o # requests directly CERTs from & The
advantage of this method consists in
avoiding CA. Instcad there appear
questions as to the security and the integrity
of data. There may happen that CERT has
recently been invalidated.

e #may get hold of CERTp by means of CA.
Each of the CERT certificates has the form
Dea(M), where M contains information
about the E procedure. # gets hold of the
required CERT, and CERTj certificates.
The EqCERT,) computation validates
CERT,. thus allowing that the £, procedure
runs, and obtains the FEp procedure,
necessary for the communication with &, by
computing Ec4(CERTg. This phase
implicitly validates the CA source of the
certificates, too. Secret storing of the
certificates means the impossibility for CA
of providing certification services on a
regular basis. Such services would impose

if two of the users communicated for the
first time, if certain components were
compromised, or if the certificates were
invalidated. The ~# user must be sure that
the CERT, and CERTy certificates are
obtained in real- time. A handshake type
protocol [12], [13] may be used for real-
time guaranteeing the authenticity and the
integrity of the transmitted certificates. The
advantages are:

e information is transmittcd wvia uncertain
channels under proper security conditions;

e distribution of the certificates by CA sees
that the users are in possession of some
certificates that can be used as soon as they
are received. The system must benefit from
the services specialized in the construction
of public keys of their users and identifiers

[91 (11}

But there are also drawbacks of such a method:

o CA have to cope with a big traffic, a fact
that sometimes results in a throttle effect on
the traffic.

e  An intruder who succeeds in getting hold of
the secret components of CA, may forge
the user’s certificates.

More and more attention is being claimed by the
decentralized administrating method of the
certificates: ecach of the wusers of the
cryptographic sysiem becomes responsible for
the administration of its own certificate. When
A intends to initiate the communication process
of a secret key, it will convey a message to B.
that contains CERT, (A’s certificate), /D4 (A’s
identifier), as well as other information that is
specific to the used protocol: information
concerning the moment of time when they
performed the transmit, the lapse of time during
which the certificate is validated, sequences of
data randomly generated, as well as a request
for the certificatc of & CERTs Use of an
authentication protocol completes the changing
phase of the certificates. There will result
authenticated certificates for either user. User 4
validates the CFERTjp certificate by computing
Ec4(CERTg). CA must periodically submit lists
of certificates that got invalidated due to the
expiry of the data, the compromising of the key
or on account of administrative reasons.
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2. Elliptic Curve Public Keys
Cryptosystems (ECPKC)

By the points of a fixed field . we understand

the points of the plane 2(x, y) whose co-
ordinates belong to - . An algebraic curve [4],

[8]. [14] is the muititude of all the points (x, y)
from the affine plane whose co-ordinates meet
the equation ffx, y)=0 , where fix,y)=0 is a
polynomial with coefficients from . Let F, be
a finite field containing ¢ elements, with g the

prime number. For i = F, we term with K its

algebraic closure K= Wil g

Definition 1. An elliptic curve E (also named
an algebraic curve of the first genus) is a set of
solutions for the equation )* + a;xy + ay = x°
+ a; X + ax +ag corresponding to a smooth

curve from the affine plane P(K)=K x K ,
together with the point O (from the infinite)
asserted in affine coordinates. The multitude of
points of the elliptic curve E whose co-ordinates
belong to K, together with point O, represent
the multitude of points named the rational
points of E [14].

Definition 2. If a;, a,, as, aq, as € K the elliptic

curve is defined over ¥ and we term it with
E/K. We term its multitude of rational points
with E(K), and the number of points with
#E(K), representing the order of the elliptic
curve. If two points are given on E, there is a
way of associating them with a third point,
termed with R.

Definition 3. Let the points 2,0 € E be. We
define PO=R’ as being the third cross point of
the straight line determined by P and Q with E.
By convention © 0 = O [4],[14].

Definition 4. Let the points P=(x,y;), O=(xz,
yi), PO€E be. We define the algebraic
operation®: ExE > E, P¥Q=0R'=R =
(x3n }’3) [4]:[14]

Sentence 5. [4].[6].[14] The algebraic operation
#*given by Definition 4, endows E with an
Abelian group structurc so that the following
are carried out [4].[6],[14]:

a) P¥Qe Efor(V)PQ€ E

b P*O)¥R=P% (Q*R) for (V)
PORE E.

o (HOecEsothat O¥P=rP ¥ 0 =P
for (V)Pe E.

d) (F)QEE so that PHQ=Q +P=0, for
(V) Pe E. In particular 0 = -P and -0 =
0.

e) P¥QO=0%pPfor (V)PQEE.

Sentence 6 [8] (E(K), ¥) is a subgroup of the
group (E. ¥).

For the elliptic curves:

a) Supersingular E/K : v’ =x’+ax+b

b) Non-supersingular
EJ/K: V' +xy=x’+a’x+b

with K = F, where ¢ = p = prime number or g
= 2" neN*, we define a set of parameters of the
elliptic curve (SPEC) that consists of:

1. q, where g=p is a prime number or g=2", n
e N*,

2. The base [51[7)[11] in which are
represented the elements of the field F.
which may be polynomial (BP), normal
(BN) or normal-optimal (BNO I or BNO
In).

3. a, b eF, . that defines the type of the
elliptic curve [5]; supersingular elliptic
curve (SEC) or non-supersingular elliptic
curve (NSEQ).

4. xp, yp €F,, co-ordinates of the point P = (
xp, Vp) that belongs to the clliptic curve.

5. The order of the point £ that belongs to
the elliptic curve.

For ECPKC, SPEC is public. As a rule of
principle, the operation of generating a key K,
necessary for the communication in such a
system, consists of:

1. Its randomly selecting an integer number 4
€ [2,r-2]

2.  Computing the point Qe E/K, O = (xp, ¥g)
=deP=Pd P4 P 4 P(dtimes).

3. The co-ordinates of the point O
representing the public key, and the integer
number d representing the secret key.

Cryptographic importance for ECPKC is
justified by the difficulty in finding discrete
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logarithms over the finite fields[5],[6L[7] The
different forms that the secret keys may have, if
compared to the public keys, recommend the
use of ECPKC especially for their using smart
cards in the distributed systems as well, where
there are limits as far as the computation and
integration power is concerned.

3. Techniques of Distribution of
the Cryptographic Keys

DPCKECOWTF is a distribution protocol of the
cryptographic keys using elliptic curves and
one-way functions “OWF [2]. The user 4 and
the user & of the system are in possession of all
the information about SECP and the one -way
function w(), written in the public register PR .
Each of them chooses the integer numbers e,
d.y, respectively ep, dp with ey, dy, eg, dg €

[2,7-2], which they kept secret. The process of
transmitting a key K between the two users #
and & develops in two phases:

a. Initiation Phase

User 4 :

1. Applies the CdP procedure and determines
the points O, .= dyeP and Ry = eoP.

2. Applies one of the CPBTC and CPBFTC
procedures and obtains the binary

sequences (0, andR’,, corresponding to
the points Q4 and R, from the elliptic curve.

3. Putsdown () inPR.

4. Transmits R to the user & , via a safe
channel.

User &

1. Applies the CdP procedure and determines
the points Op .= dgeP and Rp == egeP.

[

Applies one of the CPBTC and CPBFTC
procedures and obtains the binary
sequences (), and R}, . corresponding to
the points Op and Ry from the elliptic
curve.

3. Putsdown O, in PR.

4. Transmits R to user 4 , via a safe
channel.

b. Generation Phase of the Common
Key

User 4

=

Reads (0 from PR.

12

" *
Receives R .

3. Applies one of the CBPTC and CBPFTC
procedures and obtains the points Jp and
Rpg that belong to the elliptic curve.

4. Applies the CdP procedure and determines
the points KA.BL KA_B) KA.B}:: dA .QB s KABZ
=e ® Rp.

5. Applies one of the CPBTC and CPBFTC
procedures and obtains the Dbinary

* *
sequences K, and K, .

6. Applies the one-way function w() and

obtains the common key
* *
K=w(K 5. K 152 ).
User &

[

Reads (), from PR.

2%

. *
Receives R, .

3. Applies one of the CBPTC and CBPFTC
procedures and obtains the points Q4 and
R, that belong to the elliptic curve.

4.  Applies the CdP procedure and determines
the points Kp4s. Kps»  Kpgyi= dp ¢Qy
KBAJ:= €pe® RA.

5. Applies one of the CPBTC and CPBFTC
procedures and obtains the binary

* *
sequences K, and K, .

6. Applies the one-way function wf.) and
obtains the common key

K:w(K;m , K;AZ)'
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End
Remark:

As Kupi =d#Qz=dye(dge P)=dp ®
(dyoPy=dge® Q4= Kpu;

Kz =e0Qp=e40(egoP)=ep ®

(e4oP)=epeQ = Ky

it results that bv applying the function w() the
users  and & are in possession of the common
key K.

DPCKTEC is a distribution protocol of a
cryptographic key of the token type, using the
elliptic curve. The users # and & of the system
know SPEC and choose each of the integer
numbers e, dy. respectively ep, dp, with e, dy,
ep. dg €[2,7-2], which they keep secret. The
process of transmitting a key K between (wo
users -# and & runs in three phases:

a. Initiation Phase

User 4 :

1. Applies the CdP procedure and determines
the points O, :=d, e P and R, :=e e P,

2. Applies one of the CPBTC and CPBFTC
procedures and obtains the binary sequence

Q' , corresponding to the point O, .

3. Puts down Q; inPR.
User &:

1. Applies the CdP procedure and determines
the points Qg:= dge PandRg:=ege P.

2. Applies one of the CPBTC and CPBFTC
procedures and obtains the binary

sequence Q;, corresponding to the point
Os.

3. Putsdown Q; in PR.

b. Generation Phase of the Token
Message (TM)

User A4 :

1. Reads from PR the binary sequence (J; .

2. Applics the CdP procedure and defines the
points S =e e Ogand R, = e, o P, that
belong to the elliptic curve.

3. Applies successively one of the CPOTC or
CPOFTC and CDOI1 procedures and

obtains the integer number S 45 € [2, r-2),
corresponding to the point S4z of the
elliptic curve.

4. Computes TM,;= (K-g 45 )mod.r.

5. Applies the CDIO procedure and obtains

the octets sequence E’M:s , corresponding
to TM I

6. Applies one of the CPOTC or CPOFTC
procedures and obtains the octets sequence

R: , corresponding to the point R .

7 Generates the token  message

TM =1TM." || R? that is transmitted to user
z

c. The Phase of Obtaining the Key K

User &

1. Extracts the sequences of octets
TM " and R’ from 7M.

2. Applies one of the COPTR and COPFTR
procedures and obtains the point R, of the
elliptic curve that corresponds to the octets

ok
sequence R, .

3. Applies the CdP procedure and computes
dgeRy=dpe (eq®P)=e e (dpe P)=
ey QB= SAB

4. Applies successively one of the CPOTC or
CPOFTC and CDOI procedures and

obtains the integer number S 45 € [2, r-2],
corresponding to the point Syz.

—
5. Computes the inverse element S 45 mod. r.
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6. Applies the CDIO procedure and obtains
the integer number TM; corresponding to

the octets sequence 1M, .

7. Finds the key K, following the
computations:

—-1 = —=-
(TM ;S 4)mod.r = (K-S 48+ 43)mod.r =K.
End

DPCKTCEIDTV is a distribution protocol of
the cryptographic key by a token type message
using elliptic curves. The token message
contains data about the identifiers of the users:
1Dy, IDg as well as data about the moment of
time when the transmission takes place, put
down in the time vector (TV). Octets by two or
by four correspond to the fields 7V and ID,
depending on the size of the network. Users #
and # of the system know SECP and choose
each of the integer numbers e,, d, respectively
ep, dg, With ey, dy, ep, dg €[2, r-2], which they
keep secret. The process of transmitting a key K
between two users,  and & runs in three

phases:

a. Initiation Phase

User #:

1. Applies the CdP procedure and determines
QA i dA.P.

2. Applies one of the CPBTC and CPBFTC
procedures and obtains the binary

sequence Q; corresponding to the point
Q4 of the elliptic curve,

3. Putsdown (0 in the public register PR.

User &:

1. Applies the CdP procedure and determines
QB =dge P.

2. Applies one of the CPBTC and CPBFTC
procedures and obtains the binary

sequence Q; corresponding to the point
(g of the elliptic curve.

3. Putsdown (), in the public register PR.

b. Generation Phase of the Token
Message (TM)

User A

1. Reads the binary sequence Q; from PR.

2. Applies the CdP procedure and determines
the poinis Syp =ese Qzand Ry = e e P,
which belong to the elliptic curve.

3. Applies successively one of the CPOTC
or CPOFTC and CDOI procedures and

obtains the integer number S 45 €[2,7-2],
corresponding to the point S,p of the elliptic
curve.

4. Applies the CDIO procedure and obtains
the octets sequence K “, that corresponds
to the key K represented by the integer

number Ke[2,r-2].

5. Obtains (/D || K ) by concatenation.

6. Applies the CDOI procedure and obtains
the integer number (ID, || K™).

7. Computes
(S 48 ))mod.r.

=D, | K™)-

8. Applies the CDIO procedure and obtains

the octets sequence M, , corresponding
to TM i

9. Applies one of the CPOTC and CPOFTC
procedures and obtains the octets

sequence R: that corresponds to the point R 4.
10. Generates the token message

M = (IM." || 1D, | TV || RS).

c. The Phase of Obtaining the Key K
User &

sk
1. Extracts the octets sequences TM, |

IDp,TVand R, .

Applies one of the COPTR and COPFTR
procedures and obtains the point R, of the
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elliptic curve, that corresponds to the octets
sequence R:.

2. Applies the CdP procedure and computes
dgoR  =dge( e 4oP)ye  o(dgeP)=e,00p= S48

3. Applies successively one of the CPOTC or
CPOFTC and CDOI procedures and

obtains the integer number § 45 €[2,r-2],
that corresponds to the point Sz .

—-1
4. Computes the inverse element § 43 mod. r.

5. Applies the CDIO procedure and obtains
the integer number TM; corresponding to

ok
the octets sequence M, .

6. Identifics the integer number
(ID, || K™), following the computations

(TMI'(ng Ymod.r =
(D, || K™)(S 45)(S a5 )mod.r =
(ID, || K "’).

7. Applies the CDIO procedure and obtains
the octets sequence /D, || K.

8. With /D, known results K -

9. Applies the CDOKK ™" :K) procedure and
obtains the key K.

End.

4. Conclusions

Cryptography has for long been used for
keeping military and diplomatic
communications secret. At present, there is a
continuous development of cryptography, due to
an  unprecedented  evolution of the
communication means and techniques, mainly
of those oriented on digital transmissions, with
applications to almost any field of activity
(economic, social, diplomatic, military).

The implementation of the procedures used in
this paper was done with ZEN- toolbox,
specialized in the number theory [1]. This
toolbox is highly suitable for the building of a
cryptographic library, as it benefits from the
facilities offered by the BigNum package, that
contains work routines with numbers of degree

of hundreds of decimal digits. The main
procedures having been implemented are:

CdP(d, (xp, yp), d oP) : for d, a positive integer
number and P, point of an elliptic curve, d oP is
computed by means of repeated square-and-
multiply method [5][6].

CPBTC((xp, yp)» E/K; P*) implements the
conversion of a point P of the elliptic curve in a
binary sequence P* using a compression
technique.

CPBFTC((xp, yp), E/K; P* implements the
conversion of a point P of the elliptic curve in a
binary sequence P*,  without wusing a
compression technique.

CBP(P*, E/K; (xp yp) implements the
conversion of a binary sequence P* in a point
P=(xp, yp) of the elliptic curve. using a
reconstruction technique of the point (CBPTR)
or without using a reconstruction technique of
the point (CBPFTR).

CPOTC((xp, ¥p), E/K; P**) implements the
conversion of a point P of the elliptic curve in
an octets sequence P**, using a compression
technique.

CPOFTC((xp, yp), E/K; P**) implements the
conversion of a point P of the elliptic curve in
an octets sequence P** without using a
compression technique.

COP(P** E/K; (xpyp) implements the
conversion of an octets sequence P** in a point
P = (xp, yp ) of the elliptic curve, using a
reconstruction technique of the point (COPTR)
or without using a reconstruction technique of
the point (COPFTR).

CDOI(x**x) implements the conversion of the
data from an octets sequence to an integer
number.

CDIO(x; x**) implements the conversion of the
data from an integer number to an octets
sequence.
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