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1. Introduction

The Automatic Identification System (AIS) is 
a digital tracking and communication platform 
developed for improving maritime safety 
and navigational efficiency. It allows ships to 
autonomously transmit and receive key data, 
supporting the continuous, real-time surveillance 
of maritime activity. AIS is extensively employed 
by ships and maritime authorities to reduce the 
risk of collisions and combat illegal activities such 
as unregulated fishing or smuggling (Androjna et 
al., 2024).

The AIS operates through the exchange of data 
between transceivers over the maritime VHF band, 
utilizing a Time Division Multiple Access (TDMA) 
protocol (Androjna et al., 2021). The system 
supports both static data (e.g., ship dimensions, 
the MMSI identification code and vessel name) 
and dynamic data (e.g. a ship’s position, course 
over ground and speed), much of which relies on 

GPS receivers. While AIS signals are generally 
reliable, they are subject to the typical propagation 
limits of VHF communications, which means 
the effective range is generally the line of sight, 
typically up to 40 nautical miles (Nm) under ideal 
conditions, but often less depending on antenna 
height, atmospheric conditions, and interference 
(Iphar et al., 2015).

The AIS features significant cybersecurity 
vulnerabilities due to its lack of built-in security 
features. Notably, AIS lacks authentication, 
validity, and timing checks (Kessler & Zorri, 
2024). Since the messages are neither encrypted 
nor digitally signed, their integrity cannot be 
ensured, making them susceptible to intentional 
tampering or unintentional errors.

Spoofing, a sophisticated form of cyberattack, 
involves creating entirely fake AIS messages to 
mislead nearby receivers, and it is often harder 
to detect than jamming (Sciancalepore et al., 
2022). Jamming, on the other hand, disrupts AIS 
or Global Navigation Satellite System (GNSS) 
signal reception by interfering with the radio 
frequency (RF) spectrum, typically through the 
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emission of strong, overlapping signals that 
overwhelm legitimate transmissions and prevent 
receivers from decoding them (Suratman & 
Mansor, 2024). Additionally, vessels can engage 
in “dark activities” by simply turning off their 
AIS transponders to conceal illegal or covert 
operations (Görkem et al., 2023).

Without geographic or temporal validation, AIS 
receivers have no means to verify if position 
data is accurate or current, allowing attackers 
to manipulate the location, identity, or status 
of vessels. These flaws make AIS a vulnerable 
open broadcast system, exploitable for malicious 
purposes including electronic warfare, smuggling, 
and maritime hijacking.

One of the most common uses of AIS spoofing 
is for concealing illegal, unreported, and 
unregulated fishing, such as in the July 2020 case 
when a large fishing fleet falsely reported certain 
positions near New Zealand while likely operating 
illegally in another zone. Smugglers and sanctions 
evaders also exploit AIS spoofing to obscure the 
movement of sanctioned goods, such as the case 
of an oil tanker that, in December 2021, broadcast 
a false route to hide its true journey, later verified 
by satellite imagery (Kessler & Zorri, 2024). 
Another common use is identity laundering, where 
vessels assume the AIS identity of scrapped or 
benign ships to avoid detection. AIS spoofing has 
also played a role in geopolitical manoeuvring; 
for instance, in 2021, fake tracks suggested that 
warships were provocatively close to Crimea. 
Additionally, spoofing has facilitated illegal 
ship-to-ship transfers of oil in the Black Sea to 
circumvent European sanctions, as observed in 
the extended anchoring of a tanker during 2022 
(Androjna & Perkovič, 2024).

AIS spoofing is often performed with specialized 
Warship AIS (W-AIS) systems, while free 
tools like the NMEA Simulator enable virtual  
track generation.

Previously, Pohontu et al. (2025) achieved a 98% 
detection accuracy on noise-free spoofed AIS 
tracks, but the accuracy dropped under noisy 
spoofing conditions. This paper proposes an 
enhanced model that overcomes these limitations 
and additionally supports real-time classification.

The remainder of this paper is organized as 
follows: Section 2 outlines direct strategies for 

securing AIS and explores indirect spoofing 
detection techniques discussed in prior research. 
It also revisits a previously developed method 
that identifies spoofed AIS tracks by analysing the 
stochastic patterns of kinematic errors in vessel 
trajectories. While this method demonstrated a 
high detection accuracy, additional tests evaluated 
its robustness when Gaussian noise was artificially 
added to the data, simulating a likely future 
tactic in which spoofers introduce noise to evade 
detection. Section 3 introduces a new, enhanced 
approach specifically designed for detecting AIS 
spoofing in real time, even under noisy conditions. 
Further on, Section 4 presents the experimental 
setup and results, assessing the performance of 
the proposed method. Finally, Section 5 concludes 
this study and outlines potential directions for 
future research.

2. Related Work

2.1. Measures for Securing AIS

The lack of authentication in AIS broadcasts 
exposes maritime communications to a variety 
of spoofing and security threats. To address this 
vulnerability, the Auth-AIS algorithm is proposed. 
It represents a secure, flexible, and backward-
compatible authentication framework designed 
specifically for AIS. Auth-AIS relies on well-
established cryptographic primitives, integrating 
the TESLA protocol for a delayed authentication 
and Bloom Filters for a bandwidth-efficient 
probabilistic verification. A key innovation of the 
Auth-AIS algorithm is its standard-compliant, 
software-only implementation, which makes 
it deployable on the existing AIS infrastructure 
without requiring any hardware modifications 
(Sciancalepore et al., 2022).

Another notable contribution to AIS security is 
an approach which focuses on authenticating AIS 
broadcasts by using Public Key Cryptography 
(PKC) while maintaining full backward 
compatibility. This method involves digitally 
signing AIS messages by using the sender’s 
private key, with the signature transmitted in a 
separate follow-on AIS message, thus preserving 
the interoperability with existing AIS receivers 
(Wimpenny et al., 2022).

Although several secure versions of AIS have 
been proposed, they have not been widely adopted 



	 53

ICI Bucharest © Copyright 2012-2025. All rights reserved

Real-time Detection of Spoofed AIS: Enhancing Maritime Surveillance Against Induced Noise

due to the need for global consensus on how to 
distribute public encryption keys. Even with 
immediate approval, AIS spoofing would remain a 
threat for decades due to the slow global upgrading 
of vessel systems (Coleman et al., 2020).

2.2. Measures for Detecting AIS Spoofing

Until AIS is upgraded to a secure version, various 
indirect methods for detecting AIS spoofing, such 
as analysing vessel behaviour, identifying trajectory 
inconsistencies or detecting signal anomalies, can 
be implemented to help mitigate risks, including 
the disruption of maritime surveillance or the 
concealment of illegal vessel activities.

One particularly promising approach involves 
verifying the compliance of AIS messages with 
the TDMA protocol. This method leverages a 
real-time, low-cost strategy based on a Kalman 
filter for tracking vessel dynamics, comparing 
the reported position and velocity data against 
the predicted values. Inconsistencies trigger 
statistical tests that indicate potential falsification. 
Additionally, the method cross-checks whether 
AIS transmissions adhere to the expected 
reporting intervals and time-slot allocations 
as defined by the TDMA standard. Spoofed or 
fabricated AIS messages often fail to replicate the 
complex timing behaviours typical of the TDMA 
protocol, making this approach highly effective 
in identifying both falsification and spoofing with 
minimal false alarms (Louart et al., 2023).

Another effective method for detecting AIS 
spoofing involves cross-verifying the AIS-
reported positions based on independent radar 
observations. By modelling the spoofing detection 
problem as a statistical hypothesis test, this 
approach evaluates whether the incoming AIS 
data aligns with radar-based estimates of the 
vessel’s position. When discrepancies exceed a 
defined threshold, the method flags the AIS data 
as potentially spoofed (Katsilieris et al., 2013). 
However, a key drawback of this approach is 
its reliance on radar technology, which may not 
be available in all monitoring environments, 
particularly in remote maritime areas.

Complementing these approaches, another 
recent method focuses on distinguishing 
simulated AIS tracks from genuine maritime 
data by analysing stochastic kinematic errors. 
This technique assumes that authentic vessel 

trajectories naturally exhibit irregularities due to 
GPS inaccuracies and environmental influences 
such as wind and currents, factors which do not 
appear in mathematically generated spoofed 
tracks (Pohontu et al., 2025). The study applies 
a series of calculated parameters, including 
velocity, bearing, and distance prediction errors, 
alongside Kalman filter error distributions, 
to train various machine learning models. 
These models successfully detect the spoofed 
tracks based on their unnatural precision and 
consistency, achieving classification accuracies 
above 98%. This approach demonstrates the 
efficacy of using error-based motion analysis 
and statistical learning for identifying AIS 
spoofing, especially in environments lacking a 
high-cost radar infrastructure. Even though this 
method demonstrated a high performance, further 
research, presented in the following sections, 
focused on enhancing its capabilities. First, the 
robustness of the approach was challenged by 
a key observation: since spoofed AIS tracks are 
characterized by low variability with regard to 
prediction errors, future spoofing techniques are 
likely to evolve by injecting artificial noise to 
mimic the randomness of genuine signals. When 
such noise was added to the spoofed tracks, 
the performance of the initial model drastically 
dropped, its accuracy fell from 98% to almost 
50%, and it was unable to detect spoofed vessels 
after noise injection. Second, the model was 
adapted to enable the real-time classification of 
AIS trajectories, rather than relying solely on 
post-processing after all parameters had been 
computed. Therefore, the subsequent section 
introduces an enhanced version of the original 
algorithm, designed to maintain a high detection 
performance even when facing more sophisticated 
spoofing attempts that incorporate induced 
noise. This improved solution also supports 
real-time operation, which enables on-the-fly 
spoofing detection and makes it more suitable for 
deployment in live monitoring systems.

3. Research Methodology

In a previous study, it was found that spoofed 
AIS tracks usually show limited variability 
because they are generated by computer models. 
In contrast, genuine vessel trajectories exhibit 
natural deviations due to GPS imprecision and 
external influences like wind, currents, or minor 
course adjustments. The main idea in that study 
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was that predicting a ship’s future locations is 
affected by two types of errors: measurement 
errors from GPS and process errors from external 
influences like the weather and navigation 
behaviour. Since simulated tracks are often 
created using mathematical models, they usually 
don’t include these natural variations. By focusing 
on these differences, the study demonstrated the 
possibility of differentiating between genuine 
and fake simulated AIS tracks. Several machine 
learning models were tested and they achieved 
an accuracy over 98% in detecting falsified AIS 
data (Pohontu et al., 2025). Building on that, this 
new study takes the next step by proposing a 
method that can handle more advanced spoofing 
techniques, especially those that might, in the 
future, add fake noise to make the analysed data 
appear more realistic.

3.1. Data Collection and Pre-processing

The initial stage of the study focused on collecting 
real-time tracking data for an interval of 10 days 
by using several AIS transponders deployed along 
the Romanian coastline. In parallel, live AIS data 
feeds from different regions were collected using 
several Maritime Situational Awareness (MSA) 
web platforms. Tools like AIS Hub, MarineTraffic, 
and VesselFinder provided access to raw AIS-
NMEA messages via configured APIs. In addition 
to live feeds, publicly available databases were 
utilized to supplement the analysed dataset with 
historical and structured AIS records. For example, 
the AIS Exploratorium platform contains over 1.2 
million raw AIS entries suitable for a large-scale 
maritime analysis (Anon., n.d.). A processed AIS 
dataset is also accessible on Kaggle (Jose, n.d.).

To ensure that trajectories were extracted only 
from genuine vessels, a filtering process was 
applied for removing all the tracks associated with 
Maritime Mobile Service Identity (MMSI) codes 
specific to Aids to Navigation (AtoNs) and other 
non-navigational entities.

For each recorded MMSI code, as part of the 
pre-processing phase, several parameters were 
computed for each segment of k consecutive 
positions on the recorded vessel trajectories. This 
analysis focused on evaluating successive pairs 
of geographic coordinates, namely latitude (ϕ) 
and longitude (λ), corresponding to the vessel’s 
previous (k−1), current (k), and next (k+1) 
positions (Figure 1).

Figure 1. Sequential Plot of Vessel Location Data 
(Pohontu et al., 2025)

For every k-sampling interval, multiple parameters 
were calculated, such as velocity magnitudes |V−|, 
the travel distances denoted by d which is also 
expressed in equation (1), and the bearing angles ϴ 
between adjacent positions. The values of d and ϴ 
were derived using spherical geometry to compute 
the distance and direction taking into account two 
successive geographic points. Using the current 
position, velocity, and bearing information, the 
upcoming coordinates (φp, λp)k+1 were predicted to 
quantify the discrepancies in latitude denoted by 
εφ in equation (2), the discrepancies in longitude 
denoted by ελ in equation (3), the travelled distance 
εd expressed in (4) and the bearing εα as expressed 
in equation (5) between the predicted and actual 
future locations:
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where (φ, λ) denotes the latitude and longitude in 
radians, and r refers to the Earth’s radius.

In addition to the above, several differential 
parameters were computed for each pair of 
consecutive locations. These included the change 
in elapsed time between successive AIS reports 
which is denoted by Δtk+1 in equation (6), the 
change in vessel velocity Δvk+1 as expressed 
in equation (7), and the variations in course 
represented by Δθk+1 in equation (8). Furthermore, 
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spatial vector differences were calculated, 
including Δx→ in equation (9) for changes in 
longitudinal position and Δy→ in equation (10) for 
changes in latitudinal position:

1 (k 1,k) (k,k 1)kt t t+ + −∆ = −                                   (6)

1 (k 1,k) (k,k 1)kv v v+ + −∆ = −                                 (7)

1 (k 1,k) (k,k 1)kθ θ θ+ + −∆ = −                                (8)

1 1 1cos( ) cos( )k k k k kx v vθ θ+ + +∆ = ⋅ − ⋅


           (9)

1 1 1sin( ) sin( )k k k k ky v vθ θ+ + +∆ = ⋅ − ⋅


           (10)

3.2. Data Analysis and Parametric 
Probability Distribution Fitting

Following the pre-processing phase, multiple 
vessel trajectories were selected and analysed 
based on both the ship type (e.g. fishing, cargo, 
towing ship) and navigational status (e.g. at 
anchor, docked, drifting, navigating). The analysis 
covered a wide range of operational conditions, 
with vessel speeds ranging from 0 up to 20 knots 
(kt). For each selected vessel, the mean values (μ) 
and standard deviations (σ) were calculated for all 
sequential parameters defined in subsection 3.1, 
including latitude εφ and longitude ελ prediction 
errors, the variations in course denoted by Δθ and 
in speed denoted by Δv, and the changes in AIS 
reporting intervals denoted by Δt.

Subsequently, a statistical evaluation was 
performed to determine the most appropriate 
Probability Density Functions (PDFs) that 
accurately model the empirical distributions of 
these parameters. The recorded data was compared 
against a suite of theoretical distributions, 
including Gaussian, Gamma, Rayleigh, Log-
normal, and Weibull distribution models. The 
objective was to identify the “best fit” distributions 
that most accurately captured the statistical 
behaviour of each variable. To achieve this, the 
study employed the Fitter library developed 
in Python, which enabled the quantitative 
comparison of empirical data with data related to 
theoretical models. The best-fitting distributions 
were identified based on the Sum of Squared 
Errors (SSE) index in equation (11):

2
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x x
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SSE p
=

= −∑
                                   

(11)

where n represents the number of records, exi
 is 

the predicted density value based on empirical 
probability for all xi and pxi

 is the predicted density 
value based on the parametrical distribution fit.

3.3. Spoofed Data Generation and 
Noise Addition

After analysing the genuine vessel trajectories, 
multiple simulated tracks were algorithmically 
generated to replicate typical navigation patterns. 
Each spoofed trajectory consisted of a predefined 
number of waypoints, with associated parameters 
such as speed and course, to mimic realistic 
movement patterns. These tracks were designed to 
continuously report positional data over intervals 
ranging from 3 minutes to up to 24 hours.

To emulate diverse navigational scenarios, the 
simulated tracks were configured with different 
levels of movement complexity. Some vessels 
maintained a constant speed and bearing over a 
single waypoint segment, while others featured 
up to 5 distinct transitions in speed and direction.

The time intervals between successive AIS 
reports were dynamically determined based on 
the vessel’s velocity, in accordance with the 
AIS TDMA reporting protocol. For instance, 
the vessels marked as “underway” in the 
simulation transmitted position updates every 
2 to 10 seconds, depending on their speed. 
Conversely, stationary vessels were configured 
to report their positions at a fixed interval of 3 
minutes, mirroring the standard AIS behaviour 
for anchored or moored ships.

To replicate real-world signal propagation issues, 
a subset of messages, ranging randomly from 
0% to 10% of the total number of waypoints 
per track, was deliberately discarded. The aim 
was to simulate the effect of meteorological or 
environmental phenomena that can occasionally 
disrupt VHF communication and lead to an 
intermittent AIS message loss.

Furthermore, based on a Gaussian distribution 
function F as expressed in equation (12), noise 
N(μ, σ2) was added to the latitude and longitude 
coordinates of each reported position. The induced 
noise was characterized by a mean value of μ = 0° 
and a standard deviation μ = 1. The choice of 
Gaussian noise to perturb the simulated spoofed 
tracks was motivated by the empirical analysis of 
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genuine AIS trajectories presented in the previous 
subsection. When statistically characterizing 
these deviations, several parameters exhibited 
distributions closely aligned with the Gaussian 
distribution, particularly the latitude and longitude 
prediction errors (subsection 4.3).

2

2
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2
2

1(x)
2

F e
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σ

πσ

−
−

=
                             

(12)

3.4. Machine Learning  
Implementations

Following the extraction of sequential kinematic 
parameters described in subsection 3.1, each 
vessel trajectory was transformed into a 
multivariate time-series signal representing 
its dynamic movement behaviour. To ensure 
consistency across different samples, only 
trajectories containing at least 32 AIS recordings 
were retained. These sequences were pre-
processed using a custom mirror padding 
strategy, which symmetrically reflects edge 
values to extend each signal to a fixed length of 
4096 timesteps.

The input to the model consisted of normalized 
time-series vectors comprising features such as 
latitude and longitude prediction errors, speed 
and course variations, and changes in AIS 
reporting intervals. Each sample was scaled 
using a MinMax normalization technique to 
ensure consistent feature ranges. The output was 
a binary label: 1 for genuine AIS trajectories and 
0 for spoofed ones.

The dataset used for the training and evaluation 
phases comprised approximately 5,000 vessel 
trajectories, evenly balanced between genuine AIS 
tracks and simulated spoofed tracks. Genuine data 
was collected from genuine maritime traffic using 
AIS transponders and online platforms, while 
spoofed data was programmatically generated to 
replicate plausible movement patterns. 

The primary deep learning architecture 
implemented was a 1D Convolutional Neural 
Network (1D CNN) (Kiranyaz et al., 2021). The 
model architecture included three convolutional 
blocks with increasing filter sizes (32, 64 and 
128), each followed by batch normalization and 
max-pooling layers. These were followed by a 
flattening layer and three fully connected dense 
layers (1024, 254 and 128 neurons) with ReLU 

activations and dropout regularization (with a 
rate of 0.2). The final layer included a sigmoid 
activation for binary classification.

The model was compiled based on the Adam 
optimizer (with a learning rate of 0.001) and 
trained using binary cross-entropy as the loss 
function. Training was performed for 250 epochs 
with a batch size of 32. A ReduceLROnPlateau 
callback was used for dynamically adjusting the 
learning rate based on validation loss, with a 
minimum threshold of 0.0001 and a patience of 
5 epochs. The dataset was split into 65% training 
and 35% testing using stratified sampling to 
preserve class balance.

In addition to 1D-CNN, several other machine 
learning architectures were employed for 
benchmarking purposes, including Long Short-
Term Memory networks (LSTM), Gated Recurrent 
Units (GRU), Multi-Layer Perceptrons (MLP), 
K-Nearest Neighbors (KNN), and Support Vector 
Machines (SVM).

4. Results

4.1. General Aspects

Each day, around 1000 unique vessel trajectories 
were retrieved from the AIS data, encompassing 
both stationary vessels and those in active motion 
within the observed area. To exclude AtoNs and 
ensure data quality, only MMSI values within the 
range of 201000000 to 775999999 were retained 
for analysis.

As observed in a previous study, stationary 
moored vessels exhibit slight positional 
fluctuations over time, primarily due to inherent 
GPS inaccuracies and minor environmental 
influences (Pohontu et al., 2025). This natural 
variation is visible in Figure 2(a). In contrast, 
spoofed stationary vessels typically report fixed 
coordinates with little to no variation, as they 
lack the stochastic errors present in genuine AIS 
data (Figure 2(b)). To overcome this limitation 
and generate more realistic spoofed scenarios, 
Gaussian noise was added to the simulated tracks. 
As illustrated in Figure 2(c), the resulting noise-
injected trajectories more closely mimic the 
behaviour of genuine stationary vessels, thereby 
increasing the difficulty of spoofing detection.
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(a)

(b)

(c)

Figure 2. Stationary vessels: (a) Genuine;  
(b) Simulated and (c) Simulated with Noise

Further on, Figure 3(a) illustrates the trajectory 
of a genuine underway vessel, which is naturally 
affected by both measurement and process 
errors. Measurement errors mainly stem from 
imprecisions in Global Navigation Satellite 
Systems (GNSSs), whereas process errors are 
caused by dynamic influences like wind, ocean 
currents, weather variations, and slight deviations 
in a vessel’s steering. In contrast, Figure 3(b) 
depicts a simulated vessel trajectory generated 
using mathematical models. These tracks lack 
the stochastic variability typical of genuine AIS 
data, resulting in overly smooth and predictable 
motion profiles when forecasting future positions, 
velocities, or courses. To address this limitation, 
Figure 3(c) shows a simulated vessel with 
Gaussian noise injected into its positional data 
to emulate the natural randomness observed in 
genuine vessel behaviour. Although the injected 

noise was sufficient to deceive previously state-
of-the-art spoof detection algorithms (Pohontu 
et al., 2025), further refinements can potentially 
be implemented. 

(a)

(b)

(c)
Figure 3. Underway vessels: (a) Genuine;  

(b) Simulated and (c) Simulated with Noise

To sum up, despite the added variability, these 
tracks still display artificially linear patterns and 
lack the irregular curves and turning behaviour 
typical of authentic vessel movements. A 
more realistic perspective could be reached by 
introducing variability in AIS reporting intervals, 
mimicking the TDMA protocol, and by simulating 
the effects of meteorological conditions on AIS 
signal propagation.

Figures 4 and 5 illustrate the temporal variation 
of latitude prediction errors and Course Over 
Ground (COG) changes for consecutive locations 
for a set of vessels. As shown in Figure 4(a), the 
genuine vessel displays significant and persistent 
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error variations throughout its movement phase. 
Notably, approximately after the index 2000, 
the magnitude of these variations decreases 
substantially, indicating that the vessel likely 
became stationary (e.g. it was moored or 
anchored) and continued transmitting its position 
without the same dynamic influences. In contrast, 
the simulated track without noise (Figure 4(b)) 
exhibits almost no variation in the latitude 
prediction error, except during abrupt changes 
in the vessel’s course, further emphasizing the 
deterministic nature of mathematically generated 
trajectories. Figure 4(c) shows the latitude error 
profile for a spoofed vessel with Gaussian noise. 
Further on, in terms of COG changes between 
successive locations, both genuine vessels and 
spoofed vessels, in the context of a simulation 
with added Gaussian noise, exhibited similar 
variation patterns. A comparable convergence 
was also observed with regard to the variations 
in AIS reporting intervals, longitude prediction 

errors, travelled distance errors, or speed 
variations, suggesting that noise injection 
significantly enhances the realism and deception 
potential of spoofed AIS behaviour. The observed 
fluctuations closely resemble those related 
to the genuine trajectory, making such tracks 
more challenging to distinguish when using 
conventional detection methods.

4.2. Parametric Results

To enable the injection of Gaussian noise 
during the spoofed vessel data generation 
stage (subsection 3.3), it was first necessary to 
fit the empirical distributions associated with 
genuine AIS parameters, in order to statistically 
characterize authentic maritime movement 
patterns. This was achieved by analysing the 
sequential parameters computed based on the 
genuine AIS data (e.g., prediction errors regarding 
latitude and longitude, variations in speed and 

(a)

(b)

(c)
Figure 4. Latitude prediction error variation in 

predicting future locations: (a) Genuine;  
(b) Simulated and (c) Simulated with Noise

(a)

(b)

(c)
Figure 5. COG variation in predicting future 
locations: (a) Genuine (A); (b) Simulated and  

(c) Simulated with Noise



	 59

ICI Bucharest © Copyright 2012-2025. All rights reserved

Real-time Detection of Spoofed AIS: Enhancing Maritime Surveillance Against Induced Noise

course, and changes in AIS reporting intervals). 
These parameters were then fitted to standard 
parametric probability distributions in order to to 
capture their underlying statistical behaviour.

As illustrated in Figure 6, histograms with 
Kernel Density Estimation (KDE) plots were 
used to visualize the empirical distribution of key 
features, revealing a clear variability in parameters 
like latitude prediction error, vessel speed change, 
and AIS reporting interval variation.

The results for parametric distribution fitting, 
summarized in Figure 7 and Table 1, show 
that each parameter aligns with a parametric 
distribution. For example, speed change follows a 
Wrapped Cauchy distribution, the COG change fits 
a Normal-Inverse Gaussian distribution, and both 
latitude and longitude prediction errors conform to 
Exponential Normal and Gaussian distributions.

(a)

(b)

(c)
Figure 6. Histograms with KDE plots for sequential 
parameters: (a) Latitude prediction error variation;  

(b) Speed change and (c) AIS reporting interval change

(a)

(b)

(c)
Figure 7. Parametric distributions fitting: (a) Latitude 

prediction error variation; (b) Speed change and  
(c) AIS reporting interval change

Table 1. Best fitted distribution for the  
sequential parameters

Parameter Best fitted distribution
Speed change (speed_change) Normal Inverse Gaussian

COG change Normal-Inverse Gaussian
AIS reporting interval change 

(d_t_change) Folded Cauchy

Error in position Exponentiated Weibull
Error in total travelled 

distance Crystal Ball

Error in predicting latitude 
(lat_error)

Exponential Normal and 
Gaussian (Normal)

Error in predicting longitude Exponential Normal and 
Gaussian

Vector x change Generalized Normal
Vector y change Generalized Normal
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4.3. Analysing Machine Learning 
Models’ Effectiveness

To assess the effectiveness of the implemented 
machine learning models, two categories 
of datasets were employed during training 
and evaluation. The former consisted of AIS 
trajectories collected from genuine maritime 
traffic, reflecting natural movement patterns and 
inherent GPS inaccuracies. The latter included 
artificially generated spoofed trajectories, which 
were further divided into two subsets: noise-
free tracks and tracks enhanced with Gaussian 
noise to replicate realistic stochastic variability. 
This comprehensive dataset design allowed the 
testing of the employed models not only under 
standard spoofing scenarios but also against more 
sophisticated attacks that attempt to mimic the 
randomness of authentic signals.

As shown in Table 2, the best overall classification 
performances were achieved by the 1D 
Convolutional Neural Network (1D CNN) and 
the Gated Recurrent Unit (GRU) models, both 
reaching a global accuracy of 99%. These models 
demonstrated a superior ability to learn and 
generalize based on the subtle spatial and temporal 
dynamics typical of the AIS time-series data. The 
LSTM and MLP models also performed strongly, 
each reaching an accuracy of 97% accuracy, while 
the K-Nearest Neighbors (KNN) and the Support 
Vector Machine (SVM) algorithms achieved an 
accuracy of 98% and 92% respectively. These 
results underline the advantage of deep learning 
approaches, particularly the convolutional and 
recurrent architectures, in identifying spoofed 
maritime tracks, even under adversarial conditions 
involving noise injection.

Table 2. Accuracy of the implemented ML models

Model Accuracy
1D CNN 0.99
LSTM 0.97
GRU 0.99
MLP 0.97
SVM 0.92
KNN 0.98

5. Conclusions

The AIS remains a cornerstone of maritime safety, 
navigation, and surveillance, providing real-time 
vessel tracking and facilitating secure maritime 

operations. However, despite its critical role, AIS 
continues to exhibit significant vulnerabilities, 
most notably, its susceptibility to spoofing attacks 
due to the lack of built-in authentication and 
validation mechanisms. These weaknesses can 
be exploited by malicious actors to falsify vessel 
locations, conceal illicit activities, and disrupt 
maritime situational awareness.

Prior research introduced a novel detection 
method based on analysing the stochastic 
properties of vessel trajectories and the 
capabilities of currently available online spoofing 
tools, which achieved an excellent performance 
against spoofed tracks that closely resembled 
recent real-life scenarios. However, as spoofing 
techniques are likely to evolve, relying solely 
on this method may no longer be sufficient. This 
paper proposed a more advanced and adaptive 
approach designed to withstand potential 
enhancements in spoofing tactics, particularly the 
injection of synthetic noise into fabricated tracks, 
which can significantly lower the performance of 
traditional detection models.

Until now, no previous studies have addressed AIS 
spoofing detection under adversarial conditions 
involving artificially injected noise. By leveraging 
real-time deep learning architectures such as 
1D CNNs and GRUs, the new methodology 
maintained a high detection accuracy even 
when exposed to noise-injected spoofed data. 
Nevertheless, this line of defence must continue 
to evolve. In order to increase the robustness 
of the obtained results and further optimize the 
models, similar experiments should be conducted 
in other maritime regions. Future research should 
also focus on detecting increasingly sophisticated 
spoofing attempts, including those capable of 
generating highly realistic virtual trajectories 
that mimic not only the motion patterns of 
genuine vessels but also the dynamic AIS TDMA 
behaviour under variable signal propagation 
conditions which can be influenced by weather 
and geographical conditions.
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