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Abstract: A decision to select a Cloud Services Provider (CSP), taking into account the user requirements is a multi-criteria
problem. The Multi-Criteria Decision Making (MCDM) methods can be of real help in solving this problem. The most
critical input of MCDM methods is the assignment of criteria weights. This paper provides a synthesis of criteria weighting
methods and proposed a new Group Decision Support approach for Quality of Service (QoS) criteria analysis and weighting.
The approach is based on a hybrid method which is a combination of a subjective weighting method - Decision-Making
Trial and Evaluation Laboratory (DEMATEL) method and an objective weighting method - Shannon method. Based on
cloud experts’ evaluation of influential relationships between the criteria, the first QoS criteria weights are calculated with
DEMATEL method. Then, based on the decision matrix of CSPs evaluated by QoS criteria, the QoS criteria weights are
calculated with Shannon method. The final weights of QoS criteria, a combination of DEMATEL weights and Shannon
weights, are obtained. The Group Decision Support approach proposed is applied in a case study. An analysis of causal
relations and the degree of influence between QoS criteria based on cloud computing experts’ evaluation and DEMATEL
method is presented.

Keywords: Criteria weighting methods, Cloud Computing, Quality of Service criteria, Group Decision Support, DEMATEL

method, Shannon method.

1. Introduction

The adoption of Cloud Computing by organizations
has increased exponentially in recent years, being
a basic catalyst for the transition to the digital
era. Generally cloud architecture delivers three
main services: Infrastructure as a Service (IaaS),
Platform as a Service (PaaS) and Software as a
Service (SaaS), according to the requirements of
the user. The services are made available by the
Cloud Services Providers (CSPs) with a variety
of Quality of Service (QoS) attributes (criteria).

Several approaches for ranking and selection of
CSP were studied in the literature. One of these
approaches is based on the Multi Criteria Decision
Making (MCDM). In the MCDM problem the
alternatives are the CSPs and the criteria are the
QoS criteria. The MCDM methods can be of real
help in selecting a CSP by taking into account the
user requirements.

For the analysis of the benefits and risks in
adopting a CSP the analysis of QoS metrics plays
an important role [12], [31], [32].

In this paper a new Group Decision Support
approach is proposed for Quality of Service (QoS)
criteria analysis and weighting. In the first section
a synthesis on objective and subjective criteria
weighting methods is presented. In the second
section a Group Decision Support approach for

QoS criteria weighting is proposed. A stepwise
algorithm for this proposed approach is presented.
Then the approach is applied on a case study for
seven experts, eight QoS criteria and ten CSPs.
An analysis of the causal relations and the degree
of influence between QoS criteria is presented.

2. Criteria Weighting Methods

In MCDM approaches, weights of criteria reflect
the relative importance of criteria in the decision
making process. The most critical input to most
MCDM methods is the assignment of criteria
weights which can be based on subjective,
objective or a combination of weighting methods.

Subjective weighting methods are based on
the experts’ opinion while the emphasis of the
objective methods is on the statistical evaluation
of data provided by the decision matrix.
Subjective weighting may be preferable since in
most real problems, the expert’s expertise and
judgment should be taken into account. In the
situations when such reliable subjective weights
are difficult to obtain, the use of objective
weights is useful [27]. Each of these methods
has its own advantages and disadvantages. Due
to the lack of experience, imprecise information,
limited capability of the expert for analyzing and
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Table 1. Objective and subjective criteria weighting methods

Criteria weighting method Type | Year | References
Entropy method (Shannon’s entropy concept, Shannon method) (0] 1948 | [21]; [42]; [41]
Linear programming techniques for multidimensional analysis of (0] 1973 | [45]; [28]
preference (LINMAP)

Simple Multi-Attribute Rating Technique (SMART) S 1977 | [13]
Analytical Hierarchy Process (AHP) S 1977 | [36]; [37]; [38];[10]
Weighted Least-Square Method O 1979 | [6]; [50]
SMARTS S 1986 | [51]

Delphi method S 1987 | [21]
Simos’procedure and Revised SIMOS procedure S 1990 | [43];[15]
SMARTER S 1994 | [5]; [14]
Criteria Importance through Intercriteria Correlations (CRITIC) O 1995 [ [11]
Analytical Network Process (ANP) S 2001 | [39]
Superiority and inferiority ranking (SIR) S 2001 | [53]
Digital Logic and Modified Digital Logic methods (0] 2007 | [9];121; [3]
Adjustable Mean Bars (AMB) Direct Weighting Method (0] 2007 | [2]; [3]
Extended SIMOS version for group decision making S 2008 | [42]
Compromise Programming Technique (0] 2010 | [23]
Step-Wise Weight Assessment Ratio Analysis (SWARA) S 2010 [[24];[17]
FActor RElationship (FARE) S 2011 [18]
Decision-Making Trial and Evaluation Laboratory (DEMATEL) S 2011 [8]; [4]; [29]
Correlation Coefficient and Standard Deviation (CCSD) (0] 2013 | [44]
Projection Pursuit Algorithm (0] 2013 | [47]
Principal Component Analysis (0] 2013 | [7]
KEmeny Median Indicator Ranks Accordance (KEMIRA) S 2014 | [25]

The best—worst method (BWM) S 2015 | [34]; [35]
Mean square deviation method (0] 2016 | [48]
Integrated Determination of Objective CRIteria Weights, or (IDO- S 2016 | [54]; [30]
CRIW)

Criteria Impact LOSs (CILOS) S 2017 | [46]
Extended Stepwise Weight Assessment Ratio Analysis (SWARA) S 2017 | [55]; [46]
Bayes Approach (0] 2018 | [49]

Objective weighting method - O; Subjective weighting method - S

correlating criteria, sometimes the expert may not
be able to assign precise weights to criteria.

On the other side the objective methods do not
benefit from the expertise and experience of the
experts [3]. Subjective or objective weighting
methods are used in many MCDM problems.
Examples of objective and subjective weighting
methods are presented in Table 1.

There is not a “best” weighting method. Each
method has its advantages and its drawbacks.
That is why, some researchers such as [22], [52],
[3] highly recommend combinative weighting

methods to account for both types of subjective
and objective weighting and arrive at a single,
aggregated set of criteria weights.

2. A Group Decision Support Approach
for QoS Criteria Weighting

The problem is to determine the QoS criteria
weights used in selection of a CSP. To solve this
problem a group decision support approach is
proposed based on a combination of subjective
weighting DEMATEL method and objective
weighting Shannon method. We have chosen the
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DEMATEL method because, besides calculating
the criteria weights it also determines the causal
relationship and the degree of influence between
the criteria. We have chosen the Shannon method
because it is a classic method that is widely used
to calculate weights. The combined method
takes into account both the matrix of influential
relationships between the criteria (the DEMATEL
method) and the decision matrix criteria -
alternatives (Shannon method).

The DEMATEL method was developed by the
Science and Human Affairs Program of the
Battelle Memorial Institute of Geneva between
1972 and 1976. It takes into account the subjective
evaluation of experts and solves complex and
interrelated problems [16]. The aim of DEMATEL
is to reveal direct/indirect causal relations
(dependencies) among system variables.

The DEMATEL method compares the interaction
relationship between variables and uses a
matrix to calculate the direct and indirect
causal relationships and the degree of influence
between variables, especially using the Influential
Network Relation Map (INRM) to express the
causal relationships and the degree of influence
between variables [19]. The DEMATEL method
can solve problems visually and can isolate the
related variables into cause and effect groups in
order to improve the understanding of the causal
relationships among these variables [26], [33].

One of the classic objective weighting method
is the Shannon entropy method [1], [41]. The
concept of Shannon’s entropy has an important
role in information theory and it is used as a
general measure of uncertainty [27]. In MADM
the entropy weight describes how much different
alternatives are closed one another with respect
to a certain criterion. The greater the value of the
entropy the smaller the entropy weight is, then
the smaller the differences between different
alternatives are in this specific criterion, the less
information the specific criterion provides, and
the less important this criterion becomes in the
decision making process [50].

The Group Decision Support approach steps are:

Step 1. A set of g cloud experts select a set of
m important QoS criteria to be evaluated and
analyzed in the CSP selection.

DEMATEL method.

Step 2. The scale for measuring the relationships
between QoS criteria is considered across five
levels. The scores 0, 1, 2, 3, and 4 represent ‘no
influence,” ‘low influence,” ‘medium influence,’
‘high influence,” and ‘very high influence,’
respectively. For the QoS criteria selection a
questionnaire for evaluation is defined.

Step 3. The cloud experts are asked to make sets
of comparisons between QoS criteria from the
selected set. For each cloud expert » from the
set of ¢ cloud experts an initial direct relation/
influence mxm matrix 4" = (a,(“)), is obtained.
The element aj(r) denotes evaluation of the r-th
cloud expert to the degree to which the i-th QoS
criterion influences the j-th QoS criterion.

Step 4. From the set of ¢ direct relation/ influence
matrices of cloud experts, it is calculated a mxm
average matrix 4 = |g; |, each element a; being the
arithmetic mean of the corresponding elements in
the ¢ direct matrices of the cloud experts. That is:

A=/ x4V + 4P 1+ 1+ 4@) (1)

Step 5. Build the m x m normalized direct relation
matrix N. N is obtained by normalizing matrix 4. In
N all principal diagonal elements are equal to zero:

m

s = max(max;c,, (Z a; ) Maxc <, (z a;)), (2)
= i=1

N=A/s (3)

Step 6: Build the m xm QoS criteria total influence
matrix 7 =(t;)as: T = N([—N)_1 where I is an
identity matrix.

Note that: lim,_,, N" = (0

mxm ) *

Step 7. Construct the QoS criteria Influential
Network Relation Map (INRM) with the help of
the vectors y = (y;,¥5,...y,) and z =(z,,2,.,...,2, )

cen TN, (4)

Y, :Ztﬁ, j=L2,...m (5)

i=1

The vector z is the sum of all columns vectors
of T. The i-th entry of z represents the degree to
which the i-th QoS criterion influences all other
QoS criteria. The vector y is the sum of all vector
rows of T.
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The j-th entry of y represents the degree to which
the j-th QoS criteria are influenced by all other
QoS criteria.

The sum(z; +y;) represents the degree of
influence between the i-th criterion and the other
QoS criteria.

The difference (z; —y;) represents the degree of
causality between the i-th criterion and the other
QoS criteria.

If (z; - y;) is positive, then the i-th QoS criterion
influences other QoS criteria and shall be
attributed as a cause type. If (z; — ;) is negative,
then the i-th QoS criterion is influenced by other
QoS criteria and shall be attributed as an effect
type. If (z; — y;) has a negative value and the value
of (z;+y;)is very small, it means that the i-th
QoS criterion is more independent, and there are
fewer factors which will impact the QoS criterion.
When (z;
of (z; + y;)is very small, it means that the i-th QoS
criterion is also independent, and can impact a few
other QoS criteria.

— ;) has a positive value and the value

If (z; — y;) has a negative value and the value of
(z; + y;)1s very large, it means that QoS criterion
i is the core problem required to be solved. When
(z; —y;) has a positive value and the value of
(z; + y;)1s large, it means that QoS criterion i is
the driving factor of solving the core problem, and
it shall be listed as priority.

Step 8. Build the DEMATEL QoS criteria
weights as:
wP =(z;+y)/ Y (z;+y;), i=12...m (6)

J=1

Criteria weights can still be obtained using the
DANP method which is a combination of the
DEMATEL method and the Analytic Network
Process (ANP) method.

Shannon method.

Step 9. A selection of a set with n CSPs, to be
evaluated, is made. The cloud experts are asked
to make CSPs assessments using QoS criteria. For
each cloud expert » from the set of g cloud experts
a nxm decision matrix £ = e}(’)j, is obtained.
The element e( ") denotes evaluation of r-th cloud
expert of the i- th CSP for j-th QoS criterion.

Step 10. From the set of g decision matrices
associated with cloud experts, is calculated an
nxm average decision matrix £ =le; |, each
element ¢; is calculated as arithmetic mean of
the correspondmg element in the set of ¢ decision

matrices of the cloud experts. That is:

E=/g)x(EV +E® &+ E®) (7)

Step 11. The normalized decision matrix
is calculated:

P:(p}”) ij =¢ /Zeﬁ , ) (8)
k=1 1= 1,2,...,71
Then e} is calculated:
ZP, In(p;") 9)
€ =" In(n) ’0< e;’ <1

Define the criteria weight based on the
entropy concept:

1-e?
Dd-¢)
k=1

Step 12. From a combination of DEMATEL

weights (step 8) and entropy weights (step 11),
the final form of the criteria weights is calculated:

j=l,2,...,m (10)

wiD*w; )
Wy =—t———, j=12,..m

wa*wj (11)
k=l

The group decision support approach for QoS
criteria weighting is illustrated in Figure 1.

3.Group Decision SupportApproach
- Case Study

Eight QoS criteria for the CSP selection are
chosen by seven experts in the field of Cloud
Computing. The QoS criteria are: Availability,
Security, VM Cost, Service Response Time, Data
and Storage Cost, Accountability, Support Level
and Memory Level. The selected QoS criteria are
of two types: quantitative and qualitative criteria.
The quantitative criteria are: VM Cost, Service
Response Time and Data and Storage Cost. The
qualitative criteria are: Availability, Security,
Accountability, Support Level and Memory Level.
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QoS criteria Cloud experts

Definition of decision Selection of the

problem: QoS criteria pm»  cloud experts _Q‘?S CSPs _SEt
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selection B Questionnaire
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P 1 o lized di Initial direct '
08S criteria tota ormaliz irect S
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Initial data
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criteria weights decision
matrix

L vy | Shannon method

Figure 1. The Group Decision Support approach for QoS criteria weighting

Table 2. QoS criteria

Nr. | QoS criteria Symbol Description Criteria | Measure
crt. Type unit
1 Availability Cl Auvailability indicates the time during the ser- max 0-10

vice provider guarantees availability of data
and services for the user.

2 Security C2 Security indicate the effectiveness of a CSP in max 0-10
controlling access to services, service data and
physical facilities from which services are pro-

vided.
3 VM Cost C3 The Cost of using Virtual Machines min $/h
Service Re- C4 The service response time is defined as the time min Sec.
sponse Time it takes for any workload to place a request for

work on the virtual environment and for the
virtual environment to complete the request.

5 Data and Stor- C5 The cost of storage and maintaining data in min $/m
age Cost cloud
6 | Accountability Cé6 Accountability is used to measure the proper- max 0-10

ties related to a CSP. These properties may be
independent of the service being provided.

7 Support Level C7 The level of support in using the service pro- max 0-10
vided by the CSP. Support level is the extent
of technical assistance provided for CSP to its
customers.

8 | Memory Level C8 Cloud services demand a large amount of max 0-10
memory. Memory size requirements increase if
the number of files increases.
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For the QoS criteria evaluation a questionnaire
that includes two sections is defined. The first
section includes the evaluation of the eight QoS
criteria. The expert’s evaluation is made based on
a DEMATEL method measure scale. The second
section explains the QoS criteria selection. The
eight QoS criteria considered for evaluation and
analysis are presented in Table 2.

The seven experts are asked to make sets of
comparisons between QoS criteria based on the
DEMATEL measure scales. The initial direct
relation/influence matrix 4 =lq; | is obtained.
Each array a; element is the arithmetic mean of
the corresponding elements in the seven direct
matrices of the experts. The initial direct relation/

influence matrix A is presented in Table 3. The total
influence matrix (see Table 4) and the QoS criteria
INRM (see Figure 2 and Table 5) are calculated.

The arithmetic mean of the arrays of the vector
z-y is 0 and the arithmetic mean of the arrays of
the vector z+y is 3.138. Starting from the means 0
and 3.138, the horizontal and vertical lines, divide
the INRM into four quadrants, as it is shown in
Figure 2. The horizontal axis z+y represents the
prominence and the vertical axis z-y represents
the relation. According to the analysis of Figure 2,
the high prominence and relation in first quadrant
are represented by C1 (Availability), C2 (Security)
and C6 (Accountability). These QoS criteria have
the highest interaction influence degree with other

Table 3. The initial direct relation/influence matrix A

QoS criteria C1 C2 C3 C4 C5 Co Cc7 C8
Cl1 0 4.429 4.857 4 2.857 | 4.143 4 4.143
C2 2.857 0 4 3 5 4 2 2
C3 3 3.429 0 3.857 | 1.429 1 1 2
C4 2.857 2.857 2 0 0.429 2 3 0.857
C5 2 4 4.143 | 2.143 0 1.286 0 2.571
C6 1.857 2.143 2.714 | 4.143 | 1.857 0 5 2
C7 2.857 1 2.286 3 0.429 | 3.143 0 1.857
C8 0.857 1.571 0.429 0 1.143 1 2 0
Table 4. Total influence matrix 7
QoS C1 C2 C3 C4 Cs Ceo Cc7 C8
criteria
Cl1 0.189 0.352 0.374 0.354 0.243 0.318 0.320 | 0.300
C2 0.249 0.187 0.319 0.290 0.284 0.280 | 0.225 | 0.211
C3 0.211 0.243 0.139 0.259 0.144 0.153 0.153 | 0.170
C4 0.199 0.211 0.194 0.132 0.104 0.177 0.209 | 0.127
C5 0.181 0.263 0.270 0.208 0.101 0.157 0.116 | 0.188
C6 0.198 0.218 0.243 0.293 0.161 0.135 0.295 | 0.184
C7 0.196 0.154 0.197 0.226 0.097 0.206 | 0.116 | 0.156
C8 0.081 0.109 0.079 0.065 0.082 0.088 0.118 | 0.048
Table 5. The elements of INRM
QoS criteria Cl1 C2 C3 C4 Cs Co6 Cc7 C8
z 2449 | 2.046 | 1.472 1.354 | 1.483 | 1.727 | 1.349 0.671
y 1.505 | 1.737 | 1.816 1.826 | 1.216 | 1.514 | 1.552 1.385
z-y 0.944 | 0.309 | -0.344 | -0.472 | 0.268 | 0.213 | -0.203 -0.714
Impact Cause | Cause | Effect Effect | Cause | Cause | Effect Effect
zty 3.954 | 3.783 | 3.288 3.180 | 2.699 | 3.241 | 2.901 2.056
DEMATEL QoS 0.158 | 0.151 | 0.131 0.127 | 0.108 | 0.129 | 0.116 0.082
Criteria weights
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Table 6. The decision matrix £

QoS criteria C1 C2 C3 C4 C5 Co Cc7 C8
CSP1 9.3 0.76 120 | 23.7 7 8
CSP2 9 0.55 150 | 24.5 6 9.5 8
CSP3 8.2 8.5 0.65 125 | 27.5 8 9 10
CSP4 9.1 8.6 0.34 180 | 23.5 5 8.5 9.5
CSP5 9.5 8 0.63 90 25.5 7 8 9
CSP6 7.3 8.7 0.66 160 26 7 8.5 10
CSP7 8.1 9.3 0.54 123 25 8 9 9.5
CSP8 9.2 9 0.74 126 | 21.5 6 9.5 8.5
CSP9 8.2 8.2 0.47 185 | 24.8 5 9
CSP10 7.5 9.5 0.43 145 | 25.1 7 9.5

Table 7. Final QoS criteria weights

QoS criteria | DEMATEL QoS Criteria Shannon QoS Final QoS Crite-
weights Criteria weights ria weights
Cl 0.1575 0.0543 0.0668
C2 0.1507 0.0232 0.0272
C3 0.1310 0.3699 0.3774
C4 0.1267 0.2831 0.2801
C5 0.1075 0.0272 0.0229
Cé6 0.1291 0.1735 0.1743
C7 0.1156 0.0276 0.0250
C8 0.0819 0.0413 0.0264
. is very close to the fourth quadrant. C5 (Data and
Storage Cost) criterion is in the second quadrant
15 (with low prominence but high relation).
o ot Ten CSPs are selected for evaluation. The decision
05 matrix of cloud experts E is presented in Table 6.
X 208, cg?®?
0 py The normalized decision matrix and the Shannon
sl g y QoS criteria Weights.are‘ calcqlated. Then the final
08 form of the QoS criteria weights are calculated
K according to step 12 (see Table 7).
! SD 1 2 3 4 5 ] 7 8 9

Figure 2. Influential Network Relation Map - INRM

QoS criteria, and thus, they are the driving factors.
The fourth quadrant has high prominence but low
relation. The criteria in the fourth quadrant are
C3 (VM Cost) and C4 (Service Response Time)
which means that these criteria are impacted by
other conditions.

Other QoS criteria, C8 (Memory) and C7
(Support Level) are in the third quadrant, with low
prominence and relation. However, C7 criterion

The criterion with the highest weight in the
DEMATEL subjective weighting method is C1
- Availability and the second criterion is C2 -
Security. The criterion with the highest weight
in the Shannon objective weighting method is
C3 - VM Cost and the second is C4 - Service
Response Time.

The method that combines the weights obtained
by the DEMATEL subjective method with the
weights obtained by the Shannon objective
method considers that the highest weight has
the criterion C3 - VM Cost. Note that the final
criteria weights are close to the Shannon criteria
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and the difference between the DEMATEL criteria
weights and the Shannon criteria weights is lower
than the difference between the final criteria
weights and Shannon criteria weights.

4. Conclusion

The present paper calculates the cloud QoS
criteria weights based on a combination of the
DEMATEL subjective weighting method and
the Shannon objective weighting method. The
causal relationships and the degree of influence
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