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Abstract: Colour image watermarking has become one of the most important algorithms for copyright protection. The
following paper will present an innovative scheme for watermarking blind colour images using the discrete wavelet
transform (DWT), fast Walsh Hadamard transform (FWHT) and the Hessenberg decomposition as its basis. First, two-level
DWT followed by FWHT are used to decompose the host image’s red channel. Next, the FWHT coefficients are split into
4 x 4 non-overlapping blocks. Then, each selected block is decomposed using Hessenberg decomposition, where the first
row, first column element of the upper Hessenberg matrix H is quantified to embed the watermark information. Peak signal-
to-noise ratio, normalized cross-correlation and structural similarity index measure are used to evaluate the feasibility and
the robustness. The experimental results have demonstrated that the proposed watermarking scheme is highly invisible with
PSNR > 40 dB, for several watermarked colour images, with a capacity of 4096 bits and execution time of 0.7415s. The
proposed watermarking scheme is also highly resistant to both common image processing and geometrical attacks such as
filtering, JPEG2000, noise adding, cropping, scaling, blurring and sharpening, and others.
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1. Introduction

Due to the rapid proliferation of modern
communication and multimedia techniques,
digital multimedia information (e.g. audio, image,
video) can today be quickly and easily exchanged
or distributed. As a result, digital information
protection against illegal distribution, copying,
and digital copyright modification has developed
increasingly into a challenging and significant
issue. Because of this, a variety of techniques
have been presented to protect digital information
rights. Digital watermarking has been considered
one of the most efficient techniques for copyright
protection, where the watermark information that
contains the identity of the property is embedded
in the digital multimedia without affecting its
quality [20; 33]. Generally, digital watermarking
methods can be classified according to various
criteria. Taking into account their specific
applications, the watermarking methods can
be divided in two distinct classes: fragile and
robust watermarking. Watermarking of the
robust class is mainly employed for identification
purposes, while fragile watermarking is usually
used for the purposes of authentication[19; 25].
Similarly, depending on the techniques they use
for extraction, watermarking algorithms can be
classified in two further classes: blind and non-
blind techniques. In non-blind techniques, the
original digital multimedia information and the
original watermark information are both required
to obtain the extracted watermark information [26].
In blind techniques, obtaining the information for

the watermark does not require either the original
multimedia or watermark information [28]. In
terms of the techniques they use for embedding,
watermarking schemes can be further classified in
two groups: spatial domain and frequency domain
techniques. In spatial domain techniques [14; 34],
the watermark is directly inserted by changing the
intensity of original multimedia pixels. On the
other hand, in frequency domain techniques, the
original multimedia is converted into frequency
coefficients by the use of transform domain, and
the watermark is then inserted. Transform domain
techniques provide greater levels of invisibility, as
well as robustness against a variety of attacks in
comparison with spatial domain techniques [36;
38]. Transform domain watermarking techniques
have been developed using discrete wavelet
transform (DWT) [11; 39], discrete Fourier
transform (DFT) [5], discrete cosine transform
(DCT) [23; 29] or matrix decompositions,
including singular value decomposition (SVD)
[16], QR decomposition [21], LU decomposition
[15], Schur decomposition [32] and Hessenberg
decomposition [37]. Several watermarking
schemes which use more than one transform
domain technique in order to improve the
performance of the watermarking method have
been proposed and the combination of these
transformations may compensate for each other’s
drawbacks [30]. Among transform domain
techniques, DWT is applied to watermarking
techniques more frequently than other transforms
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due to its multi-resolution characteristics and
excellent spatial localisation, both of which
are similar to theoretical models of the human
visual system (HVS) [10; 12]. Recently, several
digital watermarking schemes using a matrix
decomposition have been presented in the
attempt to improve robustness and invisibility.
Meanwhile, QR decomposition is widely used in
image watermarking techniques, as it can offer
better, or at least comparable, performance than
Schur decomposition or SVD [13; 35]. In order
to compute QR decomposition, Hessenberg
decomposition, whose computational complexity
is lower than that of other types, is a necessary
part of the process [31]. Another very important
transform that has been used in speech and image
processing is Walsh Hadamard transform (WHT)
[6]. This is a highly efficient orthogonal transform,
requiring only additions and subtractions, which
makes it faster than sinusoidal transforms. WHT
is very helpful for reducing spread-spectrum
analysis and bandwidth storage requirements [17].
It also has a very efficient algorithm, fast Walsh
Hadamard transform (FWHT). The FWHT offers
the advantage of excellent energy compaction,
increased speed of processing time and ease of
implementation [24]. In the rest of this paper,
a brief overview of discrete wavelet transform
(DWT), fast Walsh Hadamard transform (FWHT)
and Hessenberg decomposition is introduced
in section 2. Next, the third section describes
the extraction and embedding processes of the
scheme proposed. Section 4 provides the results
of experimentation using this scheme. Section 5
offers the conclusions drawn from these results.

2. Preliminaries

2.1 Discrete wavelet transform

DWT can offer a multi-resolution capacity in
terms of separation of an image into a set of
wavelets. The input image can be decomposed
into four multi-resolution sub-bands of data,
namely HH, and into other three, corresponding
to HL (horizontal detail component), LH (vertical
detail component) and LL (lower resolution
approximation coefficients). Each sub-band can
be further decomposed into additional four sub-
bands. The HH (diagonal detail component) sub-
band contains the high-frequency components of
the input image, while the LL sub-band contains
low-frequency components of the input image.

The most contained information of the input
image appears in the LL sub-band and the less
contained information of the input image appears
in the HH sub-band [2; 8; 18].

2.2 Fast Walsh Hadamard transform

The Walsh Hadamard transform (WHT) is a
highly efficient non-sinusoidal, orthogonal linear
transform which separates a signal into a set of
Walsh functions comprising rectangular or square
waves with the only binary values of = 1 [3]. This
transform has also been used as a low-complexity
transform technique for image processing [27].
WHT also exists in a faster version, fast Walsh
Hadamard transform (FWHT), which has NN
additions and subtractions for N-point input
samples. FWHT is able to represent signals with
sharp discontinuities more precisely, utilising less
coefficients than the fast Fourier transform [9].
The Walsh Hadamard matrix H of order N can
be defined as follows [4]:

Hy Hy

— 2_ 2
Hy = i —Hm (1

2 2

2.3 Hessenberg decomposition

Hessenberg decomposition [22; 31; 40] is an
orthogonal matrix decomposition that has been
used in certain control theory applications.
Hessenberg decomposition factorises a matrix A
into its factors Q and H, which can be presented
as follows:

A=QHQT )

where Q is an orthogonal matrix, whereas H is an
upper Hessenberg matrix, i.e., h,=0 whenever
i > j+1. Hessenberg decomposition has been
estimated as a ‘front end’ factorisation for QR
decomposition because the first step in computing
QR is to compute Hessenberg decomposition.
Hessenberg decomposition can be computed
by Householder matrices, which are orthogonal
matrices of the form

P = (I”—ZuuT) 3)

uTu

Here, u represents a non-zero vector in R” and /.
signifies the identity matrix n x n. The complete
procedure comprises n-2 steps where A4 is of
size n X n.

H= (Py..P_ )T AP, .. Py_) ¥
H=QTA4Q (5)
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3. The Proposed Watermarking
Scheme

A novel scheme of blind colour image
watermarking is proposed in this paper, using
discrete wavelet transform (DWT), fast Walsh
Hadamard transform (FWHT), and Hessenberg
decomposition. Primarily, it focuses upon the
process of watermark embedding and the process
of watermark extraction.

3.1 The process of watermark embedding

Figure 1 illustrates the process of watermark
embedding, using a combination of FWHT, DWT
and Hessenberg decomposition, with the steps in
detail being as follows:

Step 1. Divide the host colour image H, of size M

x M into R, G and B components, where
M=1024.

Step 2. Decompose the R component R of the host
image using two-level DWT as shown:

[LL, LH, HL, HH,] = DWT(R,) (6)

Step 3. Apply FWHT to high-frequency sub-band
HH, to obtain the FWHT coefficients.

Step 4. Divide the FWHT coefficients into 4 x 4
non-overlapping blocks. Total number of
blocks is 64°.

Step 5. Convert the N x N watermark image
into a binary watermark of size N x N,
where N = 64.

Step 6. Apply Hessenberg decomposition to
each selected 4 x 4 block according to
Eq. (2) to obtain the matrices Q and H.

Step 7. Modify magnitudes M, and M, according to
the watermark information w, as follows:

o M, =05

if wi,j) = 1,{ M12 _ —lia (8)
M, =—-05

if wii,j) = o,{ " o 9)

where (1 < ij < N) and a denotes the
quantisation step.

Step 8. The possible quantisation results 7, and
T, can be computed by the modifying
magnitudes M, and M,

where k = floor(ceil(h, /a)/2) , ceil(.)
obtains the largest nearest integer, and
floor(.) obtains the least nearest integer.

Step 9. Select the first row, first column element
h,, of matrix H to embed the binary
watermark as shown:

h’1,1 =
T, if abs(hy, —Ty) < abs(hy, —T1) (12)
T, else

where abs(.) denotes the absolute value.

_Di\'id‘i the host Perform two -level
image into three DWT to R component
components R, G, B

Divide FWHT
coefficients into 4 = 4

Perform FWHT to
HH, subband
embedding-blocks

i

Obtain binary
watermark

Embed binary watermark

information into upper <

Hessenberg matrix H

!

Perform inverse Hessenberg
decomposition

¥

Obtain the watermarked block

!

Perform inverse FWHT

l

Perform inverse two-level
DWT

l

Reconstruct the watermarked
component images to obtain the
watermarked image

Perform Hessenberg
decomposition to each
block

Fig. 1. Block diagram of the embedding process
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Step 10. Replace #, , with 2  and then apply the
inverse of Hessenberg decomposition

to get the watermarked block 4.
A" =QH'QT (13)

Repeat the embedding steps 6—10 until
all watermark information is embedded.

Step 11.

Step 12.
Step 13.

Combine all watermarked blocks together.

Apply the inverse of FWHT to the
combined watermarked blocks to obtain
the HHY sub-band, where HH" denotes
the watermarked approximate sub-band.

Step 14. Apply inverse two-level DWT using
the modified high-frequency sub-band

HH" instead of HH as shown:
X =IDWT |LL, LH, HL, HH" | (14)
R'.=IDWT |LL, LH; HL, X| (15)

Reconstruct the watermarked R, G and
B channels to have the watermarked
colour image O

Step 15.

3.2 The process of watermark extraction
Figure 2 illustrates the process for watermark
extraction, with the steps in detail being as follows:

Step 1. Divide the watermarked colour image O
into R, G and B components.

Step 2. Decompose the R component R", of the
watermarked colour image using two-
level DWT, as follows:

[LL, LH, HL, HH,] = DWT(R" ) (16)
[LL, LH, HL, HH,] = DWT(HH,) (17)

Step 3. Apply FWHTto high-frequency sub-band
HH, to obtain the FWHT coefficients.

Divide the FWHT coefficients into 4 x 4
non-overlapping blocks.

Apply Hessenberg decomposition to
each selected 4 x 4 block according to
Eq. (2) to obtain the matrices Q and H'.

Use the first row, first column element
h'. of H' matrix to extract the binary

1,1
watermark as shown:

w( y = mod (ceil (hr;l), 2) (18)

where (1 < i,j < N) and mod(.) denotes
the modulo operation.

Step 4.

Step 5.

Step 6.

Step 7. Repeat the extracting steps 5—6 until all

watermark information is extracted. The
extracted binary watermark is converted
to the extracted watermark image.

4. Experimental Results

In this section, the performances of the proposed
blind colour image watermarking scheme
are analysed by measuring their feasibility
and robustness. All results were derived from
experiments conducted on a laptop computer
which had 2.00 GHz CPU Intel Core i3 with
4.00 GB RAM, using MATLAB R2017b in
Windows 10 environment. All host images are
24-bit 1024 x 1024 colour images in the USC-
SIPI image database [41] such as Lena, Baboon,
Peppers, Sailboat, and Airplane, as shown in
Figures 3(a-e), respectively. An image of size
64 x 64 is utilised as watermark, as shown in
Figure 3(f). This image was used in [34; 39]. To

Divide the host
image into three

Perform two-level
=

components R, G, B

DWT to R component

Perform FWHT to Divide FWHT
HH, subband [ coefficients into
4 = 4 blocks

Obtain binary
watermark

Extract binary watermark
information from upper
Hessenberg matrix H

Perform Hessenberg
decomposition to
each block

Fig. 2. Block diagram of the extraction process
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Fig. 3. The host colour images and the watermark image
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!
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Watermarked
image

Extracted
watermark

Fig. 4. Embedding and extraction of watermark without any attacks

measure the feasibility and robustness capabilities
of the proposed colour image watermarking
scheme, the peak signal-to-noise ratio (PSNR)
[1] and the structural similarity index measure
(SSIM) [7] are used to evaluate the invisibility
of the reconstructed watermarked colour image.
Meanwhile, normalised cross-correlation (NC)
[21] is utilised to evaluate the similarity between
the corresponding final watermark image and
the original watermark image. The performance
metrics are mathematically defined as follows.

2

PSNR = 101091()%

(19)

where S is the peak signal value, MSE is the mean
square error given by

MSE = — ¥M ¥N_ [H(x,y) — H'(x,7)]? (20)

MN

H(x,y) and H (x,y) represents the intensity value
of pixel at location (M, N) in the host image
and the watermarked image, respectively. The
PSNR value for colour images can be computed
as follows.

PSNRgcy = %(PSNRR + PSNR; + PSNRg) (21)

where PSNR_, PSNR , and PSNR, are PSNR
value for R, G and B componets, respectively.

SSIM(X,Y) = 3 Zee (r6.) SSIM(Xe, Ye) (22)

where X and Y are host colour image and
watermarked colour image, respectively.

(ﬂX{#Y{"'Cl)(zaXEYE"'CZ)

SSIM (X¢, Ye) = ( ] (23)

ﬂ§€+#}2,§+61)(a§§+0'}276+6’2
where X, and uY, are the average of X.and Y,
respectively. oX, and oY, are the variance of X,
and Y, respectively. cX Y, is the covariance of X,
and Y, and C, and C, are two variables utilised to
avoid the denominator being zero.

T T wij) x w' (i)

NC =
(BT [T S b )1

24

Here, w and w' are the original watermark image
and extracted one, respectively.

Table 1 The PSNR, SSIM, and NC values without
any attacks

Test image PSNR SSIM NC
Lena 40.159 1.000 1.000
Baboon 40.130 1.000 1.000
Peppers 40.156 1.000 1.000
Sailboat 40.153 1.000 1.000
Airplane 40.159 1.000 1.000

Generally, a higher SSIM or PSNR value
denotes that the proposed digital watermarking
scheme has more feasibility. In addition, a higher
NC value denotes that the proposed digital
watermarking scheme has higher robustness. The
main objective function of the proposed scheme
is to focus on both invisibility and robustness.
Because of this, the watermark is embedded in
the red channel instead of green or blue channel
to obtain the best result in both invisibility and
robustness. As such, the watermark quantisation
step a = 0.034 is used to obtain higher values
of PSNR, SSIM and NC. The image qualities
(SSIM and PSNR values) of the corresponding
watermarked colour images without any attacks
are listed in Table 1. Meanwhile, the NC values
of the final watermarks that are extracted from
the corresponding watermarked colour images
without any attacks are also listed to prove the
effectiveness of the proposed watermarking
scheme. The corresponding watermarked colour
images without any attacks, and the retrieved
watermarks, are shown in Figure 4. As can be
seen from Table 1 and Figure 4, the corresponding
watermarked colour images have better feasibility
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Table 2 The SSIM values of watermarked colour images under common attacks.

Attack Lena Baboon | Peppers | Sailboat | Airplane
Flipping up to down 0.993 0.991 0.985 0.984 0.994
Sharpening (1) 1.000 1.000 1.000 1.000 1.000
Blurring (1) 1.000 1.000 1.000 1.000 1.000
Salt & Pepper noise (0.01) 1.000 1.000 1.000 1.000 1.000
Gamma correction (2.0) 0.996 0.995 0.996 0.996 0.997
Gaussian noise [0,0.01] 1.000 1.000 1.000 1.000 1.000
Poisson noise 1.000 1.000 1.000 1.000 1.000
Median filter (3x1) 1.000 1.000 1.000 1.000 1.000
Scaling (7) 1.000 1.000 1.000 1.000 1.000
Cropping (80%) 0.964 0.968 0.970 0.966 0.940
JPEG2000 (CompressionRatio=5) 1.000 1.000 1.000 1.000 1.000

Table 3 The NC values of the final watermarks when subject to common attacks.

Attack Lena Baboon | Peppers | Sailboat | Airplane
Flipping up to down 1.000 1.000 1.000 1.000 1.000
Sharpening (1) 1.000 1.000 1.000 1.000 1.000
Blurring (1) 1.000 0.986 1.000 1.000 1.000
Salt & Pepper noise (0.01) 1.000 1.000 1.000 1.000 1.000
Gamma correction (2.0) 1.000 1.000 1.000 1.000 1.000
Gaussian noise [0,0.01] 0.990 0.988 0.991 0.984 0.987
Poisson noise 1.000 1.000 1.000 1.000 1.000
Median filter (3x1) 0.995 0.996 0.989 0.992 0.995
Scaling (7) 1.000 1.000 1.000 1.000 1.000
Cropping (80%) 1.000 1.000 1.000 1.000 1.000
JPEG2000 (Compression Ratio=5) | 1.000 0.999 1.000 0.999 1.000

Table 4 Invisibility and robustness of the scheme proposed compared to the existing methods [34; 39]

NC

Image | Algorithm | PSNR | SSIM | Gaygsian | Poisson | Median | Crop | Scale
noise noise 3x3 10% x0.8

[39] 41.742 | NA 0.920 0.956 0.978 0.937 |0.947

Lena [34] NA 0.986 0.967 NA 0.967 0.987 |0.994
Proposed 40.159 |1.000 0.990 1.000 0.983 1.000 | 1.000

[39] 39.312 | NA 0.851 0.938 0.880 0.924 |0.860

Baboon [34] NA 0.995 0.963 NA 0.996 0.983 |0.944
Proposed 40.130 | 1.000 0.988 1.000 0.945 1.000 | 1.000

[39] 39.272 | NA 0.919 0.949 0.959 0.928 |0.959

Peppers | [34] NA 0985 |0.954 NA 0968 |0.979 |0.982
Proposed 40.156 | 1.000 0.991 1.000 0.962 1.000 | 1.000

and are similar to the host colour images under
visual observation. As it can also be observed
from Figure 4, the watermark information can be
effectively embedded into the host colour images
and the hidded watermark information can be
almost fully extracted from the corresponding

watermarked colour images. To investigate
the robustness of the proposed watermarking
scheme, both geometrical distortions and image
processing operations have been performed on the
corresponding watermarked colour images. These
include sharpening, flipping, blurring, Gamma
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correction, salt and pepper noise, Poisson noise,
Gaussian noise, scaling, cropping, median filter
and JPEG2000 compression attacks. Table 2 lists
the SSIM results of attacked watermarked colour
images. As can be seen from Table 2, the proposed
watermarking scheme is fairly imperceptible when
attacked. Meanwhile, the NC results of the final
watermark from the corresponding watermarked
colour images when subject to various attacks are
listed in Table 3. As can be seen from Table 3, the
proposed watermarking scheme demonstrates a
superior capacity to resist both image processing
and geometrical attacks. It can be concluded from
the experimental results from Tables 1 and 2 that
the proposed watermarking scheme has a higher
feasibility and a stronger robustness resistance to
attacks. Figures 5 to 15 show the corresponding
watermarked colour images under various attacks
and the watermarks that are extracted from
attacked watermarked colour images under visual
observation. As it can be determined from these
Figures, attacked watermarked colour images
are most similar to the host colour images under
all attacks except the cropping attacks, and the
extracted watermarks have higher similarity to the
original watermark, which can be easily recognised
by the human eye. To investigate the extent of
the improvement offered by the proposed scheme
in terms of imperceptibility and robustness, our
scheme is compared with existing methods [34;
39], and the performance comparison is presented
in Table 4. It is obvious that the proposed scheme
outperforms the scheme proposed in [34; 39].
The capacity of the proposed colour image
watermarking scheme is analysed by computing
the embedding rate in bits per pixel (bpp). Since
an image of size 64 x 64 is utilised as watermark
and 1024 x 1024 colour images are used as host
images in this experiment, the capacity is (64 X
64) /(1024 x 1024 x 3) =0.0013 (bpp). It can be
readily observed that the proposed scheme has low
capacity, which is because 4 x 4 non-overlapping
blocks are used in this scheme and one block
contains only 1-bit watermark information. The
execution time of the proposed colour image
watermarking scheme is also analysed by
computing the extraction and embedding times
in seconds. Since the proposed watermarking
scheme uses two-level discrete wavelet transform,
which needs more execution time for performing
inverse-transformation, the time is somewhat
extended. However, the proposed scheme has
the embedding and extraction times of 0.5355s
and 0.2060s, respectively. We can see, then, that

the proposed scheme still has a low execution
time, which happens because it uses FWHT and
Hessenberg decomposition. These offer short
execution times, and are able to compensate for
the time-related drawbacks of two-level DWT.

Watermarked
image

Extracted
watermark

Fig. 5. Embedding and extraction of watermark
under flipping attack

Watermarked
image

Extracted
watermark

Fig. 6. Embedding and extraction of watermark
under sharpening attack

Watermarked
image

Extracted
watermark

Fig. 7. Embedding and extraction of watermark
under Gamma correction attack

Watermarked
image

Extracted
watermark

Fig. 8. Embedding and extraction of watermark
under blurring attack

Watermarked
image

Extracted
watermark

Fig. 9. Embedding and extraction of watermark
under salt & pepper noise attack

Watermarked
image

Extracted
watermark

Fig. 10. Embedding and extraction of watermark
under Gaussian noise attack
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Watermarked
image

Extracted
watermark

Fig. 11. Embedding and extraction of watermark
under Poisson noise attack
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Extracted
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Fig. 12. Embedding and extraction of watermark
under median filter attack

Watermarked
image

Extracted
watermark

Fig. 13. Embedding and extraction of watermark
under scaling attack

Watermarked
image

Extracted
watermark

Fig. 14. Embedding and extraction of watermark
under cropping attack
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Fig. 15. Embedding and extraction of watermark
under JPEG2000 compression attack
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