
1. Introduction

With i the i advancement i of i last i decades’
technology, i large-scale i systems i have i been
developed i in i many i fields i such i as
telecommunication,iindustrialiprocesses,ipower
generation,ispaceistructures,ianditransportation.
Toiensureisafeiandireliableioperationsiofisuch
systems, i the i design i of i fault i detection i and
isolationi(FDI)ischemesiisicrucial.iDueitoithe
special i structure iof i large-scale i interconnected
systems i such i as i uncertainty, i complexity,
interconnection i among i subsystems, i and i high
dimensionality, i non-centralized i FDI i schemes
haveibeenidevelopediforitheseisystems.iInithese
schemes, i local i diagnosers i can i be i designed
using i local i modes i of i subsystems; i however,
choosingiaischemeidependsionitasksiof i local
diagnosers i and i the i type i of i information
exchangei[25].

Inidecentralizedischemes,iailocalidiagnoserican
detectiandiisolateifaultsionlyiiniitsiunderlying
subsystem. Nonetheless, i communication iwith
otherilocalidiagnosersiisinotialwaysineeded.

It ishouldialsoibeiconsideredithatitheineedifor
exchanging i information i among i local
diagnosersimayicauseianiincreaseiinicostsiand
moreover, i appropriate imechanisms i should ibe
considered i such i as i transmission i delays i and
network i access i [4]. i To i diagnose i other

subsystems, i distributed i schemes i are i much
moreipracticali[13].

Asieachifaulticaniinfluenceiseveralisubsystems,
the i interconnections i among i subsystems i is i a
challenge i for iFDI iof i interconnected i systems.
To i decouple i subsystems i completely, i abilities
ofiunknowniinputiobserversi(UIOs)iforidealing
with i the i effect i of i interdependencies i among
subsystems i has i been i considered i for
decentralizedistateiestimation;iseeiforiexample
[8-9,19]. i In i [6], i a i bank i of i decentralized
observersiwasidesignedisoithat ieachiobserver
includes i the i model i of i the i entire i system. iA
distributediFDIischemeibasedionitheiUIOsifor
networksiofiinterconnectedisecond-orderilinear
time-invariantisystemsiwasiproposediini[18].iIn
[22], i a i distributed i FDI i for i large i networked
systemsiwithiuncertaintiesibasedioniUIOsiwas
designedisuchithatiisiresilientitoinetworkimodel
uncertaintiesibuticannotirelaxiallilimitationsion
interconnections.iFDIiofisingularidelayediLPV
systemsiusingiUIOsiwasiconsiderediini[7].

Asimostisystemsicanibeidescribediasiaiclassiof
Lipschitz i nonlinear i systems i [10], i this i paper
focusesioniaiclassiofilarge-scaleiinterconnected
systems iwhich i satisfy i the iLipschitz i condition
and i investigates i abilities i of i UIOs i in i these
systems. i In i [24], i a i scheme i for i decentralized
actuatorifaultidiagnosisiwasiproposedibasedionia
sliding imode i unknown i input i observer i for i an
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automatedihighwayisystem.iDespiteihavingithe
ability i to i estimate i the i fault, i the ineed i for i the
knowledge i of i the i interconnections i and i fault
range, i computing i numerous i constants i and
coordinateitransformationiareitheidrawbacksiof
aforementioned i method. i A i decentralized
actuatorifaultidetectionischemeiwasiproposediin
[25] i where i interconnection i terms i are i not
assumediunknownianditheiLipschitzicondition
shouldibeisatisfied.iMoreover,isomeiinformation
ofiotherisubsystemsiisineeded. iIni[26],iforian
automated i highway i system i a i distributed i FDI
scheme iwas iproposediwith i the iassumption iof
satisfying i the i Lipschitz i condition i and i exact
knowledgeiofiinterconnectioniterms.iForiailocal
diagnoser, i If i FDI i of i other i subsystems i is i not
needed,ichoosingiaidecentralizedischemeiwould
be i more i proper. i As i a i result, i without i the
knowledgeiofiinterconnectioniterms,iFDIicanibe
performed.iAidistributedifaultidetectionimethod
for i second-order i multi-agent i systems i was
considerediini[20]iunderitheiassumptionithatithe
systemihasizeroimeaniwhiteinoiseisequencesiand
faults i were i treated i as i unknown i inputs i using
UIOs.iIni[11],iaidistributediformationicontroliof
networked i Euler–Lagrange i systems i was
designedi iniwhichi theidynamic iof ieachiagent
wasidescribedibyiEuler-Lagrangeiequationiand
fault idiagnosisiwasiperformed. iFault idetection
for i high-order i nonlinear i multi-agent i systems
was i proposed i in i [12], i which i the i unknown
nonlinear i functions i are i treated i as i unknown
input.iHereiinterdependenciesiareiconsideredias
unknown i inputs i and i all i subsystems i are
decoupled i completely. i This imakes i easier i the
faultidetectioniandiisolationiandithereiisinotiany
limitation ion i interconnections. iHowever, i there
mayibeitheinoiseiandidisturbanceiinitheisystem
and i a i special i structure i of iUIO i is i needed i to
decouple i the i disturbance i and i interconnections
simultaneously. i In i this iregard, i inspiredibyithe
UIOidesignediini[18]iandianiLMIiapproachiin
[2], ia idecentralized iUIOi is idesignediwith i the
ability iof i decoupling i the i interconnections iand
attenuating i the i exogenous i disturbance. i The
structureiofiUIOiwasidefinediini[3]iisisimilarito
lateriworksi(foriexamplei[5,14-16])idespiteithe
adding i abilities i of i fault i estimation i and i noise
filtration. i Compared i to i [5,14-16], i here i we
design i UIO i in i decentralized i form i and i all
variables i are i obtained i using i LMI i technique
withoutitheineeditoicomputeioritryianyiconstant.

Theirestiofitheipaperiisiorganizediasifollows.
Sectioni2i introduces i theiproblemiformulation
andisomeidefinitionsiandiassumptionsiareigiven

in i this i section. i Section i 3 i proposes i a i design
procedure i of i a i decentralized i observer i and
related i lemmas i and i theorem. i A i new
decentralized i FDI i scheme i based i on iUIOs i is
presented i in i Section i 4. i In i Section i 5, i the
simulation i results i of i an i automated i highway
system i investigate i the i performance i of i the
proposedischeme.

2. Problem Formulation

Consideriailarge-scaleisystemicomposediof iN
subsystemsidescribediby

ẋ
i
(t )=A

i
x

i
+B

i
u

i
+Φ

i
( x

i
)+

+E i hi (x , u)+Gi wi

yi=C i x i+Di wi i=1,2 ,… , N

(1)

Where i x
i
∈R

n i , i u
i
∈R

mi i and i y
i
∈R

p i i are
respectively i the i states, i known i inputs i and
outputs i of i the ii-th i subsystem. i The i vector

x=[x 1
T … x N

T ]
T

∈R
n i isitheistateivectoriofithe

whole i system i with i u=[u1
T … uN

T ]
T

∈R
m ,

m=∑
i=1

N

mi iandi n=∑
i=1

N

ni .iHerei h
i
(x ,u )∈R

q i

represents i the i interconnection i of i the ii-th
subsystemiwithiotherisubsystemsiand i w

i
∈R

s i

is i an i exogenous i disturbance i which i contains
bothisystemiandimeasurementinoise.iMatrices
Ai, iBi, iCi, iDi, iEii and iGii are i real i and i have
suitableidimensions.

The i following i assumptions i are i considered i in
designingitheiobserver:

a. Theifunctioni Φi
( x

i
) isatisfiesitheiLipschitz

condition,ii.e.,

‖Φ
i
( x

i
)−Φ

i
( x̂

i
)‖≤α

i
‖x

i
− x̂

i
‖ (2)

Where i α i
∈R i is i a iLipschitz iconstant i and i is

independentiofi x
i .

b. Theimatrix iCii isiofifull irowirankiandithe
matrixiEiiisiofifullicolumnirank;

c. Ranki(CiEi)i=iRanki(Ei).

Assumptions i (b) i and i (c) i imply i that i the
number i of i unknown i inputs i that i can i be
decouplediareiatimostiasimanyiasitheioutputs.
We i can i result i that i for i an i interconnected
system i if i we i want i to i decouple i subsystems
using iUIOs, i the inumber iof i interactions iwith
otherisubsystemsishouldibeilessithanioriequal
toitheilocallyimeasuredioutputs.
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3. Decentralized Observer Design

Weipropose i the iobserver i for ieach i subsystem
withitheifollowingiform

ż
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=N

i
z

i
+ J

i
u

i
+L

i
y

i
+M

i
Φ

i
( x̂

i
)

x̂i=z i−H i yi

(3)

Where i x̂
i i and i ŷ

i i are i estimated i state i and
outputiofithe ii-thisubsystem.iTheimatrices iNi,
Ji,iMiiandiLiiareidefinedias

N
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HiiandiKiiareichosenibyitheidesigner.iTheistate
estimationierroriisidefinedias
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Henceitheierroridynamiciisiwrittenias
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Initheilightiofi(4),iitiisieasyitoiderive
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i
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(7)

We i should i have i M
i
E

i
=0 i to i decouple i each

subsystemicompletelyiandibasedioni(4)iitibecomes

H
i
C

i
E

i
=−E

i (8)

Accordingitoithei(b)iandi(c)iassumptions,i(8)
isisatisfiediandiallipossibleisolutionsiofiitiare
asifollows

H i=−E i (C i E i )
++Y i (I p i

−(C i E i )(C i E i )
+) (9)

Where i (CiEi)+i is i generalized i inverse i of iCiEi,
I

p i
i isianiidentityimatrixiandiYii isianiarbitrary

matrix i of i suitable i dimension i [18]. i For
notational i briefing i U
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i
E

i
)(C

i
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)+) i are i defined, i hence

(9)ibecomes

H
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Nowi(6)iisiconvertedito:

ė
i
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i
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i
+M

i (Φi
( x

i
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i
( x̂

i
))+

+(M i G i−K i Di)wi−H i Di ẇ i

(11)

Theifollowingilemmasiareiusefuliforiproofiof
theiTheoremsi1iandi2.

Lemma 1  [23]. iTheimatrices iD, iFi and iSi are
real i with i appropriate i dimensions i and iF
satisfyingi F

T
F≤1 .iTheniforianyiscalarsi ε>0

andivectorsi x , y∈R
n ,iweihave

2 x
T

DFSy≤ ε−1
x

T
DD

T
x+ε y

T
S

T
Sy (12)

Lemma  2i (Schur i complement) i [1]. i Assume

S=[S11 S12

* S 22
] iisiaisymmetricimatrix.i S <0 iis

equivalentitoi S 22<0 iandi S 11−S 12S 22
−1

S 12
T <0 .

Theorem 1:  Consideritheisystemi(1)iwithithe
assumptions i (a), i (b), i (c) i and i w

i
=0 , i there

existsianiunknowniinputiobserveriinitheiform
ofi(3)iifithereiexistsimatricesi K

i ,i Y
i iandi P

i

suchithat

[ X i X i 2

X
i 2
T −I

ni

]<0 (13)

Whereitheimatrixielementsiareidefinedias
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T
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Proof.i Consider i the i following i Lyapunov
function i of i V

i
(t)=e

i

T (t )P
i
e

i
(t ) ,

differentiatingithisifunctioniwithirespectitoitime
andifollowingifromi(11)iandi(2)ioneihas
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Weicanicontinueithei inequalityi in i (18) iusing
Lemmai1iasifollows
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Theifollowingi inequalityirelationishouldihold
toisatisfyitheiLyapunovistabilityicriteria
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ni
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If i (20) i is i satisfied, i e(t) i tends i to i zero
asymptoticallyiforianyiinitialivalueiofie(0).iTo
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converti(20)iintoiailinearimatrixiinequality,iwe
substitutei(4)iandi(10)iinitoi(20)itoiget
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ForiconvertingitoianiLMIicontainsiYi, iKiiand
Pi, i the i terms iPiYii and iPiKii areinonlinear, iso
we i substitute i K

i
=P

i
K

i i and i Y
i
=P

i
Y

i i in
(21)itoiget

(( I i
+U

i
C

i
) A

i)
T

P
i
+P

i
( I

i
+U

i
C

i
) A

i
+

+(V i C i Ai )
T

Y i

T
+Y i (V i C i Ai )−C i K i

T
−

−K
i
C

i
+α

i (P i
( I

i
+U

i
C

i
)+Y

i
(V

i
C

i
))

(P i
( I

i
+U

i
C

i
)+Y

i
(V

i
C

i
))

T+α
i
I

ni

<0

(22)

BasedioniLemmai2,i(22)iis iconvertibleitoian
LMIibyitheifollowingiform

[X i X i 2

X
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T −I
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]<0 (23)

wherei theimatrix ielements iare ias iTheoremi1
andithisicompletesitheiproof.

The i following i theorem i gives i a i sufficient
conditionifori(11)itoibeistableifor i w

i
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Theorem  2.  Consider i the i system i (1) i under
assumptions i (a), i (b), i (c) i together i with i the
nonlinear i observer i (3). i There i exist i matrices
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Proof.i From iTheorem i 1, iwe i know i that i the
stateiestimationierroriisiasymptoticallyistable
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Weicanicontinueithei inequalityi in i (30) iusing
Lemmai1iasifollows
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Where i w
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] i and i from i (31) i we i can

concludei(33):
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AccordingitoitheiLemmai2iandisubstitutingi(4)
andi(10)iinitoi(34),itheiinequalityi(24)iimplies
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Thisicompletesitheiproof.

4.  Decentralized  Fault  Detection

and Isolation

Whileitheiactuatorifaultioccursiinitheii-thiinput,
the i system i described i in i (1) i changes i as i the
followingiform
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+E i hi ( f (u) , x ,u )+Gi w i

y
i
=C

i
x

i
+D

i
w

i
i=1 , 2 ,…N

(36)

Theiunknownifunctioni f
i (ui
(t )) irepresentsithe

actuator i fault i in i the ii-th i subsystem. i The
residualiforieachisubsystemiisidefinedias

r
i
(t )= y

i
(t)− ŷ

i
(t)= y

i
(t)−C x̂

i
(t) (37)

SinceianiUIOicaniestimate itheistatesiwithout
considering i of i the i unknown i inputs, i it i is
obviousithatitheiresidual i r

i
(t ) i remainsiwithin

a i small i boundary, i known i as i threshold i value
(T),iifithereiisinoifault.iOtherwise,itheiresidual
crossesi theithresholdivalue. iWeicaniconclude
thatiforieachisubsystem,iifitheiEuclideaninorm
of i the i residual i is i higher i than i the i threshold
valuei( ‖r

i
(t )‖>T

i ),itheifaultihasioccurred.iThe
magnitude iof i the i threshold ivalue idepends ion
disturbances, i uncertainties, i noises i and i inputs.
In i addition i to i the i fault, i the i exogenous
disturbance i can i cause i nonzero i residual.
AccordingitoitheiTheoremi2,iasistateiestimation
error i satisfies i ‖e

i
‖2<√μi

‖w
i
‖2 , i so i if

‖e
i
‖2>μi

‖w
i
‖2 i we i can i conclude i a i fault i has

occurred.iHenceiwheni w
i
≠0 iaithresholdishall

beidefinedisuchithat

T
i
>√μi

‖w
i
‖2 (38)

Occurrence i of i the i fault i changes i (11) i as i the
followingiform

ė
i
=N

i
e

i
+M

i (Φi
( x

i
)−Φ

i
( x̂

i
))+

+(M i Gi−K i Di )w i−
−H

i
D

i
w

i
+M

i
B

i
f

i
(u

i
)

(39)

Whileitheifaultioccurs,i if iMiBii isinonzeroithe
residual i signal i will i be i nonzero. i It i can i be
concludedifromi(4)itoisatisfyithisiconditioniwe
shouldihave

H
i
C

i
B

i
≠−B

i (40)

Allipossibleisolutionsiofi(40)icanibeiwrittenias

H i≠−B i(C i B i)
++Y i (I pi

−(C i Bi )(C i B i)
+) (41)

Unfortunately i the i sufficient i condition i for
satisfyingi(41)icannotibeispecifiediexactlyidue
to i lack i of i specific i ways i for i calculating i the
valueiofiYi.iWeicanidefineiYiiinsideitheiLMIito
getiaivalueithatiisiveryiproperiforitheipurpose
ofistateiestimation; ihoweveri(41)imayinot ibe
satisfied.iHence,iinithisicaseiweicanitryiother
methodsitoidefine iYii (foriexamplei[18])iwhich
leaditoitheisatisfyingiresults.

Whenitheifunctioni h
i ( f (u) , x ,u ) iisidecoupled

completely, itheiobserveriofieachisubsystemiis
influenced i by i its i own i actuator i fault. iOn i the
otherihand,iini(36)ionlyitheiterm i f

i
(u

i
) i has

effectionitheii-thisubsystem.iAsiallisubsystems
areidecoupledicompletelyiandiinterconnections
haveinotianyieffect,ieachiactuatorifaultiaffects
onlyiitsicorrespondingisubsystemianditherefore
theifaultiofieachisubsystemiisiisolated.

5. Example

With i the i expansion i of i the i traffic i problem,
automated ihighwayisystems ihave iattracted ia
lot iof iattention. iIt icanireduceitheinumber iof
drivingiaccidentsibyidecreasingihumanierrors.
In i designing i such i systems, i reliability i and
safety i are i most i important, i and i therefore
designing i FDI i for i the i automated i highway
systemiisinecessary.

Accordingitoi[21],itheilongitudinalidynamicsiof
a i vehicle-following i system i to i maintain i an
appropriateiforwardivelocityiandisafeidistance
isidescribediby

Studies in Informatics and Control, Vol. 25, No. 4, December 2016 http://www.sic.ici.ro 457



Ψ̇
i
=v

i
−v(i−1)

v̇
i
= 1

m
i

(−A
i ρ v

i

2−d
i
+ζ

i)

ζ̇ i=
1
τ

i
(−ζ i+ui)

y
i
=[Ψ i

+ρ
c
v

i

ζ
i
]

(42)

Where i Ψ i i is i the i distance i between i the ii-th
andithei (i−1) -thivehicle,iviiisitheivelocityiof
i-th ivehicle, i ζ i i is i the ibraking/driving i force
applieditoitheilongitudinalidynamicsiofithei i-
thivehicle, imii isitheimassiofithe ii-thivehicle,
A

i ρ iisitheiaerodynamicidrag,i ρc iisiaipositive
constant,idiiisitheiconstantifrictionaliforceiand
τi i is i the i engine/brake i time i constant. i The
control i input i is iuii where i u

i
>0 i describes i a

throttle i input i and i u
i
<0 i describes i a i brake

inputiandiyiiisioutputiofitheii-thivehicle.iAsithe
local i diagnosers i (UIOs) i are i decoupled
completely, i theinumber iof ivehicles idoes inot
matter. i Here i we i assume i there i are i three
vehiclesianditheivaluesiareiasifollows

m
i
=1300 kg ,

A
i ρ=0.3 Ns

2 /m2
,

d i=100 N ,

τi=0.2 s ,

ρ =0.4 ,c

v0=10 m/ s

(43)

The i systemi states i are i x
i 1=Ψ i , i x

i 2=v
i i and

x
i 3=ζ i ifori i=1 ,2 ,3 .iBasedionitheinumerical

values i of i model i parameters, i the i system i is
describediasifollows:

ẋ
i
=[

0 0 1

0 1
1

1300
0 0 −5

]xi
+[

0

− 1
13
− 0.3

1300
x i 2

2

5ui

]+
+[005] f

i
(u

i
, t )−[x(i−1)2

0
0 ]

(44)

yi=[1 0.4 0
0 0 1]xi i=1 , 2 ,3 (45)

In i (44), i x(i−1)2 i represents i the i second i state
(velocity) i of i previous i vehicle. i The i system
matricesiinitheiformiofi(1)iareiasifollows

A
i
=[

0 0 1

0 1
1

1300
0 0 −5

], B
i
=[005]

E i=[
1

1300
0
0
],Φi=[

0

−
1
13
−

0.3
1300

x i 2
2

0
]

h
i
=x(i−1)2

(46)

The i Lipschitz i constant i according i to i [10] i is
α=0.0069 . iUsing iMatlab iLMI i toolbox, i the
minimum i value i of i the i disturbance i tuning
parameter i for i each i subsystem i is i obtained i as
μ

i
=0.0282 . i The i exogenous i disturbance i is

supposed i to i be i w
i
=sin (10 t) , i hence i in i the

light i of i (38) i the i fixed i threshold i value i is
calculated i as i T

i
=.1679 .i In i addition, i we

consider i G
i
=I 3×1 i and i D

i
=I 2×1 . i After

solvingitheiLMIidefinediinitheiTheoremi2,ithe
obtainedigainimatricesiforiUIOiareiasifollows

H
i
=[−1 1

0 0
0 0]

K i=[2.74 −2.14
0.74 0.25
2.54 −1.54]

L
i
=[0 0.6

0 1
0 1 ]

(47)

Asitheifault ionlyihasitheieffect ionithei third
stateianditheivalueiofithisistateiisiavailable,
here i we i define i the i residual i as
r

i 3(t )=x
i3 (t)− x̂

i 3(t ) . i Figure i 1 i shows i the
effect i of i an i actuator i fault i without i any
disturbanceionitheifirstivehicle.iInithisifigure,
theithirdistatei(braking/drivingiforce)iofithree
vehiclesioniwhichitheifaulticaniaffectiit,ihave
been i depicted. i As i expected i the i fault i only
influencesitheifirstivehicleiwhileiforitheiother
vehicles i the i corresponding i residual i signals
areizero.

Figurei2ishowsitheieffectiofianiactuatorifaultion
the i second i vehicle i in i the i presence i of i the
exogenous i disturbance. i As i indicated i in i this
figure, i residual i signals i of i first i and i third
vehiclesidoinotishowianyifaultiandionlyiaibitiof
disturbanceihasibeeniinfluenced.

Finally, i three i different i actuator i faults i are
applieditoitheithreeivehicles,ianditheiresultsiare
depictediiniFigurei3.iAsiitiisiobservedifromithis
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figure, i three i residual i signals i are i good
representativeiofifault idespiteitheipresenceiof
disturbance.
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Figure 3.iSimultaneousifaultionitheithreeicarsiinithe
presenceiofitheiexogenousidisturbance;isolid:ifault

signal,idashed:iresidual.

6. Conclusion

A i novel i decentralized i approach i for i fault
detectioniandiisolationiofiaiclassiofinonlinear
large-scaleisystemsiisipresented.iCapabilitiesiof
unknown i input i observers i have i been
investigated i to i decouple i subsystems i for
achieving i FDI i of i large-scale i interconnected
systems. i A i decentralized i unknown i input
observer i using i LMI i technique i has i been
designedisuchithatibothitheiinterconnectioniand
exogenous i disturbance i can i be i decoupled. i A
simulation ihas ibeen iapplied i to i an i automated
highway i system i subject i to i the i disturbance
showsi theisimplicity iandieffectiveness iof i the
proposedimethodologyiforidecentralizediFDI.
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