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Abstract: Due to the significant increase in the number of newly registered domains (nearly 100 million in a year), and to
the rise in the number of malicious domains that pose a threat to DNS servers, there is a need for an automated monitoring
solution for evaluating the reputation of a domain name. This paper aims to present the architecture of an automatic monitoring
platform, which could dynamically establish the reputation level for each .ro domain, and also for other domains. The
primary objective of this paper is to enhance the trustworthiness of .ro domains against malicious activities in the Internet
space through automatic monitoring and by offering solutions for data protection. If the reputation level of a .ro domain is
determined, its future owners (including authorities, public institutions, private companies, natural persons, etc.) could have
a clear understanding of the degree of trust associated with that domain, thereby creating a safer online environment.
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1. Introduction

In today’s digitally connected world, online
transactions and interactions have become an
integral part of people’s daily lives. With the
increase in the number of online users, the need
for trustworthy and secure systems has become
more important than ever before. A Domain
Name Reputation System is a type of system
that helps to assess the reputation of domains in
order to prevent malicious activities and improve
online security.

This paper proposes a generic architecture for
a domain name reputation system that can be
customized to suit different domain types (generic,
country code domains etc.) and provide a scalable
and adaptable solution for online security. This
architecture uses a combination of Machine
Learning algorithms and domain-specific features
to assess the reputation of the analysed domains
accurately. The proposed architecture was also
evaluated through experiments on real-world
data and its effectiveness in detecting malicious
activities was demonstrated.

A domain name reputation system is designed
to evaluate the reputation of a particular domain
name based on various factors, such as its history,
behaviour, and content. The purpose of such a
system is to help identify potentially malicious or

spammy domains, and to provide a measurement
of trustworthiness for domains that are deemed
safe and reliable.

The cornerstone of an efficient approach to
mitigating threats lies in conducting threat
assessments, devising strategies for mitigating
them, and establishing appropriate levels of risk.
(Cirnu et al., 2018).

There are several approaches that can be
implemented when designing a domain name
reputation system. One common approach is to
use Machine Learning algorithms to analyse the
behaviour of domains and to identify patterns
of behaviour that are indicative of malicious or
spammy activity. This can involve analysing
factors such as the frequency and types of emails
sent from a domain, the age and registration
details of the domain, and the content of the
website associated with the domain (Banciu et
al., 2016).

Another approach lies in using a collaborative
filtering method, where user ratings and feedback
are employed to evaluate the reputation of
a domain. This approach can be particularly
effective in identifying new and emerging threats,
as users are often the first to detect suspicious
behaviour and can provide feedback on the
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quality and trustworthiness of a domain (Banciu
et al., 2019).

Top-level domains (TLDs) make up the highest
level of the Domain Name System (DNS)
hierarchy. (Goerzen, 2004) (Dooley and Rooney,
2017). They are the last segment of a domain
name, appearing after the final dot, and are used
for indicating the type and purpose of a domain.
There are two main types of TLDs, namely
country code top-level domains (ccTLDs) that
correspond to a specific country or geographic
location and generic top-level domains (gTLDs)
that are not associated with a specific country
(.net, .com etc.) (Akumiah, 2016).

The main objectives of this paper are to identify
the requirements for domain reputation system
development, identify key domain Registry
parameters, identify external services for domain
reputation determination, develop a generic
architecture for domain reputation REGRep that
will be used to develop a reusable solution for
determining domain reputation which could be
profiled and implemented by any ccTLD Registry
or its partners (Registrars).

The remainder of this paper is structured as
follows. Section 2 presents a review of the main
methods used so far to determine the reputation of
a domain, through blacklists and whitelists, using
the passive data collected. Section 3 refers to the
functionality of the .ro domain registry system
and to the main concepts and rules according
to which domains are operated. Section 4 sets
forth the methodology used in research and
the requirements and operational criteria for
establishing the reputation of a domain. Section 5
illustrates the generic architecture of the domain
reputation system. Finally, Section 6 includes the
conclusion of this paper.

2. State of the Art

Domain takeover is a major concern for
organizations, as attackers may exploit them for
malicious purposes such as malware hosting and
credential harvesting, leading to reputational
damage (OWASP, 2020). From a technical
perspective, DNS operates as a hierarchical system
of name servers, utilizing a globally distributed
database that contains details about each domain.
(Zou et al., 2016).

The relevant DNS data is stored across multiple
DNS servers, allowing for quick retrieval
whenever a user initiates a query. [f not adequately
secured, the Domain Name System (DNS)
can be vulnerable to exploitation by malicious
individuals. Malware perpetrators are aware of
the importance of DNS accessibility and actively
seek ways to disrupt DNS uptime and the servers
that maintain it (Scalzo, 2017).

Currently there are several techniques that
can be used for improving the accuracy and
effectiveness of a domain name reputation
system. These include:

- Real-time monitoring, which involves
continuously monitoring the behaviour of
domains in real time and updating their
reputation scores accordingly. This can help
to quickly identify and mitigate new threats
as they emerge (Vevera et al., 2018);

- Blacklists and whitelists are lists of domains
that are known to be either malicious or safe.
By using these lists as a starting point, a
domain name reputation system can quickly
classify domains as safe or risky;

- P reputation can help to identify malicious
activity that may be associated with a
particular IP address.

Overall, a state-of-the-art domain name reputation
system will likely incorporate a combination of
these techniques, along with advanced Machine
Learning algorithms and real-time monitoring
capabilities. By doing so, such a system could
provide an accurate and reliable measurement of
the reputation of a given domain name, thereby
helping to protect users from potential threats and
ensuring a safe and secure online environment.

Exposure is a system designed to detect malicious
domains by analysing DNS data. It employs a
large-scale, passive DNS analysis technique to
identify domains that are involved in malicious
activities. Exposure uses this technique to identify
domains that are associated with known malware,
phishing campaigns, or other malicious activities.
The system works by first collecting DNS data
from various sources, such as recursive DNS
servers, malware analysis platforms, and threat
intelligence feeds. It then uses Machine Learning
algorithms to analyze this data and identify
patterns that are indicative of malicious activity
(Bilge et al., 2011).
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Notos is a reputation system for DNS that
identifies malicious domains based on their unique
characteristics by using passive DNS query data
and analysing the network and zone features of
domains. The data is used to develop models
of trustworthy domains and malicious domains.
(Antonakakis et al., 2010). The system works by
analysing the behaviour of domains over time and
identifying patterns that are indicative of malicious
activity. Notos considers a wide range of factors,
including the network topology and flow of traffic,
the registration and expiration dates for domains,
and the use of certain DNS record types.

Kopis utilizes a passive approach to observe DNS
traffic at higher levels of the DNS hierarchy.
By analysing worldwide DNS query resolution
patterns, it can precisely identify malicious
domains. In contrast to earlier DNS reputation
systems, like Notos and Exposure, which depend
on monitoring traffic from local recursive DNS
servers, Kopis offers a novel perspective and
incorporates new traffic features that capitalize
on the global visibility achieved by observing
network traffic (Antonakakis et al., 2011).

Fast Flux Service Networks (FFSNs) are a type
of networks used by cybercriminals to evade
detection and maintain the availability of a
malicious infrastructure. FFSNs are characterized
by many constantly changing IP addresses, which
can make them difficult to detect if traditional
network analysis techniques are used. However,
passive DNS analysis can be an effective way to
identify FFSNs and detect malicious activities.
Machine Learning algorithms can be used for
detecting FFSNs based on passive DNS data.
By training Machine Learning models on large
datasets of known FFSNs, researchers can
develop models that can accurately detect FFSNs
in real-time (Caglayan et al., 2009; Lombardo et
al., 2018).

The topology-based flow model proposed by
Mishsky & Gal-Oz (2015) provides a promising
approach to computing domain reputation.
By leveraging network topology and flow
analysis, the model has the potential to provide
a more accurate and effective protection against
malicious domains.

Risk Analytics (2023) provides information about
malicious domains, and it also offers a list of
domains that are known to host malware.

Fukushima et al. (2011) proposes the
development of a blacklisting system with the
ability to analyse the features of malicious
websites using their domain information, such
as Autonomous System (AS), IP address block,
IP address, domain, and registrar and proposes
a blacklisting scheme that combines IP address
blocks and registrars with a low reputation,
which are frequently utilized by attackers.

However, creating and maintaining these
blacklists is difficult, as it leads to errors and
omissions. To address this, a Machine Learning
model based on deep neural architecture was
proposed by Lison and Mavroeidis (2017) which
automatically detects whether domain names
and IP addresses are malicious. Because it was
trained on an extensive passive DNS database,
the model achieves a high detection rate of 95%.
The use of Blacklisting only to determine the
reputation of a domain name proves to be highly
inefficient in identifying both known and newly
generated malicious URLs. Moreover, it relies on
human input and proves to be a time-consuming
process, especially in real-time environments
(Vinayakumar et al., 2018).

The complexity of identifying the classification
of malicious domains can be addressed by
utilizing contemporary adaptive and learning
methodologies. Intelligent unsupervised
classification of domains can be achieved using
metaheuristic-based search algorithms like
Cuckoo Search. Object-oriented engineering can
be used for implementing the proposed model,
with future extensions being a possibility (Sarkar
et al., 2013).

MaldomDetector is a system designed to identify
malicious domain names that are algorithmically
generated using Machine Learning techniques.
It employs a Machine Learning model that
analyses various features of a domain name, such
as its length, entropy, and string distribution, to
determine whether it is likely to be algorithmically
generated. The model is trained on a large
dataset of known malicious and benign domain
names to learn the patterns and characteristics
of algorithmically generated domain names
(Almashhadani, 2020).
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Most of existing domain reputation systems do
not provide a dynamic real-time monitoring ML
based solution which can be used by domain
ccTLDs or their registrars to scan domain
names daily so as to enable the detection of
compromised domains names.

The system proposed within this research paper
uses historical domain information combined
with new domain information from TLD Registry
database with external tools for determining a
reputation scoring for a .ro domain. The solution is
proactive and allows, through Machine Learning
techniques, the creation of a “malicious” pattern
of a domain. This action enables the selection
and quarantine of any suspicious domain for its
rehabilitation or elimination.

In comparison with the existing domain reputation
systems (Notos, Kopis, Exposure) the proposed
system architecture enables real-time, dynamic
domain reputation scoring.

Table 1 illustrates the features of the existing
systems in comparison with the ones of the system
proposed within this research paper.

Exposure, Notos, Kopis and MaldomDetector are
passive, commercial domain reputation systems
that are not provided by a domain Registry. On
the other hand, TLDRep has the advantage of
having all the necessary data sourced directly
from a domain Registry, which allows it to obtain
a more accurate and nuanced domain reputation
score. Additionally, TLDRep offers a continuous,
and real-time, active DNS analysis, which makes
it a powerful tool for detecting and mitigating
potential threats to network security.

TLDRep provides real-time analysis of domain
data, enabling the quick identification and
response to potential threats, it actively scans
and analyzes DNS data to identify potential

threats and vulnerabilities, it has access to
a comprehensive database of TLD domain
Registry data, thereby enabling a more accurate
and comprehensive domain reputation scoring,
it continuously scans domains for potential
threats and alerts users in real time and uses
Machine Learning algorithms to improve its
domain reputation scoring and analysis, which
makes it more effective over time. Overall,
TLDRep’s combination of real-time analysis,
active DNS analysis, access to TLD Registry
data, continuous scanning and alerting, and
use of Machine Learning makes it a powerful
and comprehensive tool for monitoring and
protecting domain reputation.

3. The Romanian Domain
Registry System

The Romanian TLD Registry manages the .ro top-
level domain names for Romania. The Registry is
operated by the National Institute for Research and
Development in Informatics (ICI). The Registry
was established in 1992 and is responsible for
the management, administration, and technical
operation of the .ro TLD.

Some of the key features and services offered by
the Romanian TLD Registry include:

- Domain name registration: the Registry
provides domain name registration services
forthe .ro TLDs through accredited Registrars;

- DNS management: The Registry is responsible
for managing the domain name system (DNS)
for the .ro TLD, including the operation and
maintenance of the .ro name servers;

- Domain name dispute resolution: The
Registry provides a domain name dispute
resolution service for disputes related to .ro
domain names;

Table 1. Features of existing domain reputation systems in comparison with those of TLDRep

System Real-Time Active PNS Uses' TLD Domain Contil?uous Domail.l Machi.ne
Analysis Analysis Registry Database | Scanning and Alerting | Learning use

Exposure No No No No Yes

Notos No No No No Yes

Kopis No No No No Yes

MaldomDetector | No No No No Yes

TLDRep Yes Yes Yes Yes Yes
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- Domain name system security: The Registry
operates a domain reputation system to
ensure the security and stability of the
oo TLDs. The system monitors domain
registrations, DNS queries, and other
network activities to identify and prevent
malicious activities;

- Collaboration: The Registry collaborates with
other TLD registries, security organizations,
and law enforcement agencies to share threat
intelligence and coordinate the response
to security incidents. (Lockheed Martin
Corporation, 2019);

- Data protection: The Registry ensures that the
personal data of .ro domain owners and users
is protected in compliance with relevant data
protection regulations.

Overall, the Romanian TLD Registry plays a
critical role in managing the .ro domain names
and ensuring the security and stability of the
Romanian domain name system.

For a TLD name such as .ro to be accessible
on the Internet, it needs to be entered into the
root nameservers by IANA, the authority that
approves the entry of a TLD name into root zone
(IANA, 2020).

For each DNS zone there is only one delegated
Registry, therefore there is only one Registry for
any ccTLD or gTLD. Registries must comply with
internationally adopted regulations (Staicut, 1995).

The natural or legal person who requests the
registration of a domain can be considered
the “owner” (Registrant) of the respective
domain name. Registrants are the organizations
or individuals that own and register domain
names. For registering a domain name an
applicant contacts a Registrar who, on behalf of
the Registrant, interacts with the Registry that
manages the database of registered domain names.

Registrars are companies, partners of the Registry,
which in some cases also offer other services, such
as web hosting and email services. The Registry
propagates the changes to the zone database (write
zone) and later it is used to populate the DNS
servers and the WHOIS server.

Domain names are generally registered for several
years, depending on Registry rules. At the end of

a domain name’s registration period, the holder
(registrant) may request to renew it or it may
become available for someone else to register. A
domain may be transferred from one Registrant to
another upon request.

An important feature of the .ro Registry is
the structure of its database according to the
Registry-Registrar-Registrant model. Registrars
communicate with the Registry on behalf of
the Registrant (domain owners). This approach
ensures that each domain object that is registered
in the database is owned by a Registrar (called
“Designated Registrar”) and no other Registrar
can change it. A registrant is permitted to change
the Designated Registrar of a domain through the
transfer process.

Figure 1 illustrates the model adopted on a large
scale by most organizations that administer
domains, a model also used in the management
of .ro domains. A user that registers a .ro domain
becomes a Registrant, the holder of a domain
name, and can update, renew, trade or transfer a
domain, update nameservers, update contact data,
obtain trade/transfer keys, add DNSSEC records
and delete a domain. All these operations are
carried out on the Registrar Portal, a partner of the
.ro Registry which uses the Registry API services.
The .ro Registry domain updates are propagated
to the Zone Database and Nameservers.

The registry updates @ Update
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.ro Registry
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Figure 1. .ro Registry overview
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4. The Requirements for a Domain
Reputation System

4.1 Research Methodology

The aim of this subchapter is to describe the
methodology that was followed in order to
conduct this research, which consists of the
following phases:

1. The exploratory phase, which comprised
extensive research, with the aim of
acquiring a consistent knowledge base on
the process of developing the architecture
of a domain reputation system. Within the
exploratory phase, the existing approaches
towards building the architecture of a
domain reputation system were analysed
from several perspectives;

2. Identify the requirements and criteria for
the development of the domain reputation
system architecture and solution;

3. Identification of the main architecture
artifacts that were used for the development
of the reputation system's architecture and
the relations between them;

4. Selection of tools that were used for
developing the generic architecture model;

5. The architecture development phase included
the design of the system architecture. In
order to carry out this task, the output of the
previous phases was used. The output could
also contain gaps that would be handled
during this development phase;

6. Validation phase included the validation of
the architecture in a real scenario, within
the scope of developing a domain reputation
system that would be tested and validated
on a large set of domains registered by the
Romanian TLD Registry;

7. Developing the solution: The fourth step
would involve developing the solution
by designing, building, and testing the
domain reputation system according to the
architecture blueprint. This would involve
selecting the appropriate technology
platforms and tools, implementing the
system components, and validating the
system according to the requirements;

8. Deploying and maintaining the system: The
final step of the methodology would be to

deploy the domain reputation system to
production and maintain it over time. This
involves monitoring the performance of
the system, addressing any issues or bugs
that may arise, and updating the system
as it is necessary to keep up with changing
requirements and emerging threats.

Phases six to eight above could be detailed in
a future research paper as the current research
focuses on the development of the generic
architecture for a domain name reputation system.

4.2 Requirements for Developing a
Domain Reputation System

A domain reputation system for a domain Registry
should meet certain requirements in order to be
effective. The key requirements are:

- Accurate data collection: The system must
be able to accurately collect data related to
domain names, including their registration
date, the IP addresses associated with them,
and any historical data related to their use;

- Real-time monitoring: The system should be
able to monitor domain names in real time to
detect any malicious or suspicious activity as
soon as possible;

- Machine Learning algorithms: A domain
reputation system should use Machine
Learning algorithms to analyse data and
identify patterns of behaviour that may
indicate fraudulent or abusive use;

- Collaborative filtering: The system should
use collaborative filtering techniques to
identify relationships between domains,
such as those domains belonging to the same
owner or being used for similar purposes;

- Threat intelligence integration: A domain
reputation system should integrate with threat
intelligence feeds to provide an additional
context for domain name behavior;

- User-friendly interface: The system should
have a user-friendly interface that allows
domain registrars and law enforcement
agencies to easily access and interpret the data;

- Privacy protection: The system should protect
the privacy of domain registrants while still
providing sufficient data for analysis;

- Timely response: The system should provide
timely responses to domain registrars and
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law enforcement agencies when suspicious
activity is detected, so that appropriate
actions could be taken to prevent abuse;

- Scalability: The system should be able to
handle large volumes of data and be scalable
in order to accommodate increasing numbers
of domain names and users;

- Robust security: The system should feature
strong security measures for protection
against unauthorized access and data
breaches (Holland, 2019).

4.3 Criteria for Developing a Domain
Reputation System

The parameters that determine a good reputation
for a domain name can vary depending on the
context, the general factors that are commonly
considered for TLDRep are the following:

From internal sources:

- Age of the domain: a domain that has been
registered for a longer period can have a better
reputation as it suggests that an organization
may be more well-established and reputable;

- Owner history: a domain that has had a clean
history, with no frequent transfers, is more
likely to have a good reputation;

- Domain name relevance: a domain that has
had a clean history without frequent transfers
is more likely to have a good reputation;

- Hosts history can provide valuable
information which can be explored to
determine a domain's reputation;

- Trade history can provide insight into how
often the owner of the domain is changed;

- NS history provides the nameservers® change
history and when nameservers are frequently
changed, for example daily, this can be
indicative of a compromised domain name;

- Domain Status: if the domain has one of the
following statuses, that is Hold, Registrant
Transfer Prohibited, Update Prohibited,
Renew Prohibited or Delete Prohibited this is
indicative of a domain with a bad reputation;

- Registry Data Analysts evaluate the existing
parameters of a domain and user feedback,
and the results would be registered as an

indicator for determining the reputation of
a domain;

Policy violation shows how often a domain
name has been subject to domain-name
disputes which are resolved by agreement,
legal action, or arbitration.

From external sources:

Reputation management services: a domain
that is listed with domain reputation services
such as Google Safe Browsing or Norton
Safe Web can have a good reputation as this
suggests that that domain was deemed safe
after being reviewed and verified by trusted
third-party services;

Absence of phishing activities: a domain that
is not involved in phishing activities such as
sending unsolicited emails, posting unwanted
advertisements or participating in phishing
scams, could maintain a good reputation;

SSL certificate: a domain with a valid SSL
certificate can indicate that the domain owner
takes security seriously and cares about the
privacy and security of domain users;

DNS records: a domain with properly
configured DNS records and no indications
of DNS hijacking is more likely to be trusted;

Registrar Reputation: there are registrars
that also register domains with a bad
reputation and if a domain is registered by
one such registrar this can be indicative of
the fact that the respective domain name has
a bad reputation;

Domain popularity: if a domain is frequently
visited and has a high volume of traffic, this
can indicate that it is trustworthy and useful;

Domain scoring is provided by external
domain scoring services, which are widely
used for determining whether a domain is
trustworthy or not.

TLDRep dedicated sources

Also, the TLDRep has some specific data inut
sources which are used to determine the reputation
of a domain, such as:

DNS record history registered by TLDRep;

Number of Redirects;
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- Service Vulnerability evaluates the domain

reputation by using External Sources
of information;

- Registry Information provides domain
information from the internal database
records of the Registry;

- SSL use.

Figure 2 shows the data input sources for a domain
name reputation system and the connections
between them.

Registry TLDRep

Domain Age SL

DNS Records
Owner History

Redirects
Name Relevance

Registry Information

Hosts Service Vulnerability
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Trade History

External Sources

NS History

Domain Reputation
Status Services

Registry Data Absence of Phishing
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SSL Certificate

Policy Violation

12000800

DNS Records

Registrar Reputation

Domain Popularity
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Figure 2. The criteria for establishing a domain name
reputation system

5. A Generic Architecture for a
Domain Name Reputation System

Overall, the architecture of a domain name
reputation system involves a complex system of
data collection, analysis, and feedback loops to
identify and prevent spam, phishing, and other
malicious activities associated with a given
domain name. Some of the key features of the
proposed system include:

- Continuous monitoring of domain-related
criteria identified in subchapter 4.3 to detect
any domains that may be associated with
malicious activity;

- Machine Learning algorithms to
analyse the data and identify potential
compromised domains;

- Leveraging a variety of threat intelligence
sources to stay up to date on the latest threats
and malware and providing customizable
reports that can be tailored to meet the
specific needs of different domain registries
or registrars.

By using the proposed generic architecture,
the domain registries, registrars and other
organizations can customize and implement a
solution dedicated to their specific needs.

Figure 3 illustrates the generic architecture of the
proposed TLDRep reputation system.

The domain reputation automated monitoring
architecture is designed to provide a comprehensive
analysis of a domain’s reputation by collecting data
from multiple sources and analysing it by using
internal and external tools that provide a score as
aresult. In parallel, a Machine Learning algorithm
will evaluate the same domain and it will try to
extract patterns in malicious domains that will
be further used for improving the analysis speed
of the system. In order to achieve the intended
objectives, this architecture includes several
interconnected components. The proposed solution
takes multiple domains as an input, which are then
passed on to the filter. The filter contains a fast
database that stores the information on whether a
domain was analysed before and on the outcomes
of the analysis. The filter also contains a whitelist
for known, trustworthy domains that should not
be included in the analysis process. The filtered
domains are then passed on to an array of crawlers
for data gathering. The crawler uses data collected
from various sources such as Registry Data and
data retrieved by Internal tools, and External tools.
After the data is successfully collected, the crawler
puts the domain in a processing queue.

The processing queue includes the domains and
their corresponding collected meta-data that
will be processed by a worker from an array of
workers. The worker’s job is to apply reputation
algorithms to the collected data peculiar to a
domain and output a result in the form of a score.
The result is then placed in a result queue where
it waits to be processed by the core application
and stored in a permanent database. The result
queue also provides data for the ML algorithms
to evaluate and correlate the obtained results. In
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Figure 3. The generic architecture of the proposed TLDRep Domain Name Reputation System

this way, ML algorithms can be trained to better
identify patterns and validate results obtained by
using worker output, thus improving its accuracy
in determining a malicious domain. Domain
analysis results using the TLDRep solution will be
stored in a database and displayed in the TLDRep
Dashboard. The dashboard provides a summary
of the domain’s reputation and its meta-data for
manual verification, including information on its
history, domain age, DNS information, and other
relevant factors that may impact on a domain's
reputation. Overall, the domain reputation
automated monitoring solution provides a
powerful tool for monitoring the reputation of
domains, which can be used by domain registrars,
website owners, and security professionals to
identify potential threats and take appropriate
actions for protecting their online assets.

This solution provides real-time monitoring,
which enables users to quickly respond to any
changes in the domain’s reputation and take the
necessary measures to mitigate any potential risks.

6. Conclusion

The purpose of this paper is to ensure that the
trustworthiness of different domains is preserved
in the case of malicious activities in the Internet

space by automatically monitoring them and
offering solutions to keep data safe. The highly
dynamic nature of the domain name ecosystem
and the proliferation of malicious domains that
represent a real and immediate threat to the
privacy and security of people and companies, are
the main causes that require finding an automated
solution for establishing the reputation level of
a domain and further monitoring its changes
throughout its lifetime.

By establishing the level of reputation of the
owned domain/domains, their current and future
owners (authorities, public institutions, private
companies, individuals, etc.) will have a correct
perspective on the trustworthiness of the owned
domain, thus creating a safer internet space.

In comparison with other existing domain
reputation systems (Notos, Kopis and Exposure)
the proposed system architecture enables real-
time, dynamic domain reputation scoring which
offers the possibility to examine not only newly
registered domains but also domains that are being
transferred or re-registered by other individuals
that might not have the same intentions as the
previous owner (either good or bad).

Based on the proposed architecture, an
experimental technical solution will be developed
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that will act on the anonymized data set from the
RoTLD domain Registry. By studying the patterns
of legitimate and malicious domains, TLDRep can
generate reputation scores for new domains based
on its learned patterns. The generic architecture
presented in this paper will be used for the
detection and monitoring of malicious registered
domains and for the development of a technical
solution. By using the TLDRep solution which
will be developed as a next step, domain name
registries or registrars could gain valuable insights
into potential compromised domains and take
proactive steps to mitigate the emerging threats.
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