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Abstract: In this paper we present a new fair off-line electronic cash system based on Elliptic Curve Discrete Logarithm Problem.
To achieve this, we employed the fair off-line electronic cash system based on discrete logarithm problem suggested by Popescu

and Oros [17] and extended it on an elliptic curve over the finite field GF'(2"). This naturally reduces the message size to 72%

compared with the original scheme and makes it possible to handle a smart card. The anonymity of the system can be revokable
under certain conditions by an oft-line trusted third party.
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1. Introduction

In some applications, it is necessary to protect the privacy of participants. Chaum [6] proposed in 1982 the first
electronic payment system based on the technique of blind signatures in order to guarantee the privacy of
customers. In an e-cash scheme there are three types of participants: the bank, merchants, and users. The users
can withdraw coins from the bank and spend them at merchants. An e-cash scheme is online or offline. In the
former case the bank is involved in every transaction, whereas in the second case payments can be performed
without contacting the bank. Obviously offline schemes are preferable to online schemes. However, an
electronic coin, being nothing but a string of numbers, can be copied and spent more than once, and in an
offline scheme such double-spendings cannot be detected during the actual purchase. Rather than preventing
double-spending, offline schemes are designed so that double-spenders are detected and identified. Privacy is a
crucial ingredient of e-cash schemes. It is desirable that merchants cannot learn the identity of the user, or even
determine whether two payments were made by the same user or not. Many schemes also provide the same
privacy towards the bank. However, anonymity also works in favor of criminals using the scheme for illegal
activities protected by the privacy offered. To protect against such events some schemes offer the possibility for
trusted third parties to trace a payment. Most schemes require a merchant to deposit a coin after the purchase. A
few schemes allow a coin to be transferred between users in several steps before it is deposited at the bank.
Such schemes are said to have transferable coins. Another possible feature is divisibility, i.e., that a coin may
be spent only in part.

The complete anonymity of electronic cash system can be used for blackmailing or money laundering.
Von Solms and Naccache showed in [18] that anonymity could be used for blackmailing or money
laundering by criminals without revealing their identities.

The concept of fair electronic cash system was put forth independently by Brickell [2] and Stadler [20]. It
offers a compromise between the need of the privacy protection of customers and effectively preventing
the misuse by criminals. On one hand, the bank and the merchant can not obtain the identities of
customers by themselves. On the other hand, in the cases where there are suspect criminal activities (e.g.
blackmailing or money laundering), the trusted third party, with the help of the bank, can revoke the
anonymity of the customer or the coin.

Based on the system of Brands [1], Brickell proposed a fair electronic cash system [2], in which a trustee
must be involved in the transactions. Camenisch extended his anonymous payment system [3] to be a fair
payment system [5]. Frankel, Tsiounis and Yung proposed a fair off-line electronic cash system [7] which
need more communication among the bank, the customers and the merchants.
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Also, electronic payment systems with revokable anonymity have been proposed in [4], [8], [11], [15]. In
these payment systems trusted third parties are able to revoke the anonymity of the customers in case of
suspicious transactions. When illegal acts like blackmailing are disclosed, the trusted third party can
block various attacks on payment systems by tracing the coins or the customer.

In this paper, we propose a new fair off-line electronic cash system based on elliptic curve discrete
logarithm problem. The anonymity of users can be revoked in our double spending resistant system and
our system has the ability to trace both the electronic coin and the owner of the electronic coin.

This paper is organized as follows. The next section presents elliptic curves over finite fields. In section 3,
we present our fair off-line electronic payment system. Furthermore, we discuss the security and
efficiency of this system in section 4. Finally, we conclude the work of this paper in the last section.

2. Elliptic Curves over Finite Fields

Many researchers have examined elliptic curve cryptosystems, which were firstly proposed by Miller [13]
and Koblitz [9]. The elliptic curve cryptosystems which are based on the elliptic curve logarithm over a
finite field have some advantages over other systems: the key size can be much smaller over the other
schemes since only exponential-time attacks have been known so far if the curve is carefully chosen [10],
and the elliptic curve discrete logarithms might be still intractable even if factoring and the multiplicative
group discrete logarithm are broken.

Elliptic Curves over GF'(2"): A non-supersingular elliptic curve £ over GF(2") can be written
into the following standard form

E: Yy +xy=x+ax’+b, b#0,a,beGF(2").

The points P =(x,y), x,y € GF(2") that satisfy this equation, together with a “point at infinity”
denoted O form an abelian group (£, +, ) whose identity element is O.

Let P=(x,,y,) and O =(x,,y,) be two different points on £ and both P and Q are not equal to
the infinity point. Addition law for £ non-supersingular is as follow: For 2P = P+ P =(x;,y;), if
x,#0

x,=0"+5+a

Vi =(x,+x,)0+x;+y, where & =x +y/x.

If x,=0,2P=0 .For P+Q=(x;,),),if x, =x,, then P+ =0 . Otherwise,

X, = A+ A+x+x,+a

Yy =+ x)A+x+y, where A=(y +,)/(x; +x,).

Elliptic Curves over GF'(p"): A non-supersingular elliptic curve £ over GF(p"), p >?2 can be
written into the following standard form

E: y'=x+ax+b, 4a’+27b*#0,a,be GF(p").

For the addition law, for the elliptic curve E over GF(p"), see more details in [12].
We give a definition of the elliptic curve discrete logarithm problem [16].

Definition 1. Let £ be an elliptic curve defined over a finite field F,, and let P € E(F}) be a point of

order n. Given Q€ FE (Fq), the elliptic curve discrete logarithm problem is to find the integer
[,0<[/<n-1, suchthat Q=1[-P.

3. The Proposed fair off-line Electronic Cash System

In this section, we propose a new fair off-line electronic cash system based on elliptic curve discrete
logarithm problem.
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An electronic cash system is composed of a set of protocols in which three participants are involved: a
customer, a merchant and a bank. Basically, three protocols are included in an electronic cash system:
withdrawal protocol involving the customer and the bank, payment protocol involving the customer and
the merchant and deposit protocol involving the merchant and the bank. In our payment system will be
added one more party, the trusted third party, and two more protocols acted between the bank and the
trusted third party: customer tracing protocol and coin tracing protocol.

In Figure 1 we give the general model of an off-line electronic cash system.

Trustee

Customer Merchant
Figure 1: Off-line E-cash Model

3.1. System parameters

In this paper we use an elliptic curve £ defined over a finite field Ez of characteristic p . The system

parameters consist of:

1. afield size ¢, where ¢ is a prime power (in practice, either ¢ = p, an odd prime, or g = 2").

2. two field elements a,b € Ez’ which define the equation of the elliptic curve £ over Ez (i.e.,

¥ =X’ +ax+b inthecase p >3, where 4a’ +27b° #0).

3. two field elements x, and y, in F,, which define a finite point P =(x,,y,) of prime order in

E(F,) (P# O, where O denotes the point at infinity).

4. the order n of the point P .
5. aone-way hash function, H , such as SHA-1 [14].

The Trusted Third Party:
The trusted third party executes the following to setup his parameters:

1. Select random secret X, from the interval [1,7—1].
2. Calculate the point P, =x, - P
3. The public key of the trusted third party is P .

4. The corresponding secret key is X, .
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The Bank:
The bank executes the following to setup his parameters:

1.
2.
3.
4,

Select random secret X, from the interval [1,n—1].
Calculate the point £, = x, - P
The public key of the bank is £} .

The corresponding secret key is X, .

The Customer:
The customer executes the next steps to setup his parameters:

1.

2.
3.
4.

Select random secret X, from the interval [1,n—1].
Calculate the point P =x, - P
The public key of the customer is P, .

The corresponding secret key is X, .

3.2. The Withdrawal Protocol

The withdrawal protocol involves the customer and the bank in which the customer withdraws an
electronic coin from the bank.

The customer must to perform the following subprotocol with the bank:

1.

7.

The customer sends his electronic cash requirement:
m = H(withdrawalrequire || ID || time)

to the bank, where ID is the identity of the customer and H is a collision-resistant hash
function. Then, the customer signs the message m using the elliptic curve signature scheme of
Schnorr [19]:

r, ZH(ku -P,m) (1

s, =k, —rx, (modn), ()
where k, €[1,n—1]. The customer sends the signature (7,,s,) to the bank.

The bank checks that the following equality holds:

r,=H(s,-P+r,-P,m).

Then, the bank uses blind Schnorr signature [4] to sign the e-coin: selects k' €[l,n—1],
computes the point R =k"- P =(x,,,) and sends R to the customer.

The customer establishes a randomly coin ¢ of 24 bit, randomly selects «, f €[l,n—1],
computess R, =R+a-P+[-P, and  blind the e-coin by  computing
¢’ = H(c,R,)— f(modn) . The customer sends the value ¢’ to the bank.

The bank computes: s' = k' —¢'x, (modn) and forwards s' to the customer.

The customer computes s, = 5" +a(modn) . The pair (R,,s,) is a valid e-coin signature
issued by the bank.

The bank computes z,,, = X,(modn) and stores the pair (ID, z,,) in his database.

The customer has to perform the following subprotocol with the trusted third party:

294

The customer sends (c,c’,s',s,, R, R,) to the trusted third party.

The trusted third party verifies the signature of blinded coin:

R=s"-P+c' B, (3)

If the equality (3) does not hold, then the subprotocol fails. Otherwise, the trusted third party will
accept the signature.

The trusted third party chooses a random number k, €[1,7n—1] and computes:

r,=H(k,-P,c) 4
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s, =k, —x,r,(modn). (5)
4.  The trusted third party stores the pair (z,,,c), where z,, = X,(modn) and X, is x-coordinate

of R.
5. Finally, the trusted third party sends the pair (7;,5,) to the customer.

The e-cash is represented by the tuple (c,7,,s,,S,,7,,5,,R,).

STudFud 2o

3.3. The Payment Protocol

The payment protocol involves the customer and the merchant in which the customer pays the electronic
coin to the merchant.

1. The customer sends the tuple (c,c’,s',s,,7,,5,,%,,R,s,,R,) to the merchant.

2. The merchant verifies the validity of the signature (7,,s,) by checking that the following
equality holds:
r,=H(s,-P+r,-P,m). (6)

From (1) and (2), we have:
r,=H(k,-P-rx,-P+rx, -P,m)=
=H(k,-P,m)=r,
3. The merchant verifies the validity of the signature (R,, Sb) by checking that the following
equality holds:
R=s"-P+c' b, (7)
We have:
R=s"-P+c" B =(k'-cx,)P+c'x,- P=
=k'-P-cx,P+c’x,-P=k'-P=R
4. The merchant verifies the validity of the signature (rt , St) by checking that the following
equality holds:
r=H(s, -P+r-P,c). (®)
From (3) and (4), we have:
r=H(s,-P+r,-P,c)=H((k, —x,r,)-P+rx,-P,c)=
=H(k,-P-xr1,-P+rx,-P,c)=H(k,-P,c)=r,

If the equalities (6), (7) and (8) hold, then the merchant will accept the coin from the customer.

3.4. The Deposit Protocol

The deposit protocol involves the merchant and the bank as follows (the merchant deposits his electronic
coins to the bank):
The merchant sends the e-cash (c,7.,,S,,5,,7,,5,,R,) to the bank.
2. The bank verifies the validity of the e-coin using the same operations as the merchant (see steps
2, 3 and 4 from subsection 3.3).
3. The bank checks whether the coin has been double spent. If the coin was not deposited before,
the bank accepts the coin and will deposit the e-cash to the account of the customer. Then the
merchant sends the goods to the customer.

If the coin was deposited before, then the bank requests the trusted third party that the identity of the
dishonest customer to be revoked.
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3.5. The Customer Tracing Protocol

The customer tracing protocol involves the bank and the trusted third party. This protocol is used to
determine the identity of the customer in a specific payment transaction. Money laundering can be
prevented from detecting the identity of the illegal customer in this protocol.

The customer tracing protocol is as follow:

1. The bank sends the e-coin (c,7,,S,,S,,7,,5,,R,) and R =(x,,),) to the trusted third party.

u>tt2 o

2.  The trusted third party verifies the validity of the e-coin using the same operations as the
merchant (see steps 2, 3 and 4 from subsection 3.3), computes z,, = x,(mod#n) and sends z,,

to the bank. Note that z,, is linked with the customer’s identity in the database of the bank.

3. The bank can find the corresponding customer from his database (saved in the withdrawal
protocol).

3.6. The Coin Tracing Protocol

The coin tracing protocol involves the bank and the trusted third party. This protocol determines the e-
coin in the case when the blackmailing occurs. The blackmailing can be prevented in this protocol.

The coin tracing protocol is as follow:

1.  The customer sends his identity, ID, to the bank.

2. The bank sends R =(X,,),) to the trusted third party.

3. The trusted third party computes z,, = x,(modn), finds the corresponding coin ¢ and then

sends the coin ¢ to the bank. Note that z,;, is linked with the coin ¢ in the trusted third party’s
database.

4.  The bank can reject the coin C.

4. Security and Efficiency Analysis
In this section, we will analyze the security and efficiency of the proposed fair off-line electronic cash system.
Theorem 1. If the blind signature scheme is secure against forgery then the proposed e-cash system is

secure against forgery of the coin.

Proof. 1f a dishonest customer tries to forge a valid e-coin, he must to generate a valid blind signature of
the bank, (Rb,Sb) . Since solving a elliptic curve discrete logarithm problem is infeasible (i.e. from the

public key of the bank, x, - P, the customer can not compute the secret key of the bank, x, we can say

that the forgeability of the coin is impossible. o

Theorem 2. The anonymity of customers can be removed with the cooperation between the bank and the
trusted third party in certain special cases.

Proof. The trusted third party records each pair (¢, z ID) in the withdrawal protocol and z,,, is linked with the

identity of the customer. He can checks in his database the tracing information and provides it to the bank.

Theorem 3. The proposed fair off-line electronic cash system can protect the customer’s privacy and
keep the system anonymous.

Proof: Since the blind Schnorr signature (R;,s,) can not give any information for the coin ¢, the bank

can not link the blind coin with the identity of the customer. Therefore, it is infeasible for the bank to
trace honest customers without the help of the trusted third party. Also, in the payment protocol, the

merchant can only verify the e-coin of the customer and the identity of the customer is anonymous. o
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Our e-cash system increases an overall efficiency compared with the system in [17] in terms of the size of
the message and the storage space. Assuming a prime modulus p and ¢ in [17] to be 1024 bit and

160 respectively, we compare the system in [17] with our electronic cash system which has a point P
of 160 and n of 160. The messages of payment phase (c,7,7,,S,,7,,s,) is 5144 bit in [17] and

1464 bit in our electronic cash system. Therefore, the proposed e-cash system has 72% reduction in
the message size.

5. Conclusion

In this paper we proposed a new fair off-line electronic cash system with anonymity revoking trustee.
Customer’s anonymity can be removed by proceeding owner tracing and coin tracing under cooperating
of the bank and the trusted third party. In our scheme the trusted third party verifies the bank’s signature
of the e-coin and then records the tracing information, which is different from conventional electronic
cash system. The security of our system is based on the elliptic curve discrete logarithm problem.
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