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Abstract: Group signature is a primitive in digital signatures. A group signature allows members of a group to sign messages
anonymously on behalf of the group. In the event of a dispute, a designated trusted entity can reveal the identity of the actual signer.
The application of group signatures includes e-voting, e-bidding and e-cash. Recently Popescu proposed an efficient group signature
scheme for large groups. The lengths of the group’s public key and of signatures do not depend on the size of the group. In this paper,
however, we find there are some problems in the Popescu group signature scheme. Moreover, this scheme is vulnerable to forgery
attacks. Any adversary could easily forge a valid group signature for any message without the knowledge of the secret values of the

legal members of the group.
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1. Introduction

Group signature is a relatively new cryptographic concept, which allows and only allows individual member of a
group to compute digital signature for any message on behalf of the group. The receivers can verify that it is a
valid group signature with respect to a single group public key, but cannot identify which member of the group
issued it. Furthermore, group signatures are unlikable, which makes it computationally hard to establish whether
or not multiple signatures are produced by the same group member. In the case of a late dispute, the group
manager can reveal the identity of the signer. The group signatures can be applied to e-voting, e-bidding and

e-cash, where the privacy of signers or of organizations is required.

In 1992, Chaum and Heyst [1] introduced the first group signature scheme. Since then, some group
signature schemes were proposed [2-8]. Some were based on factoring (FAC), and others were based on

discrete logarithm (DL).

In 2001, Popescu [9] proposed a new efficient group signature scheme based on Okamoto-Shiraishi’s
assumption [10] (the difficulty of computation of approximate e-th roots modulo a composite number). One
main advantage of the Popescu group signature scheme is that both the lengths of the group public key and
the group signatures are independent of the group’s size. Hence the Popescu group signature scheme is well

suitable for large groups.

In this paper, we would like to point out that there are some problems in the Popescu group signature
scheme. We would also show that this scheme is not secure since any adversary can easily forge a valid

group signature for any message without the secret values of the legal members of the group. The verifiers
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could not find this forgery, even the group manager could not find who is the actual signer. The reason of

security problem is that the membership certification 1s not verified.

2. Brief Review of the Popescu Group Signature Scheme

A group signature scheme consists of five phases: (1) Setup: the group manager chooses the private
parameter and the public key of the group. (2) Join: a group member joins the group by obtaining his
membership certificate. (3) Sign: a group member signs messages with his private key. (4) Verification: any
verifier validates the group signature with respect to a single group public key. (5) Open: the group manager

determines the identity of the actual signer of a group signature.

2.1 Setup

The group manager chooses random prime numbers p’, ¢’ and computes p=2p "+ 1 and ¢ =2g’ +1. Then the
group manager computes 7 = pg. Let /, denote the bit-length of ». He chooses a real £> 1 and a public
exponent e > 4 such that e is relatively prime to ((). The group manager selects g an element of Z,* of
order 1. Let G = <g>. The group manager selects an element # € G whose discrete logarithm to the base g
must not be known. He chooses an element C € Z,*. The group manager chooses a secret value x and
computes v = ¢* (mod #). Finally, a collision-resistant hash function H:{0,1}"—>{0,1}* and security
parameters 7>1. /;, [, are set. The publickey is P=(n, 5,8, ¥, h C, €., 7,11, [2) and the secret key is S=(p,
g, x). In practice, the component of P must be verifiable to prevent framing attacks.

2.2 Join

Suppose now that a user wants to join the group. We assume that communication between a group member and
the group manager is secure, i. e. private and authentic. A membership certificate in the group signature scheme

consists of a pair of integers (X, &) satisfying X* = C + & (mod ») and & € [211 . 2% 4+ 2% _1]. To obtain his
membership certification, each user U, must perform the following protocol with the group manger.

1. The user U, selects a random element x; € [ZI' , o LT L 1] and computes /D, = & i (mod )
2. The user U; must prove to the group manager that he knows D/og,/D, and that this value is in the
interval (2" -2 PR e

3. Then the user U, chooses a random number € Z,* and computes z = ¥ (C + x;) (mod #). He sends
z to the group manager.

4. The group manager computes v = 2 (mod n) = #(C + x,)""* (mod #) and sends v to the user U,

5. The user U; computes A; = vir=(C + x,)” ¢ (mod #). The pair (4, X;) is the member certificate of
the user U,

Consequently, at the end of the protocol, the group manager does not know the membership certification (4; X;)
of the user U,. The group manager creates a new entry in the group database and stores /D, in the new entry.
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2.3 Sign

A group member U, with a member certificate (4, X; ), can generate anonymous and unlinkable group

signature on a message m as follows:

1. Choose an integer w € {0,1}" and computes
A=A} (modn), B=g"(modn), D= g"y" (modn).

2. Choose r; er {0,136, r; er {0,1}6‘”6“‘ ), ry er {0,369, 1, g {0,1}&'(]2 kY
er{0,1}¢>**) and computes
dy= B"/g"(modn)
& =g D" y" (mod n)
dy= g" (mod n)

dy= g"y" (mod n)

3. Compute c=H(m||g||hl[y||4||B|D||d\||d:|ds]|ds)
4, Computes; =r|fc(x,-—2!‘ ), Sy = —CXW, 53 =F3—CW, 54 = Iy +x,-+r;2[' , 85 :r5+x,w+821’ (lIlZ)

. Sends the group signature (c, s, 53, 53, 54, 5, 4, B, D) to the verifier.
2.4 Verify
The resulting signature (c, s, 52, 53, S, 55, 4, B, D) of the message m can be verified as follows:

! Y —_peah
1. Compute ¢’ = H(mllgllhlVI4I|BIID|l B* /g® (mod n)] D™ %" /y*™*" (mod n)

1 B°g" (mod n)| D°g" " p** (mod n))
2. Accepted the group signature (c, sy, 52, 53, 54, 85, 4, B, D) if and only if ¢ = ¢’ and

5y er =200, 26D, 5y e (2lovhek | 2glathe), sy e (2lotk, | 250, s,

e {20rH, 2600, 55 e (2R 201+

2.5 Open

Given a group signature (c, 5y, 5o, 53, 54, 55, 4, B, D), the group manager can, by checking its correctness, find out
which one of the group members issued this signature. He gives up if the group signature is not correct.

Otherwise, he performs the following steps:
1. Recover ID; (the identity of the user U;) as /D;= D/B" (mod n)

2. Prove that Dloggy = Dlogy(D/ID; mod n)
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3. Security analyses

3.1 The choice of the public key of the group

The group manager chooses random prime numbers p’, ¢’ and computes p=2p "+ 1 and ¢ =2¢’ +1. Then the
group manager computes n = pq. However that p” and g~ are prime numbers does not implies that p and ¢
are also prime. If » contain several small factors, the computation of approximate e-th root modulo the
composite number # is not difficult, so is the computation of the discrete logarithm Dlog,ID;

Even if p and ¢ are prime, the group manager can also compute the discrete logarithm Dlog,ID; with the

knowledge of the factoring » as follows:

1. Compute two integers a and b such that /D; = g (mod p) and ID; = g’ (mod g) since 7, = 1200
implies [, = 600 and /, = 600. So x; = a mod 2p’ and x; = b mod 2g°

2. Compute x such that x = a mod 2p’ and x = bmod g’ by the Chinese Remainder Theorem, since p’

and g’ are also prime. Hence x = x;.

3. Compute 4, = (C + x,)" (mod n)

Therefore the group manager with the knowledge of the membership certificate (4, x;) can sign any

message on behalf of the user U,

Besides, there does not exist any element of order » in Z,*. The group manager cannot select g an element

of Z,* of order n.

3.2 Forgery attack

Suppose that an adversary does not know any membership certificate (4, x;). To forge a group signature for

any message m, he does the following steps:

1. Selects two random elements v and u € [2", 2 4+ 2" _ 1] as forged membership certificate.

2. Choose an integer w r:‘R{Osl}"2 and computes
A = vh” (mod n), B = g" (mod n), D = g"y" (mod n).

3. Choose 7 ex {0,1}¢™®, rz er{O,}ee*™0, 1y ex {01}, rs ex {0,160, 15
er{0,1}&'»** and computes
di= B"/g" (modn)
Hz Ly e
dzxg D4/y5(m0dn)
dy= g" (mod n)

dy= g"y" (mod n)

4. Compute c = H(m||g|lhlly||4B||Dl|d)|d:|ds]|ds)
5. Computesl=r1~c(u—2‘1),sz=r2—cuw,s3=r37cw,s4:r4+u+c2’!,35:r5+uw+c2'- (in Z)

6. Send the group signature (¢, si, 52, 53, 84, 55, 4, B, D) to the verifier.
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Upon receiving the message (¢ 51, 52, 53, 53, 55, A, B, D), the verifier computes
dy = Fare / g"* (mod n)

e gw(rrc(u—z’l 1-e2)=(r—cuw) (mod 1)

=g"""" (mod n)

=B"/g" (mod n)=d,

& = D" /%" (mod n)

(o +ase2)-e28 x(rmiows 2 =e20) (g

=g
=gu2+(u+xw)r4—xr5 (mod 1)
=g"2Dr“ [ y® (mod n) = d»
d’ = B°g” (mod n)
=g""™" (mod n)

=g" (mod n)=ds

4y = Dg"™%" y® (mod n)
_ g(u+xw)c+r]fc(u—2“ Y—c2" +x(p-cw) (mod 1)

= g""* (mod n)

g"y" (modn)=d,
Hence ¢’ = c and (51, Sa, 83, 54 8s) are in their intervals respectively. The verifier would always accept the
forged group signature.

Moreover, the group manager cannot recover ID since (D / B) = g" that is not the identity of any group

member stored in the group database.

The security weakness comes from the fact that the verification equation does check the membership
certification (4,, .X; ) with the property 4 = C + x; (mod n)

4. Conclusions

We have pointed out that there are some problems in the Popescu group signature scheme. Though we can
choose larger primes as p and g, which would double the bit size of the composite number n. However, this

modification would reduce the efficiency of the Popescu group signature scheme. Even so, there still exists
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a fatal security problem in the Popescu group signature scheme. Any adversary can easily forge group
signatures for any message on behalf of the group. The group manager cannot reveal the identity of the

forger, and verifiers cannot find forged group signature.

The security problem results from that the verification equation does not verify the membership
certification. Though the membership certification is required to compute group signatures, the adversary
can use a false one instead of the valid one since verifiers cannot discover this kind of fraud.
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