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Abstract: Cyber diplomacy is an emerging field of study and practice focusing on transborder coordination between sovereign
actors in order to address issues of collective importance related to the digitalization of society, emerging technologies, the
threat environment, and other consequences emerging from these developments. This article analyzes cyber diplomacy
from the perspective of Complex System Governance theory, which is a framework of thought focusing on the viability of
systems-of-systems. Cyber diplomacy can be integrated into such a systemic perspective through its role in communication
and coordination among integrated actors. This analysis paves the way for future research into cyber diplomacy, including

through modelling and simulation.
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1. Introduction

Cyber diplomacy is an emerging field of study
and practice focusing on transborder coordination
between sovereign actors in order to address
issues of collective importance related to the
digitalization of society, emerging technologies,
the threat environment, and other consequences
emerging from these developments. Many states
have implemented explicit cyber diplomacy
initiatives, formalized through consultation groups
with companies, positions of Ambassador-at-large
for cyber, dedicated departments and centers within
Ministries of Foreign Affairs and an active interest
in international bodies dedicated to technical issues
such as standards or infrastructure. They have
also actively tried to develop norms, rules and
international law to govern the increasing cyber
interaction, dependence, and conflicts between
states and between entities operating under
different jurisdiction and legal and administrative
frameworks. At the same time, there is a growing
awareness of cyber diplomacy as an area of
theoretical study, which can better explain the
evolution of the international system and of the
digitalization trend, as well as provide valuable
lessons for practical cyber diplomacy efforts.

The present paper expands the theoretical
understanding of cyber diplomacy by utilizing
an existing framework for analyzing, managing
and designing specialty measures for complex
systems-of-systems, titled Complex System
Governance (CSG). This framework is related
to the wider field of Systems-of-Systems
Engineering (SoSE) and is utilized, among other
applications, for critical infrastructure protection

efforts (Pulfer & Bucovetchi, 2016). Drawing
on CSG and SoSE theory, it can be noticed that
they provide abstractions, concepts and principles
(Pulfer & Bucovetchi, 2016) which are useful for
systematizing cyber diplomacy in order to expand
the state-of-the-art, to make possible modelling
and simulation efforts of cyber diplomacy and of
systems in which it is used, and to support future
theoretical development.

CSG is a particular framework developed in recent
years based on SoSE to systematize the challenges
facing stakeholders and governance systems, as
well as their solutions in a manner applicable to
SoS. As a field, it lies at the intersection between
system governance, management cybernetics and
systems theory (Keating & Katina, 2016). CSG
provides, as a framework, “a holistic perspective
on the design and operation of a complex system
facing a complex system which, in practice,
is also beset by ambiguities, uncertainties and
political and jurisdictional limits” (Vevera et al.,
2019), which can be considered especially relevant
for cyber diplomacy. CSG is particularly useful
for preventing of “system drift”, a phenomenon
impacting organically developing complex systems
which become affected by various pathologies
because of the lack of purposeful design or review.
The global ICT infrastructure and ecosystem is a
most notably relevant example of organic system
evolving in unanticipated directions, without
any true overarching intent or design, regardless
of attempt by sovereign actors to understand,
rationalize and regulate it to a certain degree,
which merely adds to the complexity.
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This paper will prove that the CSG framework
is strongly compatible with cyber diplomacy for
analytical purposes and, thereby, will provide a
better understanding of the high-level governance
layer of complex systems-of-systems. This
concludes the brief introduction of this article.
Section 2 presents the specialty literature for the
System-of-Systems Engineering perspective on
which the present analysis is based, linking it
to cyber diplomacy. Section 3 then presents the
Complex System Governance framework to which
cyber diplomacy is going to be linked conceptually
and which justifies this approach. Following that,
in Section 4, the main contributions of this paper
can be found, by establishing the conceptual links
of cyber diplomacy to CSG theory, including the
metasystem functions on which CSG is built. The
conclusion summarizes the paper and highlights
avenues of further research, based on the results
presented in this paper.

2. The System-of-Systems
Engineering Perspective

Fundamentally, the approach of this paper is
based on System-of-Systems Engineering (SoSE),
of which Complex System Governance is a late
addition. The approach rests on the issue of
escalating complexity in interlocking systems.
Gharajedaghi (1999) explained the issue by
dividing systemic realities into four cases: organized
simplicity, chaotic simplicity, organized complexity
and chaotic complexity. SOSE approaches the latter
two, by embodying, per Katina et al. (2016), “the
planification, analysis, organization and integration
process of a mix of preexisting systems and new
systems in a system-of-system capability that is
more than the sum of its constituent parts.” SoSE
proposes, according to Boardman and Sauser
(2006) to “achieve interoperability, amongst the
legacy systems and possibly additions of new
systems to the SoS”. As a multidisciplinary domain,
it has been used for everything, from energy and
industrial systems, to weapon systems, transport
systems, financial constructs (carbon trading), and
myriad others (Katina et al., 2016).

Baugh (2015) also convincingly argues that one
driver of the complexity which SoSE can and
does handle is that stemming from cross-border
operation and governance of complex systems,
given that national borders are natural jurisdictions
separating different organizations, authorities,
standards, philosophies, and acquisition processes

in place, not to mention a long-term source of
differentiation in how these systems are built-up.

From this perspective, it can be stated that SoSE
perspective is tailor made as a lens for analysis of
cyber diplomacy as process, practice, and field.
Cyber diplomacy, according to Georgescu et al.
(2020), is a process using traditional diplomatic
means, agents, and institutions, alongside new
ones, to tackle transborder cooperation/conflict
on issues relating to the digitalization of societies
divided by these borders and increasingly unified
in cyberspace. Table 1 presents a series of
issues tackled by cyber diplomacy, but in a non-
exhaustive manner.

Cyber diplomacy emerges as a valuable domain
of analysis and practice through the compatibility
of its previously stated subject domain with the
characteristics of systems-of-systems defined by
specialty literature, including Maier (1996) and
DeLaurentis (2006).

Maier (1996) and DeLaurentis (2006) presented
several characteristics of Systems-of-Systems,
as follows:

- Operational independence — Systems can
operate independently or autonomously, but
can still be a part of a larger SoS featuring
interdependencies and exchanges, including
through the transmission of changes in one
system (positive or negative) to another,
potentially setting up feedback loops (vicious
our virtuous);

- Managerial independence — Systems can be
created, run, managed, acquired, liquidated
independently from one another. This
obviously describes the fragmentary state of
cyber infrastructure across nations, but also
the varying competent authorities;

- Evolutionary development — The SoS
evolves, by adding new capabilities, systems,
components, and competencies based on
necessity, experience, interest. Obviously,
the pursuit of greater efficiency, productivity,
capability, and security in the cyber realm is
an instance of evolutionary development;

- Emergent behaviors — The SoS features
properties,  behaviors and  emerging
capabilities that are not necessarily found
in the individual systems and could not
have been anticipated from their analysis in
a void. The emerging problems addressed
by cyber diplomacy, from ransomware to
cryptocurrency regulation and ethical Al,
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Table 1. Cyber diplomacy domain

The Cyber Diplomacy Domain of Action

Crime

Cybercrime in its myriad forms, cyberterrorism, law enforcement
cooperation, intelligence exchanges

Harmonization of value-based regimes of governance

Digital authoritarianism, censorship, fair access to reliable data,
protection of minors, and other vulnerable groups

Intellectual property

Protection of cross-border intellectual property rights

Privacy protection

Data sovereignty, privacy, protection of minors

Strategic autonomy

Data sovereignty, digital autonomy, strategic autonomy,
technological autonomy (including in the European sense)

Standards

Standards for information technology and communication such as 5G

Warfare (conventional, hybrid, asymmetric)

Cyber warfare, the applicability of the Laws of Warfare, cyber
restraint, protection of civilians and civilian infrastructures,
intelligence exchanges

Emerging technologies

Al ethics, Al bias, Blockchain, threats from deepfakes, non-cyber
technological systems undergoing digitalization (smart grids)

Productivity growth through investment

Cross-border investment, value chains, supply chain security

Emerging issues

Any other issues which become current as a result of digitalization

(ex.: cryptocurrency and smart contract regulation)

as well as data sovereignty and strategic
autonomy indicate that cyber diplomacy is a
tool for a cyber SoS governance;

Geographical distribution — Systems are
not necessarily located in loose proximity
to each other, in the same jurisdiction or
are not necessarily made up of discrete
locatable assets, and can include distributed
systems/infrastructure in networks;

System heterogeneity — The components
are different, operate according to different
logics and necessities, subject to differing
constraints. A wider view of the definition
of infrastructure as encompassing also
organizations, competent authorities, and
legislative/administrative frameworks adds
to this heterogeneity and is a specific source
of necessity for cyber diplomacy;

Systems are networked—The SoS components
are organized within networks which also
establish the rules and norms of interactions,
whether by design or in an emergent pattern.
The chaotic evolution of the digital realm is a
prime example;

Interdisciplinary study — SoSE is a discipline-
of-disciplines, requiring knowledge for
different fields. Georgescu et al. (2020)
establish this as being the case for cyber
diplomacy, requiring not only classically
trained diplomats, but also subject matter
experts, and a cross-fertilization of fields, with
diplomats absorbing technical knowledge
and experts becoming “diplomatized”.

3. Complex System Governance

Keating et al. (2015) define CSG as “a paradigm
starting from a theoretical conceptual foundation
of a system which defines nine interrelated
functions which must function together through
various mechanisms. These mechanisms
invoke metasystem governance to provide the
communication, control, coordination, and,
integration necessary for system viability.” Keating
et al. (2014) provide an alternate definition as “the
design, execution and evolution of metasystem
functions necessary for communication, control,
coordination, and integration of complex
systems”. According to Katina & Calida (2017),
this metasystem approach distinguishes CSG
from SoSE, since the metasystem is a conscious
abstraction developed by CSG practitioners to
understand the system and to design measures to
iteratively improve its operation.

In exploring the realm of governance in complex
systems, it is crucial to examine various
techniques and approaches that have shown
potential for improvement. Auditing in machine
learning, as discussed by Kearns et al. (2018)
and Wilson et al. (2021), offers valuable insights
into ensuring transparency and accountability
in algorithmic decision-making. Collaborative
decision-making, as explored by Filip et al. (2017)
and Filip (2020), harnesses collective intelligence
and stakeholder participation for more inclusive
governance outcomes. The socio-technical
aspects within information systems, as addressed

ICI Bucharest © Copyright 2012-2023. All rights reserved



130 Carmen-Elena Cirnu, Alexandru Georgescu

by Tarafdar et al. (2007) and Tarafdar et al.
(2020), highlight the intricate interplay between
social and technical dimensions, emphasizing
the need for a holistic approach to governance.
Social contracts in privacy, as exemplified by
Martin (2016), establish mutual obligations
and responsibilities between data subjects and
collectors, contributing to ethical data governance.
Cultural aspects in improving machine learning
fairness, as investigated by Awwad et al. (2020),
shed light on addressing biases and disparities in
algorithmic decision-making. Considering the
issue of data sovereignty, initially explored by
Peterson et al. (2011) and reviewed by Hummel
et al. (2021), becomes crucial in governing
data-intensive complex systems. Furthermore,
industry standards like IEEE 802.11 and IEEE
802.3 provide a solid foundation for establishing
technical norms and interoperability in domains
such as 5G. By incorporating these diverse
techniques and considering their conceptual
links to cyber diplomacy, this study aims to
contribute to a comprehensive understanding of
complex system governance, fostering effective
and sustainable governance practices in an
increasingly interconnected and digital world.

In the opinion of the authors, it also provides an
ideal use case for cyber diplomacy analysis and
also for cyber diplomacy as a CSG-compliant
mechanism of ensuring system viability for
cross-border digitalized systems (which is on
track to be all of them, from energy and finance
to administration and industry and more).

CSG relies on the concept of complex systems
in a wider sense. Complexity is a qualitative
measure while complicatedness is a quantitative
one. With the application of sufficient effort,
one can hope to completely map and understand
a complicated system, but not a complex one,
since linear growth in the number of system
components and functions creates an exponential
growth in the possible interactions, leading to
characteristics such as emergent behaviors
(Eusgeld et al., 2011). Figure 1, compiled by the
authors from the specialty literature, emphasizes
multiples aspects of this complexity.

There are two fundamental goals for CSG
(Keating & Katina, 2016). The first is system
viability, which is simply its continued existence.
Normally, systems designers and governors aim
for resilience, which is the ability of a system to
minimize the risk of disruptive events appearing

Ambiguity - lack of clarity
in understanding the
system and context

Emergence - unpredictable
events and behaviors not
shared by individual
components

Uncertainty - incomplete
knowledge casts doubts
regarding actions

| E—

Non-ergodicity - the
system has no real defined
state and we can't
recognize transitions
L between states

[

Characteristics
of complex
systems

Interdependence - mutual
influence among system
components; transmission
of system state changes

Complexity - systems so
intricate they defy perfect
control, understanding,
predictability, explanation

1

Context dependence -
outside factors, trends,
conditions differentiate
systems and must be taken
into account

Non-monotony - increased
component knowledge
does not provide better
system understanding

Holistic domain - includes
theories, instruments from
human/social sphere,
technology, management,
economics etc.

Figure 1. Complex systems and their characteristics (Gheorghe et al., 2018; Keating et al., 2014;
Sousa-Poza et al., 2008)

https://www.sic.ici.ro



Complex System Governance Theory and Conceptual Links to Cyber Diplomacy 131

and, should they occur, the minimization of
damages and the rapid resumption of a minimum
acceptable level of functioning, while taking
measures to improve performance (Georgescu et
al., 2019; Gheorghe et al., 2018). System viability
is the minimum level of continued existence and
potential recovery for a complex system. As it
has been noted, cyber diplomacy is preoccupied
with a variety of governance problems made
more difficult by the necessity of cross-border
cooperation, with system destruction being a
possible worst-case scenario if warnings related to
cyber warfare, Internet balkanization, existential
Al risk, the destruction of civilian infrastructures
with mass damages and casualties and other
scenarios advanced in the public realm are taken
into account, as justifying state engagement in
cyber diplomacy (Georgescu, 2022).

The second goal is the prevention of “system drift”.
It appears when systems are not subject to a rigorous
design and therefore become prey to undesirable
and unanticipated consequences. System evolution
is chaotic, uncontrolled, self-organizing under
myriad pressures stemming from new technologies,
techniques, functions, interactions, assets,
new security and economic imperatives, new
management etc. (Vevera et al., 2022). Since there
is no underlying design in the organic growth of
the cyber realm, it is predisposed to system drift of
numerous types which are relevant from a cyber
diplomacy perspective (Georgescu et al., 2020):

- The appearance and adoption of emerging
technologies, sometimes in competing forms
and in an uncontrolled way;

- The contradictions appearing from the tensions
between economic efficiency and security
(e.g.: the minimization of security investment
as a cost, the rapid uptake of new technology);

- The appearance of criminal, terroristic,
or adversarial state actors exploiting
security vulnerabilities;

- The rapid development of new
industries, markets, economic functions
(e.g.: cryptofinance);

- Inter-state competition as a driver of new
behaviors, some with negative outcomes
(e.g.: hybrid warfare);

- The retrofitting of existing infrastructure
systems with digital components, including
digital industrial control systems, Internet-
of-Things paradigms (billions of sensors),
Industry 4.0 (automation).

Ultimately, CSG contributes to the formation of all-
stakeholder leadership which, if possible, eschews
brute force solutions to surface level problems that
neglect systemic issues which cause dysfunctions
in complex systems (Georgescu et al., 2019).

4. CSG and Cyber Diplomacy —
Contributions

While the role of cyber diplomacy has been
highlighted as justification for inclusion among
the list of tools and concepts pertaining to the
practice of CSG, the present section analyzes this
contribution in more detail.

The process starts with listing the axioms for CSG
defined by Keating and Katina (2016):

- All systems, whether natural or man-made,
are governed by systemic laws which are not
directly observable, but are directly responsible
for their performance and their observed
behaviors. 83 such laws or principles were
defined by Keating et al. (2014), but their listing
and analysis is beyond the scope of this paper;

- All observable systems perform the nine
metasystem functions;

- When systems deviate in their functioning,
they are suffering from pathologies making
desired performance impossible. 53 system
pathologies are detailed in (Katina, 2016);

- These pathologies represent violations of
system principles, which lead to escalating
performance loss and, if not corrected, can
affect system viability;

- The object of CSG processes is to identify
pathologies and define and implement
measures for their elimination to maintain
system viability.

The CSG approach works with four key concepts
— context, environment, system, and metasystem
(Katina et al., 2016). Context includes all of the
underlying conditions, trends, factors which
influence the running of a system, but also the
leadership styles, political systems etc. The
environment represents everything outside of the
boundary of a system and which can affect it. The
CSG practitioner defines the system boundary as
the maximum extent of what he intends to model
and govern through CSG. The environment will be
everything outside of that line. The system is the
inventory of assets and interrelations which come
together functionally and with a distinct identity in
order to achieve some goal or performance level.
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It must conform to the principles of the system
that were previously highlighted. The metasystem
exists above the system and is the attempt of the

CSG practitioner

a way that he can analyze the system, devise
measures and plan their implementation. It should

to abstract the system in such

be abstract enough to enable development given
existing resources (computing power etc.), but
also detailed enough to be relevant to reality.

Table 2 presents the nine components of a CSG,
along with the link to cyber diplomacy, as interpreted
by the authors from the specialized literature.

Keating et al. (2015) highlight nine metasystem
functions of CSG:

M5 — policy and identity — maintains
system identity and trajectory, enables
future orientation;

Table 2. CSG framework components (Keating et al., 2015)

The nine components of a CSG framework

Component

Explanation

Cyber Diplomacy connection

Design

The deliberate design and architecture of
a system to perform certain functions or
produce a certain performance

Cyber diplomats actively engage with one another to
set up specific initiatives, to harmonize regulations or
to set up individual cross-border projects that add up to
exercises in deliberate design on top of a chaotic system.

Execution

System operation in its specific context,
also in conjunction with other systems

Cyber diplomats attempt to smooth over the functioning
of systems in an environment beset by security issues
and to promote the standards and common procedures
which make inter-system cooperation possible or more
fluid, usually as a contribution to facilitating cross-
border investment or service trade.

Evolution

Planned changes, as well as ones resulting
from external or internal factors

Cyber diplomats are actively engaged in developing
visions of future mechanisms for coordination among
sovereign actors, such as through confidence building
measures, the exchange of information or the building of
physical infrastructure supporting cyber systems.

Metasystem

The nine
its operation

system functions ensuring

Cyber diplomacy often relies on abstracted, high-level
assessments of the complex global cyber domain, in
order to drive common planning, common investment,
action and regulation.

Control

The levers at the disposal of controllers
to maintain viability and minimize
disturbances, both from internal and
external factors. Levers are instruments
to be used and authority to be exerted
legitimately by controllers to enact their
plan. The development of ways, means,
and tools, and the obtaining of the requisite
authority to wield them should be of great
interest to system managers.

Cyber diplomacy is part of a high-level governance
apparatus for sovereign actors. They can communicate
information on incidents, set up intelligence exchanges,
set up coordinating bodies below the level of the political
decision makers, plan or coordinate interventions
following a successful disturbance etc.

Communication

Basing decision making processes on the
gathering, exchange, and processing of
information continuously or on an ad-
hoc basis

One area of application for cyber diplomacy that has
been continuously highlighted is the issue of information
asymmetry between actors such as states, which are often
reluctant to share information on cyber-attacks or even
disclose them, even though this could lead to the prevention
of future ones. Increasingly, inter-state cooperation also
includes access to specialized services and capabilities
such as modelling and simulation for systems, cyber
ranges (such as the one of the NATO Cooperative Cyber
Defence Centre of Excellence in Tallinn, Estonia) and
automated data sharing among trusted allies.

Coordination

The interaction between SoS components
or between them and the environment has
to take place with minimal frictions or
avoidable collisions

This is a core task for diplomats, especially since their
principals often have different priorities, background
cultures, perspectives and weights of previous
interactions, not all of them positive.

Integration

A dynamic equilibrium between system
components that results in a unique
overall complex system identity.
These components are still capable of
independent or autonomous operations,
but they also feature interdependencies

The cyber domain is already highly integrated, but
states are sovereign in their governance decisions and
their legislative/administrative frameworks. Cyber
diplomacy provides a bridge towards international
or global governance through the integration and
gradual harmonization of national governance systems,
especially in key parts (law enforcement, legality of
cyber warfare, information sharing etc.).

Complex Systems

System-level interactions produce values
which are not registered at the level of
individual system components

Cyber diplomats are at the forefront of mediating new
capabilities or new security performance, by addressing
the global-level interactions between national
governance systems.
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M5* —system context — the totality of elements
which can obstruct or aid the system;

M5’ strategic system monitoring -
performance  indicators,  expectations,
evaluations to see whether desired system
functioning is a success or a failure;

M4 — system development — the current state
of the system and the future desired one are
imprinted by this function; transition from
one to the other is facilitated;

M4* — learning and transformation —
learning from error resolution and facilitating
metasystem transformation to better conform
as a governing model, in an iterative process;

performance (including maintenance,
upgrades, training etc.);

- M3* — operational performance — facilitates
the monitoring of the system to identify
errors, aberrant behaviors and other problems
which may impact system viability;

- M2 — system communications — supporting
metasystem functioning by developing
channels of communication, procedures,
methods, data flows, common modes of
analysis etc.

Table 3 presents the nine metasystem functions
of a CSG and the applicability to cyber

M4’ — environmental surveillance — develops

and implements tools

extracting data from the environment to
identify important trends, threats, risks etc;

M3 - system operations — facilitates
system operation for optimal

routine

diplomacy, as interpreted by authors from the
specialized literature.

or methods for

It may be observed that cyber diplomacy is
compatible with the CSG framework in the
context of complex, transborder cyber system
governance. CSG, therefore, becomes a
framework for the detailed analysis of cyber

Table 3. Metasystem functions for CSG (Keating et al., 2015)

Function

Cyber Diplomacy connection

MS5 — policy and identity

Cyber diplomacy is predicated on an understanding of cross-border interdependencies
which make a global cyber system a reality and require a coordinated response to
address future challenges, some of which can be anticipated.

MS5* — system context

Cyber diplomats are actively identifying and resolving hindrances in cross-border
governance of cyber systems and facilitating helpful developments. They are both
responsive to trends, new factors, and new developments, while also aware of their
cross-border nature.

M5’ — strategic system monitoring

Cyber diplomats frequently engage, on behalf of their principals, in analyses of
the global system based on key indicators (economic, security etc.). Other cyber
diplomatic entities explicitly engage in this, such as international institutions with
specific remits (for instance, standards setting).

M4 — system development

Cyber diplomatic entities often employ a future state (whether negative or positive)
to justify their activities in the present and to orient them towards achieving goals.
Interactions between cyber diplomats can lead to harmonizing these views, whether
at their level or that of the sovereign principals.

M4* —]earning and transformation

Cyber diplomacy provides one part of a feedback mechanism which can facilitate the
reduction of informational asymmetries, the sharing of experience and best practices,
the spread of useful standards etc.

M4’ — environmental surveillance

Cyber diplomats actively engage in the analysis of the environment and in setting up
initiatives that facilitate information sharing and common analysis of the environment
on behalf of their principals and sometimes utilizing each other’s limited information
and unique perspectives to build a clearer picture.

M3 — system operations

The haphazard nature of the development of the global cyber domain has made
cross-border coordination for improving the vital performance, especially on security
processes (prevention/prosecution of cybercrime, increased resilience, prevention/
deterrence of cyber warfare etc.). Other issues include the sustainable mass adoption
of emerging technologies, the improvement of security culture and more.

M3* — operational performance

Cyber diplomacy is often used to address proven challenges which cannot be handled
by sovereign actors through action just in their sovereign space. Cyber diplomacy also
contributes to situational awareness and to the early pinpointing of trends which may
generate new risks, vulnerabilities and threats.

M2 — system communications

The basic application of cyber diplomacy is to facilitate communication and
information exchanges among sometimes rivalrous actors, which are reluctant to
share information for fear of incurring costs or losing an advantage. At the very
highest level of cyber diplomatic success, mechanisms between actors are set up for
the real-time sharing of cyber-related information and intelligence, with no human or
organizational input delaying information sharing, as it exists within the Five Eyes
oroup of countries (the US, Canada, the UK, Australia and New Zealand).
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diplomacy in a theoretical sense. There are
various reasons for this, beyond the matching of
system components and functions. The principal
one, according to Katina et al. (2016), are the
characteristics of the cyber-physical system
which are the foundation of cyber space as a
usable (and ubiquitous) environment for all
manner of applications. In extremis, all critical
infrastructure systems today are actually better
defined as cyber-physical systems (Gheorghe &
Schlapfer, 2006). Katina et al. (2016) identified
the key characteristics that make these systems
amenable to a CSG approach:

- Responses to environmental shifts rely on
input-output parameters;

- Multiple components, subsystems and systems
act in parallel, and the main informational
linkage is through cyber components;

- The main instrument for fine course
corrections are feedback loops, which are
integrated into the governance apparatus;

- Resource allocation and system viability are
maintained through continuous monitoring
in real-time, with data collection, processing,
and interpretation being done continuously
and integrated into sometimes automated
response mechanisms;

- These cyber-physical systems are especially
utilized in a critical context, where operational
error correction and finetuning must take
place in real-time, to avoid runaway system
degradation and cascading disruptions.

Cyber diplomacy is a layer on top of the existing
system, providing key coordination among
sovereign or independent actors who are not
coordinating in real-time, in order to facilitate the
reduction of information asymmetries, to address
outside and emerging threats, and to preemptively
imprint a design or pattern on the system (through
standards, common projects and collective
decision making), that improve the operational
environment for these cyber-physical systems.

5. Conclusion

The paper emphasizes a new perspective on the
Complex System Governance paradigm. CSG is
utilized to analyze the role of cyber diplomacy
role in a system-of-systems approach. The results
showed significant compatibility, enabling
the use of CSG framework to systematize and
further analyze cyber diplomacy. As an expanding
international practice in a rapidly changing
technological and security environment, cyber
diplomacy represents a field of study of growing
interest, which has not been analyzed using an
SoSE type of approach. The results enable future
theoretical development, especially as pertains
to the intersection between cyber diplomacy and
critical infrastructure protection, as well as other
fields. The work also advances the possibility of
modelling and simulating cyber diplomacy as a
factor in SoS simulations, adding a new dimension
for comparative analysis of security governance
and opening up the possibility of using theoretical
work to develop real policy proposals in the
realm of cyber diplomacy. The next step in the
research agenda envisioned in the present paper
is to develop the cyber diplomacy theoretical
framework for specific fields, such as critical
infrastructure protection, energy issues, standards
setting, and to utilize game theoretical approaches
to model various outcomes, including through the
use of open-source instruments for multi-criteria
decision analysis.
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