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1. Introduction

Online transactions and interactions have become 
an essential part of people`s daily lives in today’s 
digitally connected society. With the growing 
number of online users, the requirement for 
reliable and secure systems is more vital than 
ever. The Domain Name Reputation System is a 
system that allows the assessment of the domains` 
reputation in order to prevent criminal behaviours 
and improve online security. It protects Internet 
domains from malicious activity in the Internet 
space by automatically monitoring them and 
providing methods to deal with any risks (Rotună 
et al., 2023). 

The highly dynamic nature of the domain name 
ecosystem, as well as the proliferation of malicious 
domains which pose a real and immediate threat 
to people’s and companies’ privacy and security, 
are the primary motivators for developing an 
automated solution to establish a domain’s 
reputation level and continuously monitor its 
changes throughout its lifetime.

By evaluating the reputation level of owned 
domains, existing and future owners (authorities, 
governmental institutions, private enterprises, 
individuals, and so on) will obtain a more precise 
picture of their credibility, resulting in a safer 
Internet space.

In comparison with other existing domain 
reputation systems such as Notos, Kopis, 
and Exposure, the proposed Domain Name 
Reputation System encourages the creation of an 
ecosystem that permits real-time, dynamic domain 
reputation scoring. This capability enables the 
study of domains that have been transferred or 
re-registered by various individuals who may not 
have the same intents as the prior owner, whether 
good or harmful.

The benefits of the proposed system architecture 
include continuous monitoring of domain name 
operations to detect any malicious activity, 
machine learning algorithms to analyse the 
data and learn from the chosen data set using 
a variety of information. The internal sources 
include domain-related data from the Registry of 
.ro domains and the external domain reputation 
services provided by other organisations. The 
solution will offer customizable reports that can 
be profiled to meet the specific needs of users. 

General parameters that determine a good 
reputation score for a domain name considered 
for the analysed system are domain age, owner 
history, domain name relevance, host history, 
trade history, nameserver history, domain status, 
Registry analysts’ reports, and policy violation. To 
these parameters are added the results provided by 
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external Domain Reputation Services (blacklists, 
whitelists), absence of phishing activities, 
existence of a valid SSL Certificate, correctly 
configured DNS records, reputation of the 
Registrar, how often a domain is accessed, SSL 
historical data, number of redirects, etc.

The automated domain reputation monitoring 
system is intended to provide a full study of a 
domain’s reputation by gathering data from many 
sources and processing it by using internal and 
external tools to generate a score. In parallel, 
machine learning algorithms will evaluate the 
same domain and attempt to extract patterns of 
harmful domains, which will then be utilized 
to increase the accuracy of the Domain Name 
Reputation System’s results. (TLDRep).

The main objectives of this paper are to identify 
an Enterprise Architecture Framework appropriate 
for the development of a domain reputation 
system and to develop that architecture using the  
selected framework. 

The remainder of this paper is as follows. Section 
2 presents the state of the art with regard to the 
importance of developing an architecture for 
the sustainable development of a domain name 
system. In Section 3 the widely used architecture 
frameworks are presented while Section 4 
proposes a methodology for the selection of an 
appropriate framework for the Domain Name 
Reputation System. In Section 5 the architecture 
of the proposed system is illustrated using TOGAF 
Enterprise Architecture (EA) (The Open Group, 
2023a). Finally, Section 6 outlines the conclusions 
of this paper.

2. State of the Art 

The substantial increase in the number of daily 
registered domains and the proliferation of 
compromised domains, which can be exploited 
as attack vectors against Domain Name System 
(DNS) servers, requires the development of a 
system for assessing domain reputation. 

Domain security refers to policies, procedures, 
tools, and security solutions put in place to protect 
a domain from unauthorized access, data breaches, 
and website unavailability (ICANN, 2023). Some 
of the most critical domain security risks are:

	- Phishing, used by hackers to steal confidential 
information such as passwords, credit card 

information, and information related to bank 
accounts using an email or social media 
message with a link, asking the recipient to 
update details, such as their password, via the 
provided link. (Dumitrache et al., 2023).

	- Domain Name System (DNS) spoofing 
attack where a hacker redirects traffic from a 
legitimate website to a fake one;

	- Domain hijacking which involves unauthorized 
access to domain registrar account and 
changing the registration information;

	- Typosquatting, involving registering a 
domain name that is similar to a legitimate 
one, with the intention of misleading users 
(Bolster, 2023).

The cornerstone of an effective threat mitigation 
approach is conducting threat assessments, 
developing mitigation strategies, and establishing 
appropriate risk levels (Cîrnu et al., 2018).

Domain Name Reputation System has the 
objective to determine the reputation level of 
domain names using information from internal 
sources, .ro Domain Registry and from external 
sources, blacklists, email lists and other trusted 
providers. By establishing the reputation level of .ro 
domains, it provides individual users, government 
institutions and private enterprises with an accurate 
understanding of the trustworthiness associated 
with a certain domain name. Consequently, this 
contributes to creating a more secure online 
environment. In addition to the traditional 
methods employed by DNS administrators, such 
as maintaining blacklists of infected domains, the 
automatic detection architecture described in this 
paper offers the advantages of swift identification 
and automatic updates regarding potentially 
compromised domains.

Due to the complex nature of the proposed system, 
there is a need to design an architecture model 
that enables interoperability, sustainability and 
scalability. Thus, an evaluation was carried out 
to identify a methodology for using this system 
(IANA, 2020).

The importance of Software Architecture 
has been discussed by many researchers and 
practitioners since 1968, when Djikstra Edsger 
(Dijkstra, 1968) first mentioned the importance 
of this field for software development. The 
first attempts at defining software architecture 
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relied on organizing the structure of large-scale 
software systems at the time. The approach was 
centred on documenting the structure of software 
systems by using then-well-known concepts 
such as separation of concerns, modularity and 
hierarchical decomposition. Then, in the 1990s, 
other concepts and ideas on software architecture 
were introduced by Royce & Royce (1991) and 
Shaw & Garlan (1996).

Architectural documentation cannot be neglected, 
given the well-known importance of software 
architecture for the success of a software project 
(Kouroshfar et al., 2015; Whiting & Andrews, 
2020). A well-defined architecture supports 
new developments from existing processes and 
systems, as well as different analyses and the 
implementation of changes.

Examples of concerns related to software 
architecture include separation of interests, 
coupling, cohesion, encapsulation, modularity, 
change implementation (learnability, instability, 
testability, and manageability), interoperability, 
compliance, and reusability, among others. The 
software architecture is documented through 
the different scenarios related to the system and, 
consequently, by evaluating its impact throughout 
the organization (Rocha, Misra & Soares, 2023; 
Banciu & Dumitrache, 2016).

3. Widely Used Architecture 
Frameworks 

The most commonly used enterprise architecture 
frameworks include Zachman Framework, 
Federal Enterprise Architecture Framework 
(FEAF), Unified Architecture Framework (UAF), 
and The Open Group Architecture Framework 
(TOGAF). These frameworks provide a structured 
approach to designing and managing enterprise 
architectures.

The Zachman Framework is an enterprise 
architecture ontology that provides a way 
of viewing an enterprise and its information 
systems from different perspectives and how 
the components of the enterprise interact. A 
Zachman architecture description is a two-
dimensional classification scheme for descriptive 
representations of an Enterprise that is structured 
as a matrix containing 36 cells, each of them 
focusing on one dimension or perspective of the 
enterprise (Zachman, 1996).

The Zachman Framework does not recommend any 
specific modelling language. Instead, it provides 
a structure for organizing architectural artifacts 
such as design documents, specifications, and 
models. The framework is used as a fundamental 
structure for Enterprise Architecture (Harkai et 
al., 2018) and can be used with various modelling 
languages such as UML (Object Management 
Group, 2023b), ArchiMate (The Open Group, 
2023b), and BPMN (Object Management Group, 
2023a; Visual Paradigm, 2019; Zachman, 2010).

TOGAF offers a structured and comprehensive 
approach for developing enterprise architecture, 
making it ideal for complex ecosystems such as 
domain name reputation scoring. It emphasizes the 
alignment of architecture with an organization’s 
strategic objectives, ensuring that the application 
or ecosystem supports overarching business 
goals, with TOGAF’s business architecture phase 
facilitating this alignment. TOGAF accommodates 
the integration of diverse data sources, such as 
DNS records and web traffic, ensuring secure 
and well-defined data flows. It also promotes 
interoperability, making it easier to integrate the 
ecosystem with external systems and adhere to 
industry standards, which is crucial in the domain 
reputation context (Kotusev, 2018).

The Unified Architecture Framework (UAF) is 
an architecture framework based on the Unified 
Modeling Language (UML) (Object Management 
Group, 2023b), Systems Modeling Language 
(SysML) used to model and design complex 
systems and enterprises. It is a comprehensive 
framework designed to support the development 
and management of various types of architectures, 
including enterprise architecture, systems 
architecture, and solution architecture. UAF aims 
to provide a unified and integrated approach for 
architecting and aligning different aspects of an 
organization or system (Object Management 
Group, 2023c).

The UAF specification comprises three  
primary components:

	- Domain Metamodel (DMM) which serves 
as the foundational framework for modeling 
an enterprise, encompassing key entities 
within that enterprise. It establishes the core 
modeling constructs to be employed, making 
up the basis for architecture development.

	- View Specifications guide tool vendors and 
architects tasked with creating architecture 



https://www.sic.ici.ro

64 Dumitrache M., Rotună C. I., Gheorghiță A., Vevera A. V., Ionut S., Smada D.

views, providing clear directions on which 
DMM elements are relevant to each specific 
view. This ensures consistency and clarity in 
the development of architectural perspectives.

UAF Profile (UAFP) is an embodiment of the 
DMM, offering a practical means of modelling 
UAF views using SysML notation. It defines 
how UAF views can be represented, aiding to 
the effective implementation of the framework in 
practice (Object Management Group, 2023c).

The Federal Enterprise Architecture Framework 
(FEAF) is an architecture framework used by 
U.S. federal government agencies to guide the 
development and management of their enterprise 
architectures. It provides a structured approach 
to aligning an agency’s business processes, data, 
applications, and technology with its strategic 
goals and mission. 

FEAF aims to help federal agencies align their 
operations with government-wide priorities and 
mandates. It supports efficient and effective service 
delivery, promotes data sharing, enhances security, 
and facilitates the management of technology 
investments. FEAF serves as a valuable tool 

for federal agencies to improve their operations 
and better serve the public by ensuring that their 
enterprise architectures are strategically aligned 
and well-managed (U.S. Government, 2023).

4. Enterprise Architecture  
Selection Methodology 

4.1 Research Methodology 

Comparing the Federal Enterprise Architecture 
Framework (FEAF), The Open Group 
Architecture Framework (TOGAF), Unified 
Architecture Framework (UAF), and Zachman 
Enterprise Framework, along with their modelling 
language considerations, provides insights into 
their similarities, differences and capabilities.

Table 1 provides an overview of these 
frameworks in terms of scope, particularities 
and considerations related to performance, data, 
SOA (Service Oriented Architecture), modelling 
languages, security, and alignment with standards. 
It also highlights their respective approaches to 
modelling languages. Generally, the choice of a 
framework depends on specific organizational 

Table 1. EA Frameworks Comparison

Characteristics FEAF TOGAF UAF Zachman 
Scope and 
Applicability

U.S. federal 
government agencies

Diverse industries and 
organizations globally

Complex systems and 
enterprises

Various industries 
and organizations

Particularities

Five reference 
models: Performance 
Reference, Business 
Reference, Service 
Component, 
Technical, Data 

Three domains: 
Business Architecture, 
Data and Application 
Architecture, 
Technology Architecture

Four views: business, 
information, technology, 
and operational 

Taxonomy for 
architectural 
descriptions

Alignment with 
Standards Not a standard Not a standard Used as a standard Not a standard

Emphasis 
on Business 
Architecture

Strong focus on 
business architecture

Addresses business 
architecture; 
comprehensive

Promotes integration 
across domains

Provides a 
classification system

Performance and 
Metrics

Performance 
Reference Model 
(PRM) for 
measurement

Consideration of 
business performance

Emphasizes traceability 
and lifecycle

Does not explicitly 
incorporate metrics

Modelling Language 
Often uses UML, 
BPMN, and other 
standard notations

Provides guidance on 
architecture modelling

Associated with 
modelling tools, SysML, 
UML

Does not prescribe a 
specific language

Data Management
Data Reference 
Model (DRM) for 
data standards

Extensive guidance on 
data and information

Offers an integrated 
approach for data

Does not provide 
specific data guidance

Service-Oriented 
Architecture (SOA)

Service Component 
Reference Model 
(SRM)

Addresses SOA, broader 
architectural context

Supports various 
architectural viewpoints

Not technology-
focused

Security and Privacy
Security and Privacy 
Profile (SPP) for 
requirements

Covers security, but 
more generalized

Supports clear and 
comprehensive docs

Does not specifically 
address security
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needs and context. In relation to the scope of this 
research, all these 4 frameworks are compared 
with the purpose of selecting the most appropriate 
for the description of Domain Name Reputation 
System Architecture.

After comparing the capabilities and benefits of 
the four frameworks above, TOGAF was chosen 
for the development of TLDrep architecture 
because it offers a comprehensive approach 
to enterprise architecture development that 
is widely used in the industry, it is used as a 
standard and it is easy to use and implement 
(Priyadharshini, 2013). 

TOGAF offers a structured and comprehensive 
approach for developing enterprise architecture, 
making it ideal for complex ecosystems for 
domain name reputation scoring. It emphasizes 
aligning architecture with an organization’s 
strategic objectives, ensuring that the application 
or ecosystem supports overarching business 
goals, with TOGAF’s business architecture phase 
facilitating this alignment. 

Using TOGAF for a Domain Reputation System 
ensures that the system is well-aligned with 
business objectives, follows best practices, and 
is developed systematically and cost-effectively. 
It also supports adaptability and long-term 
success by facilitating change management and 
quality assurance.

TOGAF accommodates the integration of diverse 
data sources, such as domain Registry data, DNS 
records and web data services, ensuring secure 
and well-defined data flows. It also promotes 
interoperability, the integration of the ecosystem 
with external systems and adherence to industry 
standards easier, which is crucial in the domain 
reputation context.

5. Domain Reputation System 
Architecture Description  
using TOGAF

5.1 Stakeholders Architecture View

The TOGAF standard provides a formal 
modelling approach to understand stakeholders, 
concerns, and views. Architecture views are the 
key artifacts in an architecture description as they 
are representations of the overall architecture that 
are meaningful to one or more stakeholders in 

the system. Different stakeholders with different 
roles in the system will have different concerns 
(The Open Group, 2023a). The  Stakeholder 
Viewpoint is a part of the Business Architecture 
viewpoints defined in the TOGAF framework. It 
is used to identify and document the stakeholders 
who have an interest in the system, their concerns, 
and their viewpoints. 

A domain reputation scoring tool for a domain 
name Registry is a critical component for managing 
the domain space and ensuring the overall health, 
security, and integrity of the registry. Various 
stakeholders are involved in or influenced by such 
a tool in different ways as follows.

Domain Name Registry Operator responsible for 
managing the .ro domain will use the scoring tool 
to monitor and analyse domain names and alert 
domain registrants.

Domain Registrars are companies or entities 
that sell domain names to domain owners. The 
Reputation System enables them to ensure the 
reputation of the domains they manage, as this 
can affect their business and customer trust.

Domain Resellers are companies that buy domain 
names from Registrars and sell them to domain 
owners. They are impacted by the implementation 
of the system in a similar manner as Registrars.

Domain Registrants are individuals or 
organizations that own .ro domain names, who are 
directly impacted by domain reputation because 
it can affect their business, online presence and 
email deliverability.

Legal Authorities may use the reputation 
management tool to identify malicious or 
fraudulent domains within the .ro space. This is 
crucial for combating cybercrime and intellectual 
property violations.

Internet Service Providers (ISPs) use domain 
reputation tools to filter or block emails and traffic 
from domains with poor reputations. This helps 
reduce spam, phishing, and malware distribution 
(RiskAnalytics, 2023).

Email Service Providers (ESPs) leverage domain 
reputation scoring to determine the legitimacy of 
email senders and reduce the risk of their users 
receiving spam or phishing emails.
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Researchers studying online threats, cyberattacks, 
and domain abuse rely on reputation management 
tools to analyse trends and threats within the 
domain space.

Security companies that provide security services, 
such as threat intelligence, security software, 
and firewalls, may use domain reputation data 
to enhance their security offerings (Lockheed 
Martin, 2019).

Operators of DNS infrastructure and services may 
rely on reputation data to maintain DNS integrity.

Government agencies and policies and standards 
organisations such as ICANN (Internet 
Corporation for Assigned Names and Numbers) 
are involved in setting policies and standards 
related to domain reputation and security.

Cybersecurity companies offering cybersecurity 
solutions often incorporate domain 
reputation data into their threat detection and  
prevention mechanisms. 

The main requirement fulfilled by the Domain 
Reputation System is Domain Scoring. The 
several stakeholders described above are involved 
or benefit from the system. Figure 1, which was 
developed in ArchiMate (The Open Group, 
2023b), relying on TOGAF EA standard illustrates 
the stakeholders of the system.

Stakeholders of the Domain Reputation System 
play different roles, and their interests may 
sometimes intersect, thus balancing the needs 
and concerns of these stakeholders is essential 
for maintaining a secure and reliable domain 
name Registry.

5.2 Business Architecture View

The TOGAF Business Architecture View for 
a Domain Reputation System, illustrated in 
Figure 2, highlights the business components of 
the system and the relationships between them. 
In the current use case, the system consists of 
several business components, including internal 
and external data sources, data acquisition, pre-
processing, processing, storage, domain scoring, 
and a Data Warehouse where the domain scoring 
information is retrieved, stored and displayed. 

Domain Registry is a key data source within 
the business architecture. It represents the 
authoritative source for domain information, 
transactions, and updates as it maintains a registry 
of all .ro domains. Internal Data Sources are pieces 
of information that are provided by the Registry 
Data Analysts which evaluate manually the 
parameters of a domain name and user feedback 
and other information that is manually registered, 
for example the Policy violation data related to 
a domain. External Data Sources represent the 
information items retrieved from sources which 
are outside the domain Registry as DNS records, 
security applications, blacklists, the presence of 
SSL certificates, etc.

The Data Acquisition Function is responsible 
for collecting data from various sources, both 
internal and external. This function includes 
mechanisms for data retrieval, data ingestion and 
data transformation.

Pre-processing involves cleansing, normalizing, 
and validating the incoming data to ensure 

Figure 1. Domain Reputation System Stakeholders 
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its quality and consistency and involves 
data deduplication, data enrichment, and  
format standardization.

The Processing component performs the core 
reputation assessment tasks. It utilizes algorithms, 
models, and heuristics to analyse data and 
calculate domain reputation scores. This function 
involves the evaluation of the chosen data to 
identify anomalies, threats, frequent owner change 
and other indicators of domain behaviour.

The Storage function relates to databases and data 
storage solutions to maintain historical records of 
domains, their attributes, and reputation scores.

Domain Scoring business function addresses a 
set of Machine Learning algorithms and rules for 
determining the reputation scores of individual 
domains that take into account various factors, 
such as domain behaviour, history, and the use of 
the data collected from the internal and external 
data sources.

The Data Warehouse serves as a repository for the 
results of domain scoring and other data. It stores 
historical data, trends, and aggregated results. 
Business intelligence tools and reporting systems 
may access the Data Warehouse to provide 
insights to stakeholders.

The objective of this business architecture view, 
illustrated in Figure 2, is to provide a high-level 
understanding of how the Domain Reputation 
System operates within the larger business context, 
enabling stakeholders to visualize the flow of data, 
processes, and relationships that contribute to 
domain reputation assessment and management.

5.3 Information System and Data 
Architecture View

The Information System and Data Architecture, 
illustrated in Figure 3, focuses on the design of 
the application architecture and demonstrates 
how the Business Architecture is outlined through 
Information Systems (Tepandi et al., 2019).

Figure 2. Business Architecture View

Figure 3. Information System and Data Architecture View
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An Architecture Information View of a Domain 
Name Reputation System provides a high-level 
overview of the system’s components, processes, 
and their interactions. It enables visualizations of 
the system functions, components and data flows 
between various components.

Collect and Pre-Process Component is responsible 
for acquiring data about domain names from 
Registry, internal and external sources using a 
crawler mechanism and collects domain-related 
information, such as registration details, DNS 
records, historical data, blacklists information and 
transactions and, at the next step, pre-processes 
the collected data for consistency and quality.

The Storage Component stores the data acquired 
by the Collect and Pre-Process Component 
and maintains a repository of domain-
related information with both historical and  
real-time data.

The Processing Component is responsible for 
analysing and processing the collected data and 
performs various reputation assessment tasks to 
evaluate domain-related information and determine 
reputation scores. It uses algorithms and defined 
rules to assess domain reputations, identify threats, 
and perform domain data assessment.

The Machine Learning Component emphasises the 
system’s ability to analyse and learn from data and 
relies on Machine Learning algorithms to improve 
reputation assessments over time. It continuously 
analyses data patterns and domain behaviour to 
adapt and enhance the system’s ability to identify 
new anomalies.

The Reporting Component generates and 
illustrates information obtained after the 
processing of data and reputation assessments. It 
provides visualizations, reports, and notifications 
to stakeholders. It aggregates and visualizes 
domain reputation data, generates reports on 
domain behaviour trends, and sends alerts to 
relevant stakeholders when necessary.

The Administration Panel Component provides 
a user interface for system administrators and 
operators. It has various functions, including data 
management, system configuration, and reporting. 
It allows users to configure data sources, manage 
crawling settings, set up alert mechanisms, 
integrates the Reporting Component and relies on 
the output from the previous components.

The interactions between these components can 
be complex and multidirectional. The Collect 
and Pre-Process Component feeds data into 
the Storage Component, while the Processing 
Component uses stored data for reputation 
assessment. The Machine Learning Component 
continuously refines its models based on new 
and existing processed data. The Administration 
Panel Component manages the configuration 
and monitoring of the entire system, while the 
Reporting Component disseminates information 
to various stakeholders.

This Information System Architecture view 
provides an understanding of the domain name 
reputation system, highlighting the Information 
System functions and components, interactions 
and processes involved. Thus, it enables the 
stakeholders and architects to visualize the 
system’s architecture and how its components 
interact to achieve the system’s objectives.

5.4 Technology Architecture View

A TOGAF Technology Architecture View of a 
Domain Name Reputation System, illustrated in 
Figure 4, outlines the technologies used by each 
system component, providing insights into the 
technology stack. 

The Collect and Pre-Process Component 
(developed in Golang) is responsible for collecting 
domain data from various sources on the Internet. 
Golang, also known as Go, is a statically typed, 
compiled language known for its efficiency, 
concurrency support, and strong ecosystem of 
libraries. It’s well-suited for developing web 
crawlers and data acquisition tools due to its 
performance characteristics.

The Storage Component (developed in Mongo and 
PostgreSQL) serves as a repository for both raw 
and pre-processed data. It employs a combination 
of database technologies: 

	- PostgreSQL is used as the database 
management system for the TLDRep 
Dashboard. It is a powerful and open-
source relational database known for its 
data integrity and reliability. PostgreSQL 
stores all the relevant data, including domain 
reputation information, user accounts, and 
configuration settings.

	- Instead of using PostgreSQL for storing 
raw, unstructured data from the crawler, a 
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MongoDB database will be used. MongoDB’s 
flexible document-based structure is ideal 
for accommodating different data types and 
structures that may be encountered during 
web crawling. It’s particularly suitable for 
handling large volumes of semi-structured or 
JSON-like data.

The Processing Component processes and 
analyses the data. It utilizes RabbitMQ, a message 
broker that enables efficient communication 
between different components of the system. It’s a 
reliable choice for handling data processing tasks 
and workload distribution. 

The Machine Learning Component (Keras, 
Pandas, Tensorflow) employs various machine 
learning and data analysis libraries:

	- Keras, an open-source deep learning 
framework that provides high-level 
abstractions for building and training machine 
learning models, including neural networks;

	- Pandas, a data manipulation and analysis 
library that offers data structures and 
functions for working with structured data;

	- Tensorflow, an open-source machine learning 
framework developed by Google. It’s used 
for building and training machine learning 
models, including deep learning models. 
It’s known for its flexibility and support for 
neural networks.

The Administration Panel Component (Django 
and Node.js) provides a user-friendly interface 
for system administrators and users. It includes 

Reporting Component and User Interaction 
Component. Reporting Component ensures 
real-time monitoring functionality as it displays 
updates on domain reputation, allowing users to 
quickly respond to changes and potential threats. 
User Interaction enables users to interact with 
the data, such as manually verifying domain 
reputations and making informed decisions based 
on the information presented.

It combines several technologies. The backend of 
the system Administration Panel is built using the 
Django framework. Django is a high-level Python 
web framework known for its robust and secure 
features. It is used to carry out various server-
side tasks such as handling requests, managing 
databases, and processing data.

The user interface is developed using Next.
js with ReactJS, a popular React framework 
that simplifies the creation of server-rendered 
React applications. ReactJS is a JavaScript 
library for building user interfaces. Together, 
they provide an efficient and interactive user 
interface for accessing and visualizing domain  
reputation data.

The selection of specific technologies including 
TensorFlow, RabbitMQ, and Django for the 
implementation of a Domain Name Reputation 
System can be justified based on their features, 
capabilities, and suitability for the system’s 
requirements. These include databases and data 
storage solutions to ensure data persistence and 
retrieval and also data backup and archiving.

Figure 4. Technology Architecture View



https://www.sic.ici.ro

70 Dumitrache M., Rotună C. I., Gheorghiță A., Vevera A. V., Ionut S., Smada D.

These technologies were selected after a 
preliminary analysis so that they support the 
implementation of the system which should match 
the specific requirements and functions of each 
system component. The combination of these 
technologies ensures efficient data collection, 
processing, storage, machine learning, and user 
interaction, creating a robust and comprehensive 
domain name reputation system.

This Technology View provides a comprehensive 
overview of the technologies utilized by each 
component within the Domain Name Reputation 
System. It ensures that stakeholders have a clear 
understanding of the technological stack, enabling 
an effective communication and alignment of the 
technology architecture with an organization’s 
goals and requirements.

6. Conclusion 

A further step in the development of the 
TLDrep - Domain Name Reputation System 
consisted in using TOGAF, one of the most widely 
used enterprise architecture frameworks to create 
the design of the system architecture at business, 
information and data systems and technology 
levels. The objective of this system is to support 
and promote a safer online experience for all 
stakeholders, end users, domain owners, registrars 
and the domain registry.

The purpose of this research approach is to design 
the architecture of the proposed system including 
stakeholders, business functions, data assets, 
application functions, services, and technology 
components. This is necessary due to the complex 
nature of the system, as it involves multiple input 
data sources, components, and services that can 
generate a reputation score for the domain names 
administered by the national domain Registry. 

This paper compares four prominent Enterprise 
Architecture (EA) frameworks, namely Zachman, 
TOGAF, FEAF (Federal Enterprise Architecture 
Framework), and UAF (Unified Architecture 
Framework), it selects the most appropriate 
framework for designing a Generic Architecture 
for a Domain Name Reputation System and brings 
about several innovation outcomes.

The Framework Evaluation Methodology is a 
comprehensive methodology for evaluating and 

comparing EA frameworks. It includes criteria 
such as Scope and Applicability, Alignment 
with industry standards, Emphasis on Business 
Architecture, Performance and metrics, Modelling 
language, Data Management, Service-Oriented 
Architecture and Security and Privacy. This 
methodology can be a valuable contribution to 
the field, helping architects and organizations 
make more informed choices when selecting an 
EA framework.

By comparing four EA frameworks, this paper can 
provide insights into the strengths and weaknesses 
of each framework. This cross-framework analysis 
can help architects understand which framework 
best aligns with their specific project or system 
design requirements. It also facilitates a more 
objective and data-driven selection process.

This paper proposes a framework selection model 
that takes into account the unique characteristics 
and needs of a Domain Name Reputation System. 
This model can serve as a template for selecting 
the most suitable EA framework for other specific 
application domains.

The study highlights the degree to which each EA 
framework aligns with industry standards and best 
practices, ensuring that the chosen framework is 
compliant and can be seamlessly integrated into 
the existing technology ecosystem.

Also, the study’s results include the selection of 
the most appropriate EA framework for a Domain 
Name Reputation System. This, in turn, leads 
to a better-designed system that is well-aligned 
with an organization’s goals, ensuring its optimal 
performance and efficiency.

Ultimately, the study’s innovation results include 
the use of TOGAF Architecture Development 
Methodology to create the generic architecture 
of the analysed system, as a preliminary step to 
solution development.

In summary, using TOGAF for designing a 
Domain Name Reputation System can lead to 
a better structure, enable its alignment with 
industry standards and best practices and bring 
about efficiency to the architecture development 
process. It helps ensure that the system is well-
defined, well-managed, and well-suited to meet 
the organization’s needs and objectives while 
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mitigating risks and maximizing the value of 
reputation assessments.

In the future, an experimental model will be 
developed based on the above-mentioned 
architecture. The system will generate reputation 
scores for new domains based on learned 
models by studying the patterns of legitimate 
and malicious domains using anonymized data 
from the RoTLD domain Registry. The project’s 
prototype will be used to detect and monitor 
malicious registered domains. The following step 
will be the development of the TLDRep software 
solution, which will empower domain name 
registries and users.
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